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Supplier RFP Guidelines

Supplier will submit this document as part of its RFP response submission.

This Exhibit supplies specific information for the Supplier’s use when responding to the RFP.  This Exhibit is intended to be updated in stages throughout the procurement process.  This Exhibit contains an outline of key topic areas that Supplier is required to address as part of its response to the RFP.  The response will include a thorough description of its solution and overall approach to implementing the Services in the customer’s environment and successfully transitioning responsibility from the Incumbent Supplier.

Supplier Instructions

1. Supplier will modify the electronic version of this Exhibit (as provided with the RFP materials) to respond to the requirements herein.

2. Supplier will modify this Exhibit by completing all sections within this document.  Supplier will refrain from modifying section titles or removing sections.

3. Supplier may remove the VITA-provided guidance (i.e. the italicized text) with each section.

4. Although the sections are related, the Supplier should refrain from repeating responses in subsequent sections.  Be sure to tailor the response for each section specific to the request in that section.

5. Supplier need not restate the requirements from Exhibit 2.1 (Description of Services) or Exhibit 2.2 (Description of Services - Cross Functional) rather it should articulate how its unique solution will perform the services.

6. Supplier will include materials specific to its solution for this RFP.  The Supplier will refrain from providing “marketing materials” and background information already provided to VITA or otherwise available in the public domain.

7. The response to this Exhibit is limited to 60 pages, exclusive of cover page, these guidelines and instructions, and the table of contents.

8. The Supplier will return the completed file as part of its overall response to the RFP, in accordance with the submission and file naming requirements indicated in the RFP Instructions. 
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The Functional Service Areas below reference sections of Exhibit 2.1 (Description of Services) and Exhibit 2.2 (Description of Services - Cross Functional).  The Supplier should review that section of such Exhibits before responding to each functional area.  Capitalized terms in this section may refer to section headings in the Description of Services.

Supplier should provide an overall view of the solution and operational approach to meeting the overall requirements contained in the Description of Services.  The Supplier need not restate the requirements from Exhibit 2.1 (Description of Services) rather it should articulate how its unique solution will perform the services. 
The Solution Summary must contain the following components in the order specified below.
Introduction
Atos uses an Account Management Office (AMO) for operations management to integrate services, communications, and change throughout the contract term.
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Figure 1—Account Management Office Description

The AMO relationship management approach is integral to providing customer-centric and value-based solutions and services to VITA. The AMO is committed to maintaining and improving the quality of service delivered to Customers, and to achieve contract compliance, increased user satisfaction through service-level attainment, thought leadership/value add, and service delivery improvements.  
The AMO will meet the scope of requirements defined in Exhibit 2.2. The AMO will provide a constant focus on continual improvement activities to drive transaction and consumption economics in a positive direction. After establishing a performance baseline, Atos will recommend process changes to improve service levels based on anomalies identified in regular reporting efforts. These anomalies encompass service level failures, inefficiencies identified such as rework or callbacks, and customer satisfaction issues.

The AMO facilitates periodic strategic and tactical meetings with VITA. Strategic meetings between VITA and Atos personnel to focus on business planning, IT to business alignment, improvement, and innovation opportunities. In tactical meetings, the account team reviews service level metrics and service improvement plans to ensure that VITA’s needs are being met. The AMO is structured to provide focus on critical areas as shown in Figure 2.1 below REF _Ref474861073 \h 
. 
The Atos AMO will fully integrate and align with the MSI’s organization.  The figure below shows touchpoints from the dedicated and leveraged Atos leadership and how they pair with the MSI leadership.  
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Figure 2.1 – Program Management Office organization roles alignment with MSI roles

Service Management Practices
VITA will receive service management practices from Atos based on a set of guiding principles and rules to ensure service management activities are designed, implemented, and executed according to “good practice” standards. Atos will work with VITA, the MSI, and other Service Tower Suppliers (STS) to integrate and align our processes, and document all processes and procedures in the Service Management Manual (SMM).
Atos service management activities are organized around ITIL V3 edition 2011 which is grouped into 25 processes detailed as part of the Atos Service Management Model (ASMM) shown in Figure 1.
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Figure 1—25 ASMM processes based on ITIL V3, edition 2011

Atos’ service management approach applies the following principles and guidelines:

Monitor that services are delivered to customers in accordance with service levels defined in the contract
Perform escalations to identified stakeholders if the delivery of services against defined service levels is at risk. Escalation is executed based on processes and procedures defined in the SMM. 
Perform quality checks on service delivery tasks that are completed. For each kind of request completed in the process, a checklist will be defined to verify that the request is meeting the established quality level
Verify necessary evidence for audits is collected as part of the completed service delivery tasks (e.g. ISO 20000 or ISO 27001 audits). Per process, the evidence that is required will be defined as quality records in the process description
Verify necessary evidence as defined in IT Control Framework (ITCF) is collected for all services delivered to ensure external compliancy statements (e.g., ISAE 3402/SSAE 18 reports). Per process, the mapping of how the evidence is provided per ITCF, applicable for the process, is defined as part of the process description

Ensure all units involved in the delivery understand their role, the dependencies on other roles, and the necessary collaboration between the roles to make service delivery units work together as one team. Job descriptions will be defined to explain the role, a global operating model will be used to explain working together, and each employee within delivery will know the role(s) he/she is performing
Promote standard service delivery to customers using standard processes, supported by standard tooling and standard service levels
Ensure service delivery processes are supported in a proper way by supporting tools and required reporting facilities (reports, real time dashboards, data mining tools) and drive the alignment to bring the two domains together
Ensure processes and supporting tooling are in line with ITIL V3 edition 2011 and relevant other ISO standards, and take appropriate actions to upgrade to the next level of ITIL and/or relevant ISO standards to ensure delivery model continues to meet market standards
Ensure onboarding of new contracts is performed in a standard way focused on balancing between cost effectiveness, speed, and acquiring the minimum data quality level
Ensure material is available for bids so that bid teams can answers RFI/RFPs with minimum intervention support from experts on Service Management processes
· Ensure all processes in-scope are aligned to program objectives
Main Processes

Atos has well-defined, mature processes across all areas of the Service Life Cycle and has a wealth of experience integrating our processes with those of our clients, other Service Providers, and MSIs. 

Our service level management process will ensure that the delivery of a service is in line with, or exceeds, the agreements made with VITA. We will work hand in hand with the MSI to review the outputs of the service support processes and take improvement actions as required. Achieving the service level target for each service request will be embedded into the operational processes documented in the SMM. Targets will be set per request, and achievement will be monitored. Warnings will be generated when execution is near target times and escalations will be initiated when targets are not met. 
The team will institute an intensive care process in the event of a service level failure or if the services do not meet VITA’s expectations. Through this process, we will provide a detailed map identifying the failure point and providing a detailed action plan to prevent further failures. 

The assigned  Information Systems Security Officer (ISSO) resource will work with the MSI and other STS to define, document, and maintain the process flows, integration points, and procedures. This resource and support team work with the entire account management team to provide development and monitoring of OLAs in conjunction with VITA, the MSI, and the necessary Customers. They are also responsible for the delivery of information with respect to the delivery of the main processes and supporting any audit and/or compliance information required by Third Parties as directed by the MSI, VITA or Customers. 
Service Integration
Atos will meet all of the requirements in Exhibit 2.2. We have well-defined, mature processes across all areas of the Service Life Cycle and have a wealth of experience integrating our processes with those of our clients, other Service Providers, and MSIs. We were the first company in the United States to receive ISO/IEC 20000 certification, and were also the first in the world to achieve ISO/IEC 20000 certification across multiple data centers for both domestic and international locations. To date, 16 Atos locations have received ISO/IEC 20000 certification, making Atos the only IT outsourcing provider in the world with such an extensive level of ISO 20000 certification. More than 8,000 Atos employees have received ITILv3 and ISO/IEC 20000 training. The ISO 20000 certification is the only organizational level certification for ITIL that exists. 

By integrating the service management activities performed by Atos into the MSI’s Service Management functions and processes, we will ensure that activities in the Managed Environment follow the same set of standard processes and are afforded the same level of oversight, regardless of ticket disposition, location of the event, or group ultimately responsible for execution of the work effort.  Please see diagram below to show how Atos integrates with the STS tools.
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Figure 1.2 Diagram of Atos tool integration into MSI tools
Atos has included a specific resource whose primary responsibility is to support compliance with the processes and procedures defined in the SMM. The Information Systems Security Officer (ISSO) resource works with the entire account management team to define, document, and maintain the process flows, integration points, and procedures, as well as provide development and monitoring of OLAs in conjunction with VITA, the MSI, and Agencies. To ensure the team is compliant with VITA Governance requirements and ensures proper integration points are in place across the team to interact with the MSI, VITA and the Agencies. This resource is also responsible for the delivery of information with respect to the delivery of the main processes and supporting any audit and/or compliance information required by Third Parties as directed by the MSI, VITA or Customers. The effective establishment of the processes and procedures and adjustment to them on an ongoing basis is facilitated via Atos’ participation in ITISP Operational and Relational Governance.
As part of the integration to be performed during the transition, Atos will work with the MSI and other STS’ to document Operating Level Agreements (OLAs).  The OLAs are between the STS’ to document the working relationships and response times for supporting the Service.  These OLAs shall remain valid until revised or terminated.   The purpose of OLAs is to ensure that the proper elements and commitments are in place to provide consistent service support and delivery to the VITA and their Customers by ATOS and the STS’. The goal of this Agreement is to obtain mutual agreement for service provision between Atos, the MSI and other STS’.  The objectives of this Agreement are to: 

• Provide clear reference to service ownership, accountability, roles and/or responsibilities
• Present a clear, concise and measurable description of service provision required 
• Match perceptions of expected service provision with actual service support & delivery
Service Management Systems
Atos has extensive experience working in the MSI model, and using, as well as integrating with, the MSI’s Service Management Systems for reporting, alerting, ticketing, and management of the processes. Atos will use the MSI’s Service Management Systems of choice directly in support of the Security Services scope of work, integrating our tools and data feeds as necessary to those systems. Atos is familiar with many of the Service Management Systems used by the MSIs and likely has developed connections similar to those required to the MSI systems for reporting, alerting, and management of the processes. Atos will refine the integration plan with the MSI during initial implementation planning.
Program Management
Program Management Office (PMO)
The AMO is responsible for overall management of the engagement and integration of the program management office (PMO).  The PMO provides a single focal point to deliver IT projects on time, on budget and in scope.

As part of the AMO, Atos will assign a dedicated project manager to work with the MSI on the overall responsibility for the program initiation, planning, design, execution, monitoring, controlling and closure of all projects and service requests.  As with the Cybersecurity professionals, the project manager has the ability to reach back with in Atos to draw from a large contingent of project management professionals skilled in driving cybersecurity projects to successful completion.
Project Portfolio Management and Reporting System
Atos’ PMO function will integrate with the MSI/program PMO function utilizing the toolset implemented by the MSI and industry standard project management tools (for example MS Project) and will maintain project status reports for projects affecting operations. Activities include attending a weekly, monthly, or as defined project review meeting with VITA and involving service delivery organizations to review project status and develop new project requirements. The PMO ensures the effective management of service requests and project-related work, and the initiation of projects to continuously remove cost or add value. The work that this team oversees includes service requests and projects. The PMO manages and communicates the status of the related work, and ensures that corrective actions are put in place to resolve issues that may arise before and during execution.
Current and Ongoing Projects and Solution Requests
Atos provides trained and knowledgeable resources to provide support for current and ongoing projects. Bandwidth and schedule permitting, we will first rely on the staff dedicated to delivering the services to VITA because they will be best-suited and prepared to quickly and expertly contribute to the ongoing projects. When additional resources are required, Atos has a deep pool of fully qualified resources to draw from who fully understand VITA’s requirements. The project teams will leverage systems to ensure the service portfolio management and project management standards are followed, tracked, and reported on in accordance with the SMM.  
Ongoing Programs
Ongoing programs are managed by the MSI. The onsite Atos service delivery manager (SDM) and account executive are responsible for ensuring that the work required of Atos in support of Ongoing Programs is delivered in accordance with the SMM.  In collaboration with, and coordinated through the MIS, Supplier will:
· Support the MSI with On-Going Programs in compliance with the requirements of the Main Processes and processes developed and documented in the SMM.

· Track Supplier-assigned On-Going Programs activities, deliverables and milestones using the Project Portfolio Management and Reporting system.

· Ensure that Supplier-assigned deliverables and plans are appropriately tracked according to established processes and VITA Rules.

· Support the MSI in managing ITISP issues and risks and collaborate to address issues and risks across MSI, Service Tower Suppliers and Customer organizations. 

· Participate, as required by the MSI, in governance of On-Going Programs.

· Participate in any additional On-Going Programs at the direction of the MSI.

Service Strategy
Strategy Generation and Management
Atos’ approach to changes will be to consult and work closely with VITA using inclusive communication, with training for new services embedded in ways that reflect and work with the embedded culture and role types. Through clear transition plans, change-champion networks, and the integration of change initiatives into business as usual, our business change management approach works to ensure the changes follow proven principles. 
VITA will benefit from Atos’ culture of innovation, which effectively drives new thinking and solutions; examples include the following and are predicated upon what VITA needs and its primary drivers.

Thought leadership—Our Atos Ascent Scientific Community, our vital “Lookout” publications, and other resources such as our external blog published by industry experts (blog.atos.net) are key assets. 

Catalysts—We stay aware of what’s happening in your markets; using emerging trends and technologies, we help VITA exploit these through an ecosystem of clients, partners, emerging technologies, and market trends, as well as new developments in our own services.

The Atos innovation engine—Delivers and develops market support for innovative solutions across the appropriate business stakeholders in a variety of forums designed to help prioritize where Atos will invest in new solutions/services/technologies, etc.

Atos’ globally aligned service order lifecycle delivery process—A five-stage process implemented to provide VITA with new offerings and insights into a portfolio from inception, through feasibility, full development, and final rollout. 

Innovation workshops—Atos has an Innovation Workshop program and other collaborative innovation events that influence and provide direct benefits for VITA. These workshops stimulate and provoke thinking around how VITA can leverage emerging technologies and trends while developing innovation opportunities from unexpected angles—all focused on your key markets to optimize shifting of IT assets. We also use the Atos Ascent Scientific Community, which consists of an international network of 90 members, representing a mix of all skills and backgrounds, and coming from all geographies where Atos operates. 

Atos GMS CTO radars—Published twice a year, these provide a view of the major technology drivers anticipated over a five-year time span. Every technology included is described in a set of documents that can be made available to Customers  for a complete reference. 

· Business Technology and Innovation Centers (BTICs)—Our BTICs provide consistent and unique opportunities from which VITA will receive direct benefits, including the exploration of new ideas and solutions. 

To provide the best support to VITA, Atos applies governance that encompasses all aspects of our strategic direction, service offerings, technical integration, engagement model, relationship innovation, and market position. Our engagement model has built-in business value mapping, solution design capabilities tied to value, annuity pricing flexibility, governance, and evolution. Our ability to execute is rooted in our core focus in the IT services market and our years of practical experience in managing complex services and infrastructures.

VITA’s support from Atos uses a model-based on assigning an Account Executive to be the umbrella management organization for integrating services, communications, and change throughout the contract term. The Account Executive is responsible for overall management of the engagement, integration with the MSI, integrating with program governance, and providing a single focal point for all service delivery and daily senior management presence. Through the Account Executive, VITA can expect the following activities:

Relationship management that provides an interaction model for one-to-one alignment between VITA and Atos

Clearly defined escalation that will apply intelligent decision-making through a chain of command approach to issue resolution

Regular, open communication through scheduled and ad hoc meetings that will keep VITA’s designated representatives informed and provide transparency to IT delivery activities and performance

· ITIL-based process control that will ensure consistency of service delivery and measurable results

The following sections provide further description of these activities, the organization, and key personnel from Atos for VITA.

Tactical Interaction—To ensure a successful management and delivery of services, Atos will establish an PMO for service delivery to oversee and manage the execution of support services, and to direct continuous improvement activities related to these services. The PMO will work to improve workforce productivity through the implementation of established processes, tools, technology, and proven methodologies. 

Operational Interaction—This level provides service delivery and the operational contacts with the VITA IT organization, which ensures smooth daily operations. Operational activities are meant to fulfill the IT strategy and are grouped into the following areas:

Service Level Management—Meet or exceed service level requirements in the delivery of the current services. Atos’ service delivery management also uses SLAs to manage the interface with other IT suppliers.

· Implement New Projects—The execution of the IT strategy includes the rollout of new services or the improvement of existing ones; these changes are performed by project management professionals trained in the methodologies required for a smooth implementation.

One of the keys to successful account management is strong governance. VITA will have a single point of accountability for delivery of the contracted services. The account governance model may also rely on Atos functional groups to support technology and business planning in addition to the dedicated team members. 

Open Communications—Effective account governance is based on honest, open, and frequent dialog between the Atos account executive and their counterparts in the VITA organization. The following list of activities reflects an example of the topics that may appear on the agenda during the various levels of communication.

Atos will attend and participate in regularly scheduled meetings with the VITA and MSI staff. Standard meetings will be supplemented with additional meetings as determined through the transition process and ongoing operational requirements, subject to the change control procedures.

IT Technology Planning 
VITA can expect the vision, commitment, and behavior of identified stakeholders to contribute to the success of an outsourcing arrangement. Strategic activities are the topic of discussion at the senior management level. Typically, the leaders involved at this level ensure alignment between business objectives and joint initiatives. They establish the vision for the relationship. The framework agreement, which provides the overall process for each of the IT services to be delivered, is defined and monitored against key performance metrics. IT strategy and the consequences for IT demands are also defined at this level. 
In support of VITA’s goals, Atos will provide services that deliver a continued investment in VITA’s strategic objectives in technology. We will create a VITA-specific technology roadmap that has the following major components:

Future-State Vision—Consists of a three-year view of addressing technology trends and directions pertinent to VITA’s current business directions and information systems strategic plans
Current-State View—Assessment of VITA’s current infrastructure, including hardware, software, network, and security
· Recommended Projects—May range from remediation of existing concerns to proactive infrastructure improvements
Financial Management
The Atos finance team assists the governance committee with rationalizing the portfolio of services being provided or other services that may be added to the contract. This team works to ensure that the contract pricing is up to date and handles any necessary changes that may occur. This team also oversees the intake processes and new business proposal processes, and it coordinates all internal chargeback-related activities. The finance team has the following main duties:

Manage the portfolio of services, in a cost effective manor, delivered under the contract

Oversee the new business proposal process and business cases with the PMO

Manage and report consumption of chargeable resource units 

Perform invoice validation as appropriate (against orders, CMDB)
Provide consumption forecast information to the MSI as necessary
Ensure that contract pricing is up to date and accurate.  This includes adding new services and removing services that are no longer required.
Coordinate chargeback activities, including any invoice disputes or other billing issues
· Communicate all relevant financial results to the identified stakeholders
Oversee procurement activities to ensure timely and accurate purchases
Any other related financial activities that are necessary for the delivery of Managed Security Services per our agreement.

Service Portfolio Management
New Service Introduction

Atos will develop proposals for new services as directed by VITA or ITISP Governance in accordance with the procedures defined in the SMM in coordination with the MSI. Atos agrees to meet the requirements in the Exhibit 2.2 to identify, develop, price, and implement the new services. Project plans, prices, timing, detailed breakdowns, and resources required will all be provided. Upon gaining appropriate approval from identified stakeholders, Atos will develop and implement new services. 

The key to success is analysis of existing demand trends within customers and remaining aware of external demand trends that can be fulfilled with the existing or new services. Often this is accomplished through the active marketing plans that were described above as information is gathered via the regular interaction with existing and potential customers and the MSI through marketing plans and regular governance meetings.

Business Priorities and Marketing Objectives for New Service; Marketing Plan and Summary for New Service; Increase Customer Participation for New Service; New Customer Introduction, Acquisitions and Mergers

Atos has effectively grown services within existing agencies and clients; some of that expansion comes from the development and delivery of successful demand management strategies. The key to success is analysis of existing demand trends within customers and remaining aware of external demand trends that can be fulfilled with the existing or new services. This is often accomplished through the active marketing plans that were described above as information is gathered via the regular interaction with existing and potential customers through marketing plans and regular governance meetings.

One of the major success factors in implementing any outsourcing engagement depends on communication. Atos’ communication plans are organized into the following phases:

Phase 1: Planning and Announcement—These messages are for introductions, setting expectations, and letting the end-user community know the sequence of events.

Phase 2: Ramp-Up and Transition—These messages describe service operations procedures, how-to’s, feedback on issues heard, reporting progress on the ramp-up/implementation, and addressing customer concerns.

· Phase 3: Operations—These messages provide ongoing communications, feedback on performance, and customer satisfaction.

To customize the communication plan, VITA and Atos teams will participate in working sessions that lay out the strategy for each of the phases and identify key messages to be sent, communication methods, and other actions. Items in the following sections such as content and medium are suggested but are subject to the agreement with VITA.

A project plan is developed and revised to incorporate tasks and activities required to implement the communication plan. Each phase is executed according to the agreed schedule. The following items need to be discussed to create a VITA-specific plan:

Who is the target audience in VITA and stakeholder within VITA
What is the specific behavior and needs of stakeholder groups/ VITA units

Clarifications about the purpose or objective of the communication

Can a press release be issued?

What is the message / theme?

What is the best medium for the message?

Demand Management
Atos’ demand management process will leverage the tools and prioritization processes implemented by the MSI to align supply with VITA’s demand and forecast the “sale” of products as closely as possible. Both parties will evaluate and discuss these requirements to provide VITA with services and products that fit its true needs.
Demand management maintains a balanced system where all the VITA-allocated resources are optimized for the overall system’s capacity to get the best performance and throughput in accordance with performance objectives.

Demand management’s primary goals are to eliminate performance and capacity bottlenecks, and maintain an effective balance between used and unused capacity. The outcome of such efforts might be consolidating a business unit workload in multiple locations to fewer processor complexes. The result is significant cost savings without affecting Atos’ ability to meet performance objectives.

Atos will work with VITA to create a Demand Management plan. Atos SDMs will on a quarterly basis analyze all in-scope services and produce a report via OneSource that will identify accelerated growth or declining consumption/usage patterns for all resource units.

Business Relationship Management
Atos’s relationship management goal is to fully meet or exceed VITA’s performance expectations and service levels in every function. To attain this goal, our employees are trained and motivated to ensure client satisfaction as we deliver services and respond to your needs and requests. Atos will provide monthly performance reports for service level monitoring, indicating actual performance compared to the performance goals established through mutual collaboration between VITA, Customers, the MSI and Atos, and inclusive of financial penalties as jointly determined. 
The account management team is responsible for ensuring that the relationship with VITA is positive; as mentioned previously, this leads to additional service opportunities benefiting both VITA, the MSI and Atos. Atos believes strongly that a key to the success of this function is regular weekly meetings of operational teams between Atos, VITA, the MSI, and Agencies. This enables conversations to eliminate confusion and foster relationships between the entities so that services are delivered to the satisfaction of all parties and the needs of all parties are taken into account. 
The single point of contact is the lead business relationship manager  (as shown in Figure 2.1 above) who is committed to working with VITA, Customers and the MSI and empowered as the single point of contact for any issues related to the delivery or quality of services or escalated issues. We believe that the success of our relationship with a client requires that any service or contractual issues be dealt with promptly and fairly. The lead business relationship manager has the responsibility to keep the account executive informed issues of business plans and any issues or escalations.  The account executive has direct access to senior Atos management to provide fast resolution of issues and foster executive interaction between both parties.
Additionally, Atos will support a meeting structure as it promotes regular communication and alignment that again are critical to the business relationship. Finally, Atos believes that trust is a critical factor in the relationship. We develop trust by working in an honest, straightforward fashion with “Service Beyond Reason” resolving any issues quickly and effectively and delivering on our promises. This is the essence of the culture of Atos.
Complaint Management

Complaint Management establishes a systematic way to manage and monitor complaints and supports and maintains the integrity of the program, facilitates efficient service to VITA, and increases the trust and confidence in the program. Complaint Management recognizes and protects the customer’s right to comment and complain about the standard of services being provided. 
Complaint means a genuine expression of dissatisfaction or concern regarding the services or the delivery of the services; complaint does not mean a dispute with a decision or policy.

As mentioned above, trust can be greatly enhanced via the handling of issues with customers. Responding to complaints, taking them seriously and evaluating them is an important part of the process. Any time there is a complaint logged, Atos will engage in a formal review, including an analysis of the basis for the complaint; if valid, Atos will conduct a root cause analysis with resolution processes that are agreed with the complainant. The second key is to deliver on promises for resolution and the account management team will follow formal processes to ensure that delivery is managed successfully. Atos will maintain full transparency in the process, including integrating with problem and change management when required until we ensure that trust is enhanced.

Atos has committed to supporting the governance plan as specified in the governance document, including formal, scheduled regular meetings with all the stakeholders involved in delivering and receiving the services.

If problems occur, and a shared responsibility exists between the operational/technical groups, the lead business relationship manager will ensure a quick, effective response. This responsibility includes resolving the problem, as well as communicating the details of the situation, possible work-arounds, and when it will be resolved. The lead business relationship manager  is also responsible for working with other Atos departments to identify symptoms before they become problems and take corrective action to ensure the issue does not recur.
In addition to these activities, the lead business relationship manager will inform the account executive who is responsible for keeping the lines of communication open between the MSI, VITA, Customers and Atos at the executive level. 

Service Design
Solution Design Management
Atos will actively participate in the definition and development of standard services, including creating ad hoc or preconfigured services whenever possible. These can include orderable preconfigured services, and these services will, whenever possible, be integrated into the MSI standard catalog. Atos will work with VITA and its Agencies to properly identify the approvals for the processes and create designs that identify the cost, benefits, and approvals required to enable the catalog to function effectively in the organization. The goal of these services is to reduce provisioning time as well as foster consistency across similar services. Atos will follow a standard process of solution design management as described in the Cross Functional Description of Services and the SMM.
Service Catalog Management
Atos will leverage the Service Integrator provided Service Catalog System for the compilation, collation, maintenance, and publishing of the Services. Atos will work with VITA and the Service Integrator to define and maintain the content of the Service Catalog with standard, detailed, predefined service offerings, including any approval requirements, the associated Service Level targets, and charges. The Service Catalog will then be published by the Service Integrator to the VITA internal consumers of IT services. Most of the management around the Service Catalog will be the MSI’s responsibility.; however, critical updates to the CMDB on CIs and service terms on our deliverables will be provided within the time frames as defined in the SMM.
Service Level Management
Service levels will be managed and developed jointly by VITA and Atos within the agreed governance. Atos will provide all necessary service level reports by means of the MSI’s reporting platform.  Additionally, ATOS will develop needed Operating Level Agreements (OLA) to manage systems.
It’s important to establish a clear relationship with VITA by offering managed services with well-articulated performance metrics and business-driven SLAs. Atos solutions are designed to meet VITA’s indicated business objectives with defined SLA targets to support the end-users’ perspective of quality service delivery within the business objective parameters. Well-designed SLA targets provide direction for building a sound technical architecture and guide personnel in the efficient delivery of promised services.

Applications and their underlying infrastructure will be reviewed to determine their service level capability based on their architecture and design. Atos will collaborate with VITA and the agencies to jointly agree on architecture guidelines that apply at each service level. 

As part of due diligence and transition, Atos will continue to collaborate with VITA and VITA Agencies to build an application inventory, assign each application a service level based on the jointly agreed architecture guidelines, conduct a gap analysis on application criticality versus service-level capability, and develop a transformation plan for the application infrastructure that is required to be upgraded to support required service levels.

Atos places significant importance on every SLA and will work with VITA to establish and maintain the best possible baseline for performance evaluation. All service levels (definitions and metrics) are ultimately mutually agreed on through a collaborative process. 
The service level management process will improve business-aligned IT service quality by accomplishing the following:

Defining, agreeing, recording, and managing levels of service for VITA

Documenting services by clearly describing the elements in the contractual documents

Establishing methods for measuring services provided to VITA against VITA’s expectations

Incorporating methods and procedures that point out potential areas for improvement

· Promoting effective communication and workflow processes among VITA and Atos
A standard monthly process will be defined with VITA and the MSI around SLA management to ensure all the information required for reports is delivered on time. 

Once SLAs have been established for the Commonwealth, Atos will assume responsibility for ongoing oversight of the service delivery functions to ensure compliance. Key aspects of the oversight process include monitoring service processes, determining the compliance of the service with service level goals, and reporting the service level experience achieved and compared with the expected goals. Atos’ continuous improvement processes ensure that issues with service level management are addressed and remediated in a timely manner to minimize recurrence.
Atos’ service level management process will ensure that the delivery of a service is in line with, or exceeds, the agreements made with VITA. It will review the outputs of the service support processes and take improvement actions as required. Achieving the service level target for each service support request will be embedded into the operational processes. 

Targets will be set per request and achievement will be monitored. Warnings will be generated when execution is near target times and escalations will be initiated when targets are not met. In the event of a service level failure or the services do not meet VITA’s expectations, the service level management team will institute an intensive care process. Through this process, we will provide a detailed map identifying the failure point and providing a detailed action plan to prevent further failures. 

Availability Management
The Availability Management component of Atos’ service management framework establishes the connection between the events detected by monitoring systems, Incident Management and Configuration Management, and supports Service Availability Reporting. Atos will collaborate with the MSI to integrate Availability Management processes to ensure that the level of service availability delivered in all Services is matched to or exceeds the current and future agreed needs of the business in a cost-effective manner. 
Atos will provide all data as required to allow reporting on all key elements of Availability for the Services and provide availability trend analyses for all services. The MSI’s platform will be used to record and maintain VITA’s Availability data in support of key activities, such as coordination, solution design, change management, report generation, statistical analysis, and Availability forecasting.

Integrated processes will be developed with the MSI to ensure data will be collected around Incident, Problem, and Event information (including hardware and software monitoring information) to drive Availability decisions.

Atos uses an availability management process to ensure that availability commitments for VITA are met. As part of this process, Atos will leverage the MSI’s Availability Management system to record and maintain the availability data in support of the integrated Availability Management process. Atos will prepare and analyze reports and trends to ensure that the ongoing availability requirements are being met or exceeded.

IT Service Continuity Management
IT Service Continuity planning focuses on IT infrastructure and technical plans to recover specific applications, software, and/or hardware related to services, while business continuity planning focuses on preventing interruption of mission-critical services, business processes, and operations. Atos will work with VITA, VITA Suppliers, and the MSI to provide continued services in the event of a disaster.
The Atos Service Continuity team ITSC plan manager serves as the single point of contact to provide overall plan development and coordination related to in-scope services, including ensuring compliance with VITA, Supplier, and MSI approval. The ITSC plan manager will also provide to the MSI any updates to be included in the plan according to changes in the scope of service, changes to VITA’s environment as it relates to Security Services, and/or VITA requirements.

In support of the approved VITA Customer Business Continuity plans and to ensure the continuous alignment between those plans and the ITSCP, Atos Service Continuity personnel will work with designated VITA Customer Business Continuity resources to integrate ITSC plans related to the services, plans, and activities. 

To provide consistent services for VITA and all of our clients, Atos has corporate recovery plans for our multiple departments. Each department has a Business Resumption Plan that documents their business processes, required resources and applications, processing locations, contact lists, etc. that are needed to keep their business processes running. Depending on the physical location, whether a data center or an office environment, some or all of these plans might be activated.  
Atos recovery plans are in place, tested, and maintained for the following processes. The plans include recovery strategies in the event of a technology outage, facility impact, unavailability of normal staff, etc.:

Data Center Facilities

Data Center Site Support

Infrastructure Change Management

Mainframe Systems Engineering

Midrange Global Delivery

Operations Transformation

Production Control and Midrange Operations

Service Continuity Management

Service Restoration and Situation Management

Storage and Data Protection

End User Computing

ITO Service Support

Network Services

· Service Operations – All Regions

In addition to those Business Resumption plans, Atos’ Service Continuity group creates, maintains, and exercises Atos’ IT Service Continuity Plans, which focus on IT systems, applications, components, infrastructure, etc. There are ITSCPs for internal Atos Services technology, as well as our clients’ ITSCPs. Corporate Security creates and maintains Site Emergency Preparedness Plans for all Atos-owned facilities. These plans focus on the safety of people, buildings, and assets. 
Atos also has a Crisis Management Plan that provides overall coordination of resources to respond to a significant impact incident to avoid/minimize injury/damage to employees, customers, communities, environment, profitability, shareholder value, reputation and brand, physical and intellectual property, etc. 

All of these plan types—Business Continuity (keeping people working), IT Service Continuity (keeping technology going), Emergency Preparedness (overall site readiness and response), and Crisis Management (executive response)—work together to ensure we can continue to perform our business processes and support our customers, both internal and external. Depending on the actual event/incident/impact, we activate all or part of the appropriate plans as required. 
Atos Service Continuity offering is a collaborative engagement between VITA’s Customers, Suppliers, MSI, and Atos resources involving ITSC planning, exercise management, and disaster event management as related to in-scope services. Disasters will immediately be reported to VITA and the MSI upon identification of events based on parameters defined in VITA’s ITSC plans. 

The initial strategy includes coordinating steps to perform a gap analysis of DR procedures for Security Services. This analysis will provide a foundation for defining a sound strategy to ensure continuity of service. This process includes an assessment and documents areas of deficiency based on industry best practices or potential exposure. Findings, recommendations, and budgetary pricing (if required) will be presented to VITA, the MSI, and the VITA Supplier that has responsibility for overall ITSC program management.
The VITA recovery solution is engineered to accommodate recovery objectives as designated in the ITSC requirements for the identified scope. Critical VITA systems recovery objective requirements are maintained and updated in the ITSC plans. Atos maintains necessary recovery configurations related to the scope, develops recovery procedures, and participates in scheduled exercises that validate the recovery methodology. 

Disaster Recovery Planning 

Assurance software for ITSC plan management is used to create and retain the ITSC plan documentation for Services. ITSC plan management resources will create, maintain, and schedule plan reviews to ensure restoration of processing in support of backup and DR processes for any associated infrastructure required in support of scope of services. As approved changes due to enhancements, upgrades, or new technology occur in the environment, ITSC plans are updated and maintained in Assurance. These updates are provided to the MSI and VITA Supplier responsible for management of the ITSC program and integrated ITSC plan. 
Disaster Recovery Testing 

DR and continuity plans will be tested periodically via methods as required and described in the SMM. Atos maintains a DR testing methodology and conducts more 160 tests per year with more than 4,000 testing hours for our client base. We will work with the MSI, VITA Customers, other VITA suppliers, and any DR vendor (as required), to determine acceptable test dates determine testing locations and identify any unique requirements for the test.

We will work with the VITA/MSI DR coordinator to finalize plans for the exercise, including setting test objectives that will be mutually agreed upon by the testing actors. We will coordinate and manage technical resources for the Atos scope of Security Services in the overall recovery exercises and based on the set objectives. After completing the test, we will assist as required to update the ITSC plan procedures for Services. Should the client elect not to test, the plan procedures for in-scope Services will be reviewed annually at minimum. 

After each exercise, a post-exercise summary review is performed with the VITA Supplier with responsibility for the integrated ITSC program, MSI, and any other Suppliers or DR vendors as required. This performance review creates valuable feedback that enhances DR and provides a forum for ongoing process improvement. 

Disaster Recovery Event Management 

During an event, designated Atos management and support staff are involved in ensuring the appropriate response and management of the disaster recovery process as it relates to Security Services. In case of a disaster event, Atos will work with VITA Customers and the MSI personnel in the implementation of DR procedures for the Services. These recovery measures include but are not limited to the following:
· For all services where Atos has oversight responsibility, declare disasters in accordance with procedures existing at the time of declaration and notify VITA and the MSI of situations that may escalate to disasters as soon as practicable
Execute the Disaster Recovery Plans, including the following
· Operate the equipment as it pertains to scope of services

· Restore in-scope software

· Verify that services are recovered to the appropriate point in time

· Provide all other functions associated with the Services

· In accordance with the ITSC plans, determine what resources to deploy

· Conduct, supervise, and administer the operation and implementation of such resources

· Provide additional resources as necessary and available to maintain provision of the Services for unaffected areas and re-align technical resources to maintain Business Continuity for VITA Customers

Following any disaster, participate in a post-disaster meeting with VITA and the MSI in order to understand the cause of the disaster

In accordance with the ITSC plans and as related to Services, help develop a plan for the return of Services to the original processing site or an alternate(s) site specified and agreed to by VITA and the MSI in the ITSC plans

· Regardless of the existence of an ITSC plan, at a minimum use commercially reasonable efforts to restore the Services

Capacity Management
Atos will work with VITA and the MSI to assess the current and future business needs and known resource requirements as part of our integrated capacity management process. Atos will prepare a Capacity Plan that addresses the capacity and performance requirements of our services as appropriate and integrates with other service management processes to ensure that capacity achievements meet or exceed all agreed-upon targets. Atos’ active participation in demand management activities will enable VITA to minimize costs while maximizing the value of our capacity management services.
Atos will leverage our capacity management processes to ensure services are adequately designed and that we have, at all times, sufficient capacity to meet the current and future agreed demands of VITA’s business needs. As part of this process, our capacity management produces and maintains a current capacity plan for all in-scope systems. The capacity plan has the following objectives:

Ensure that sufficient capacity is available to meet current and forecasted business requirements

Allow sufficient time to plan for and acquire the resources necessary to meet anticipated, forecasted business requirements

Ensure that all inputs to the Capacity Management Process are taken into account when planning for future business requirements

· Verify that the scope of Capacity Management matches the agreed-upon obligations as understood by VITA and Atos

Using this information, the capacity planner will determine the appropriate resources required and will work with Atos systems engineering support to recommend the most efficient and cost-effective solution. These recommendations can be used as input into hardware refresh planning and the budgeting process. Capacity management defines the IT capacity planning phase to meet current and future requirements. Capacity management has the following objectives: 

Produce and maintain an appropriate and up-to-date capacity plan, reflecting the current and future needs of the business.

Provide advice and guidance to all other areas of the business on capacity and performance-related issues.

Ensure that service performance achievements meet or exceed the agreed targets by managing the performance and capacity of services and resources.

Assist with the diagnosis and resolution of the performance and capacity-related incidents and problems.

Assess the impact of all changes on the capacity plan and the performance and capacity of all services and resources.

· Ensure that proactive measures are implemented to improve the performance of services, wherever it is cost justifiable to do so.
Security Management
Atos has adopted an Information Security Management System (ISMS) base on the NIST standards for system security engineering and management at the tactical level along with the NIST risk management framework (RMF) at the strategic level delivered by the Information System Security Officer (ISSO) team. The ISSO team ensures the confidentiality, integrity, and availability of an organization's information, data, and IT services by being part of the governance and management team. The ISSO team will be lead contributors to IT and Security Management processes and will assess all security risks (logical and physical) associated with the delivery of Services. The ISSO team will ensure that security risks and vulnerabilities (logical and physical) are appropriately identified, evaluated, assessed, and appropriate controls are implemented and maintained to comply with all Customer information security requirements.

This standard will also assist the VITA and the Agencies define and maintain policies, processes, standards, guidelines, and tools based on business needs to support Agency objectives in their Information Security Management as it relates to Services. The ISSO team will also use the NIST security management, engineering, and risk frameworks to advise Agencies on security policy, standards, practices, risks, threats, mitigations, and standard solutions.

Corresponding security OLAs and security management processes, procedures, and controls will be documented and managed by the ISSO team in the GRC tool across service towers to cover interdependent relationships in tools and workflows required for effective and integrated security oversight. The Atos ISSO team will also perform the following:
Participate in the integrated compliance and Security Management service performance plans and reports for all Service security requirements to meet VITA’s reporting requirements and Service Levels in a regular and timely manner

Track, expedite, and report upon actions raised against plans, reports, and self-assurance statements

Escalate security management improvement opportunities, issues, risks, events or any other pertinent security matter identified to VITA and the Agencies
Respond to security incidents or emerging security requirements (which may arise as a result of changing security standards, threats, or industry practices) under direction from the Agencies
Leverage security clearance and access control processes to administer tools and environments used to support VITA and the Agencies’ services for all staff

Conduct monthly reviews to determine that all staff allocated to VITA’s’ services have up-to-date security clearance, including background checks in compliance with VITA’s policies, and reporting any non-compliance

Ensure that access privileges for VITA’s Service Provider personnel are promptly removed upon departure or transfer to another role or responsibility

Establish and maintain mechanisms to safeguard against the unauthorized access, destruction, loss or alteration of VITA and the agencies’ data

Implement safeguards that are compliant with the VITA’s' Security requirements such as safeguards that apply to physical, data, and tools per the Security Plan

Ensure controls and processes are compliant with all relevant regulations, policies, and standards for the processing, storage, and transmission of information based on its classification and impact categorization, and ensure that VITA and the Agencies are able to gain assurance evidence that such compliance is being maintained upon request

Provide reporting to that highlights emerging threats and the status of known risks

Provide data to the Service Integrator from monitoring controls and processes related to emerging threats and known risks

On an ongoing basis, check effectiveness of security procedures and controls, and compliance with regulations

· Initiate Corrective Actions in respect of any potential or actual security issues or noncompliance with the procedures

· Produce a monthly security status report to detail ongoing work and corrective actions identified and completed

Leverage procedures to ensure SOC monitoring of controls on data communications and remote access to VITA’s and the Agencies’ Infrastructure, Software, Equipment, and all other data

Schedule and verify there is monthly vulnerability scanning of systems in scope for Service Provider services

· Report to VITA and Service Integrator on the results of all vulnerability scans

· Ensure remediation and corrective actions for identified vulnerabilities are planned and executed

· Report to VITA and Service Integrator on the progress of remediation activities

Security Program

The Atos ISSO team will maintain a steady-state Information Security Program. The ISSO team will provide oversight for ongoing activities that accomplish the goals for security management and coordinates the activities of VITA, Agencies, Service Provider, Service Integrator, and designated Third-Party vendors. The ISSO team will also perform the following:

Develop and maintain an Information Security Plan (ISP) for the Service Provider:
· Maintain comprehensive Security Policies as a component of the ISP

· Identify and track Security Requirements as a component of the ISP

Ensure adherence to the ISP for the security of VITA and the Agencies’ IT systems, software, and information to include the following:
· Periodic support activities for Security Management conducted by the service towers such as patching, plans for implementing security measures

· Security performance monitoring and periodic security assessments and testing

Ensure adherence to the ISP that complies with the security requirements and supports the security of VITA and the Agencies’ systems, software and information

Participate in all security meetings as scheduled and facilitated by the Service Integrator.

· Invite all necessary Service Provider personnel with expertise on the topics covered weekly.

Security Assessments

The Atos ISSO team for steady state will perform the following:
Participate in VITA assessments of the Information Security Program and services from Integrated STS, including the following:
· Monitoring and testing of security program technical controls (e.g. controlled penetration tests)

· Conducting risk assessments of security program management and operational controls

· Performing security design reviews, of all or any portion of the Services to evaluate the Security Program compliance

· Making a determination of whether the Security Program meets or exceeds the standard of due care

Conduct security program assessments by monitoring, testing, security design reviews and risk assessments to evaluate the Service Provider’s abilities and capabilities in maintaining and enhancing security and safety practices and procedures:
· Each assessment will address potential deployment and infrastructure issues to protect the availability, integrity, confidentiality, and privacy of information and information systems operated by Integrated STS
· Each assessment will examine non-technical and technical controls in the network deployment and infrastructure to ensure the proper protection of both the systems and data while in use, storage, transmission, or destruction

Support and coordinate with the Agencies, state auditors, MSI, and other Third-Party vendors authorized by VITA to conduct security reviews, assessments, forensic analysis or audits of the services being provided by Integrated STS
· Provide support to and perform assessments in the scope that may include (but are not limited to) physical security, logical security, processing integrity, continuity of operations, policies and procedures, network analysis, periodic sampling, vulnerability scans and controlled penetration tests.

Security Assessments by Third Parties

The Atos ISSO team and Program Management team for steady state will perform the following:
Participate in Security Program assessments that may be conducted by VITA or a third-party security assessment service provider (the “Security Assessment Company”)

Ensure the Integrated STS comply with applicable laws respecting procurement of services pertaining to engagement of a security assessment company

· Support VITA to determine, in its sole discretion, the appropriate security assessment company to be engaged and the arrangement for such engagement

Security Assessment Procedures

The Atos ISSO team and Program Management team for steady state will perform the following:
Participate with the security assessment company for the purpose of agreeing upon a detailed plan (including time deadlines for provision of data by all Integrated STS) for conducting and completing each assessment

Cooperate fully with VITA and the security assessment company

Provide reasonable access to any premises, equipment, personnel, or documents, and provide any assistance required by VITA or the security assessment company to conduct the assessment, all at Service Provider's cost and expense

Under no circumstances attempt to persuade or control or otherwise influence the security assessment company in the determination of its findings

If such report concludes that the Security Program does not meet or exceed the standard of due care, then within thirty (30) calendar days after the Assessment Notice Date, Atos will develop and agree upon a corrective action plan to promptly address and resolve any deficiencies, vulnerabilities, concerns, and recommendations identified in the assessment report, consistent with the obligations as set forth in the Agreement

Within a period of time not to exceed six (6) months after the applicable Assessment Notice Date, or as required by VITA Rules, complete all remedial and corrective action in accordance with such action plan to resolve such deficiencies, vulnerabilities and concerns and implement such recommendations

Acknowledge that the security assessment procedures will require further definition and clarification by the Parties

Cooperate with the utmost good faith to reach reasonable and timely agreements on such further definition and clarification, and agree that such further definitions and clarifications will in all respects be consistent with the terms of this attachment

Agree to generally rely on the Security Assessment Company's definitions, procedures, and methodologies for guidance in reaching agreement

· Acknowledge that in reaching the final results of an assessment, the Security Assessment Company will be required to exercise its professional judgment and discretion in certain matters and, assuming such judgments are within established industry practices for security assessments, the Parties will defer to the conclusions of the security assessment company

Security Assessment Metrics

The Atos ISSO team and Program Management team for steady state will perform the following:

Acknowledge the Security Assessment Company metrics sufficiently in advance of each assessment to establish administrative processes to capture the necessary metric data

Be responsive to metrics to be included in an assessment based on the following:

· The detail in which the Security Assessment Company maintains security data within its database;

· Ability for Atos to capture security information at the desired level of detail

Acknowledge the Security Assessment Company will use the applicable standards and risk management framework to conduct assessments

· Acknowledge the security assessment company will use metrics and requirements of other security standards in addition to NIST (e.g. HIPAA, PCI, IRS 1075, SSA Security Standard) where required by the security plan and Customers
Security Incident Management

The Atos ISSO team will perform the following:
Participate in the development of an Information Security Incident Management Plan (IS-IMP) in accordance with VITA Rules, NIST Special Publications 800-61, “Computer Security Incident Handling Guide,” and 800-53, “Security and Privacy Controls for Federal Information Systems and Organizations”, in cooperation with VITA and the Agencies
Ensure the IS-IMP complies with the Commonwealth’s policy for “Computer Security Incident Management,” and the Commonwealth’s standard for “Incident Response and Reporting”
Ensure during normal business operations that when an Incident rises beyond the normal and threatens the security and safety of the Program, or a significant sector of the program, invoke and execute the IS-IMP, in cooperation with VITA and Agencies
Adhere to the policies that govern the response to Security Incidents across the Program environment

· Document and implement the specific processes and tools for managing and responding to Security Incidents in support of the IS-IMP, exchange of security information/data, and integration with VITA, the Agencies and the MSI
Security Clearance Management

The Atos ISSO team and Program Management team will as part of the Access Control process:

Perform established background checks in accordance with the SMM 
Conduct background checks prior to or as of the effective date on all Atos employees, contractors, and subcontractors proposed to be assigned to perform Services prior to a work assignment is allowed

Re-conduct background checks within 30 days of the anniversary of the original background check, where background check criteria require an annual re-verification

Remove from the VITA account any Service Provider employee, contractor, or subcontractor whose background check results do not meet the criteria acceptable to VITA and the requirements of the applicable Agencies
Create a security clearance database capable of tracking and reporting on all Atos personnel providing Services
Ensure that all Atos personnel having been cleared are documented as such in the security clearance database

Leverage the process and reporting procedure, approved by VITA, that will provide timely notifications to VITA and the Agencies of Atos personnel who are added to or departed from the contract

Maintain the  security clearance database and provide reports of timely updates of the of Atos personnel who are added to or depart from the contract.  These reports will be submitted to the MSI as required by the SMM.
· Updates will be provided no later than 24 hours after Atos personnel depart from the account

Security Clearance Database

The Atos ISSO team and Program Management team will as part of the Access Control process perform the following:

Utilize the security clearance database

· Participate in appropriate training 

The security clearance database will be populated at a minimum to include: full name, company, position or title, manager name, physical location, date of clearance, additional clearances, badges issued, business units supported, security program training, background checks, privileged access, security badge inventory, access rights, and other rights and controls to physical and logical access.
Risk Management
The Atos ISSO team during steady-state operations will meet or exceed the goals of the VITA Risk Management Program by quantifying the potential impacts to business that an asset loss or degradation of service would have, determine the likelihood of threats or exploitation of a vulnerability to actually occur, and track corrective actions to remedy the identified risks. To accomplish these goals, the ISSO team will perform the following:

Leverage the risk management framework (RMF) for risk analysis and perform risk management oversight for the Service Integrator for the Services, including the following:
· Ongoing support of the Customers Risk and Controls Framework policies, processes, tools, and standards across the Service Tower Providers

· Leverage NIST, VITA Rules, and other standard tools and processes for risk management as determined by the Risk Management Framework with regular updates

· At least quarterly, support appropriate governance forums pertaining to specific risk content and input for wider Service Provider and Governance forums as defined in Exhibit 1 (the Integrated Services Platform)

· In the forum setting, report on the progress in addressing risks that need to be mitigated in the end-to-end services

· During forums, participate with analysis of emerging trends and risks

· Report on the overall effectiveness of key controls

· Report on the progress in addressing known control deficiencies - arising from the Service Tower Providers' own assurance activities, audits, any Statement on Standards for Attestation Engagements reviews and any Customers or Service Provider's assurance activity

Leverage risk indicators across the services to monitor risk and assist the detection of emerging trends and control failures via surveillance and/or event management reports

Support risk escalation and reporting across all services

Report and track correct actions on known control weaknesses within the ISP controls

Develop and present proposals to address new Agencies’ control requirements, and propose options with costs for implementing such controls and mitigating the risks

Leverage the GRC tool to provide access to the Customers and the STS regarding common risks and controls status information, including reports, risk logs, action plans, key controls and risk indicator data

· Participate in monthly or at an otherwise specified frequency as defined in the SMM for reviews regarding the effectiveness of key controls to ensure compliance with statutory requirements, applicable regulations, and Agency policies

Risk Monitoring, Identification and Reporting

The Atos ISSO team will perform the following:
Support regular, formal risk assessments in accordance with VITA Rules, NIST Special Publications 800-30, "Guide for Conducting Risk Assessments," and 800-39, "Managing Information Risk: Organization, Mission, and System View," (at least quarterly and report on trends, single points of failure analyses) with VITA, Agencies, and the Service Integrator, and document the Plan of Action and Milestones (POAM) for corrective actions

Identify and report risks, including service and security impact assessments, arising from the activities in the delivery of the end-to-end service

Maintain a standard operational risk register for the Services within scope

Provide ongoing program oversight and monitoring of the operations for change management and emerging risks and trends

Report and escalate trends, changes, and emerging risks to VITA 

Monitor incidents and assess incidents that could have, or did, result in the loss of service to Agencies to ensure risks of a repeat are assessed and mitigated

Support the activities of VITA and the agencies’ staff, auditors, or regulators in conducting assurance activities on the design and effectiveness of key controls across the end-to-end services

· Report on the corrective actions, tracked in the POAM to address any control weaknesses identified during assurance reviews or during normal ISP monitoring
· Report yearly on SOC 2, Type II results
Risk Prevention and Mitigation

The Atos ISSO team during steady state will perform the following:
Take appropriate proactive actions to monitor the ISP and the Services to prevent or mitigate new or emerging risks for the Services

Track and manage all risks assigned by Customers, including identifying and tracking the corrective actions needed to mitigate the risks for the Services

Support the preparation of proposals for approval by Customers that meet Customer control objectives and requirements for changes to existing key controls or new key controls to prevent or mitigate risks

Ensure the implementation of key controls are in place and working as intended

· Monitor any changes to existing controls via the Change Management process as part of the Change Control Board (CCB) or during normal ISP monitoring, to address risks

Service Transition
Change Management
Atos will integrate our change management process with the MSI’s change management processes. Changes to the technical environment will be managed using standardized methods and procedures as documented in the SMM. We will handle all valid and approved changes, and leverage the Change Management System to record all changes and updates to changes. A valid change can be a client request within the scope of the services or Atos configuration changes within the service agreement. Our objective is to manage changes to configuration items with minimum disruptions, risk, and complexity while maintaining agreed service levels.
In addition to providing an audit trail for compliance purposes, part of the Change Management process is to review all changes in light of evaluating their potential to introduce risk or exposure to the Commonwealth environment, whether intentional or unintentional. All changes are evaluated by the network and security towers to verify that they conform to both industry best practices and the documented Commonwealth Security Policies, and are therefore safe to implement. When a change is determined to be in violation of either of these, the reviewing engineers will contact the original change requestors to determine the business requirement for the requested change. In most cases, the engineers will be able to work with the requestor to modify the change requests such that they conform to industry best practices and the Commonwealth Security Policies, and enable the required business data flow requirements. In the unlikely event that a suitable modification can’t be agreed to with the change requestor, the issue will be brought forward to the MSI for arbitration and resolution.

Through the PMO, Atos will meet regularly with the MSI and VITA to evaluate the following areas:

Technical feasibility of the change 

Prioritization and scheduling the change 

Determine if any change will require extended outages 

Determine if change information is complete and according to standards 

Provide for notification to impacted client areas, and request their concurrence 

· Review major application changes and system changes to assess the practicality of scheduling 

Change Evaluation
To ensure major changes have the right visibility, Atos uses a specific subprocess called major change management. This subprocess ensures major changes are known and discussed with key stakeholders. Atos expects that this subprocess will be integrated with the Service Integrator’s overall Change Management process and will support major changes leveraging the integrated process as defined in the SMM. Our subprocess generally comprises the following activities:
Align with other key processes to ensure overall planning can be obtained by asking questions regarding capacity management as an example

Perform quality checks on registration so that all evidence necessary for ISO, Sarbanes-Oxley, and cGxP standards are met

Provide continual service improvement for the process

Provide monthly compliancy reports on process and extrapolate data to drive improvement plans 

Provide quarterly overview of progress of process improvements plans, and define corrective action if needed

Provide a closed-loop feedback system based on the PDCA model specified in ISO/IEC 20000

Manage the complexity associated with changes to services and service delivery processes while minimizing impact to the business

Control risks or potential disruptions to the business

Provide timely escalations to management when proposed changes introduce unnecessary risk into the business

Provide visibility for key stakeholders and management with KPIs and key metrics

Regularly review the process to ensure alignment with ITIL and meet quality standards (e.g., ISO 20000)

· Govern changes required to support standards and audit requirements

Release and Deployment Management
Atos uses a release management process for platform-independent and automated distribution of software and hardware, including license controls across the service support areas. Proper software and hardware controls ensure the availability of licensed, tested, and version-certified software and hardware, which will function correctly and respectively with the available hardware. Atos uses the quality control mechanism of release management during the development and implementation of new hardware and software. This guarantees that all software can be conceptually optimized to meet the demands of the business processes. 

As part of the overall integrated release management process, Atos will plan and ensure completion of an approved integrated pre-production test across all affected Atos-supported services prior to migrating a system and/or service into the production environment. Additionally, Atos will participate in approved integrated pre-production test that may impact but are not directly related to Atos-supported services. All test failure issues will be documented and resolved, including any platform-integration-related issues. Atos will engage the MSI, VITA application owners, or other STS as appropriate to successfully resolve test failure issues.

We will work with the MSI and other STS to document and report on the test procedures, outcomes, and other relevant information. Atos will ensure that sufficient testing is performed in an environment similar to the production environment. Additionally, we will manage the software release after testing has confirmed that the system will be stable in production. Atos will take care to coordinate software releases through the MSI with potentially impacted groups within the organization so that regular business operations are not negatively impacted.
Service Asset and Configuration Management (SACM)
Atos will leverage the MSI’s configuration management database (CMDB) to ensure the configuration information is current and accurate.   Integrate the Atos Service Now to the MSI Service Now to maintain currency of the CMDB and other operational information will be included as detailed in the transition plan.  We will employ best practices and experience to assist with the documentation of the configuration management processes. The configuration management environment addresses the identification, recording, and reporting of VITA’s IT components needed for Atos service and management. This includes hardware, software, and corresponding components to provide the information needed to support day-to-day service delivery, including refresh activities, projects, systems upgrades, testing, and incident, request, and change management.

Atos configuration management planning and control begins at contract inception, continues through to the migration activities, and moves into the production environment, where detail about the environment is recorded and maintained. 

The goal of our configuration management process is to provide a logical model of the IT infrastructure accessed by all ITIL processes (including incident and change management) to establish consistency. Activities include identifying, controlling, maintaining, and verifying the CIs.
Knowledge Management
Atos will author, maintain, and update knowledge management content and work with VITA and the Service Integrator to develop, adapt, and maintain a knowledge management strategy, such as a knowledge governance model that is integrated with the standard processes. The strategy will include the following:

Identify policies, processes, and procedures needed for knowledge management

Leverage the enabling technology for knowledge management as provided by the MSI

· Provide a plan for knowledge identification, capture, approval, and maintenance

Atos will work with the MSI and VITA to identify and keep data and information requirements relevant and current. The objective of knowledge management is to safeguard, develop, and distribute as needed to the support staff, VITA-specific service support knowledge combined with Atos and other STS’ support knowledge. The key tenets of knowledge management policies followed by Atos are as follows:

Knowledge and information needed to support the services will be stored in a way that enables them to be accessed by all personnel when and where they are needed.

All policies, plans, and processes must be reviewed at least once a year.

· All knowledge and information should be created, reviewed, approved, maintained, controlled, and disposed of following the Knowledge Management Process/Procedure documented in the SMM.
Service Operation
Service Desk
Atos recognizes that the MSI has a large scope in the management and delivery of Service Desk functions, and that there are overlapping and collaborative requirements and integration points necessary to provide effective and seamless services. Our proposed service desk solution is to use the MSI as the single point of contact (SPOC) for incidents, requests for information, and requests for services. The MSI will provide all service desk and general service desk responsibilities listed in the Cross Functional Services SOW, and Atos will function as a resolver group to accomplish all in-scope service delivery requirements. 
Atos will view the MSI’s Service Desk just as we would any Service Desk. We are one team with the goal of meeting service levels, achieving high levels of customer satisfaction, and continually improving. We will focus on continually updating the Service Desk knowledgebase and work with the Service Desk to improve first call resolution.
Atos will collaborate and participate with the MSI to develop and document best practice support processes. Using standard processes defined with the MSI ensures alignment with common processes, including ticket prioritization.

Using the MSI as the SPOC results in efficiencies and cost savings due to the elimination of multiple service desks (service desk per service provider) and the duplication of functions. This approach also limits the number of integrations required for seamless service desk operations and provides a common tool set for all IT service management activities. Eliminating the additional layer of a service provider service desk minimizes the risk of service restoration delays resulting from multiple routings of a ticket between different service desks.
Major Incident Management
The goal of Major Incident Management is to effectively and efficiently manage Major Incidents ensuring appropriate communication and swift resolution. Atos will work with the MSI to document the Major Incident Management process that will describes steps to communicate, monitor, resolve and escalate Major Incidents so that impacted stakeholders are kept informed of status and progress and appropriate management level is involved for its quick resolution.

Major Incident Definition 
A Major Incident can be identified at any point in the incident lifecycle. It is normally any incident that requires Atos executive management awareness due to the likelihood of a client escalation because of the impact or risk to the client’s critical business operations and has one or more of the following attributes: 

Wide-scale and has significant impact on VITA’s business or multiple businesses (a mission critical application has been offline for more than 2 hours)
A critical VITA or Atos service or site is unavailable (cannot use one or more business critical services until service delivery is restored; there is no immediate workaround)
An issue that has minor impact at this time but it will become a significant issue if it’s not fixed now
A customer is in “War Room" or contract re-negotiation (War Room is used to give additional emphasis to customers with customer satisfaction issues) 

The reputation of Atos is, or may be, affected
· Any incident where Atos senior management decides to invoke the Major Incident Management procedure
Event Management
Atos will provide VITA with an deduplicated event details using identified tools as well as an integrated event management dashboard that will provide with a real-time view of monitoring events as they occur in the environment, as well as reporting of the utilization of the IT infrastructure by its customers.

The Atos monitoring tools deployed in the environment will inform the delivery resources when thresholds are reaching limits. If delivery sees any issues that need to be addressed, they will determine what actions should be performed and inform the SDM. The SDM will reach out to the assigned VITA resource, who will provide guidance and provide approvals to take appropriate actions. After the action plan has been determined, change records will be created and implemented. 

As part of the governance structure put into place using ITIL methodology, all incidents and trends are analyzed for root cause analysis. The quality analysis allows Atos to take proactive/preventive actions to avoid future recurring incidents. The operational monitoring will have threshold monitoring to display when an element needs addressed prior to an incident occurring. 
Problem Management
Successful problem management proactively eliminates system problems and is accomplished by determining the root cause of incidents and monitoring incident trend data. Atos uses a defined problem management process that provides pertinent information to responsible support personnel to help eliminate any programmatic or procedural root causes of problems. We will collaborate with the MSI to document and develop the problem management processes for VITA and VITA Agencies. Problems and RCAs will be managed, reported, and tracked according to the processes defined and developed in collaboration with the MSI. Atos will work in full cooperation with the MSI and other STS to address root cause issues in the environment in accordance with the Service Management Manual to ensure that problems are addressed and eliminated from the environment, especially where root cause issues may overlap with the scope of other STS.

Atos management will track problem management tickets until corrective actions are fully implemented in the environment and approved for closure. Problem management tickets and current status are routinely reviewed to ensure that progress is being made to remove problems from the environment and that action items are assigned and addressed as scheduled. Roadblocks are communicated and escalated to senior management to ensure that proper focus and resources are supplied to facilitate the best possible resolution time frames. Atos personnel use daily, weekly, and monthly reports to ensure that target completion dates are set and commitments are met. Through the governance structure, these reports will be reviewed with VITA and the MSI in accordance with the procedures and schedule defined in the Service Management Manual. As a result, all required parties are kept fully informed of the status of problems in the environment.
Atos manages service performance against defined service levels. When an issue is not resolved within service level expectations, we initiate proactive steps to achieve resolution through established processes and escalation channels. 

For clarity, Atos defines problems as incidents, known errors, or problems that require analysis, identification, and resolution.

Atos’ problem management approach will minimize the adverse effect of incidents and problems caused by IT infrastructure errors and prevent recurrence of incidents related to these errors. Through trend analysis, the problem management process identifies the root cause of faults and initiates action to improve or correct the situation. Reactive problem management resolves problems associated with one or more incidents after they occur. Proactive problem management identifies and solves problems and known errors before incidents occur. The following descriptions provide an overview of Atos’ approach to the reactive and proactive aspects of problem management:

Reactive—The reactive aspect of problem management resolves problems in response to one or more incidents. Problems will be identified though analysis of incidents reported by the incident management system. Based on the preset business rules configured in the call-incident management software, the incident will be assigned to respective support personnel. The initiation of the Atos incident-problem process will occur when the incident is dispatched to Atos and an unknown error is identified.

· Proactive—Proactive problem management identifies and resolves problems and known errors before incidents occur. Proactive problem management includes scheduled activities such as daily checks, other regularly scheduled tasks, performance reviews, and trend analysis. Through trend analysis, Atos identifies the root cause of the problem and initiates action or change requests to resolve the problem. The goal of proactive problem management is to minimize the impact of incidents on business as a result of errors and to prevent recurrence of incidents related to these errors.

Atos will meet VITA’s incident/problem management requirements by integrating our standard incident and problem management processes, as defined in the ASMM, with VITA processes. 
Request Management and Fulfillment
The MSI and Atos will work together to review VITA requirements for service request management and then select best practices for implementation of the request management process to ensure that requirements are included for the following:

Timely receipt and processing of service requests

A centralized knowledge database

Integration with other related processes such as incident, change, configuration, release, and program management

Maintain the relationship with the processes of Service Strategy and Service Design

Linkage between the Atos Service Request catalog and the MSI service catalog

· Proper data for necessary reporting and tracking of all requests

While Atos will leverage a service request management system integrated with the MSI’s, our core request management process includes the following: 

The capability to effectively communicate and coordinate across functional areas

The effective integration of our request management process with other service management processes such as incident, change, configuration, release, and program management

Integration with our supplier management process to procure equipment, software, and other infrastructure needed to fulfill a request

Assignment of a service requests to applicable staff members for completion, if non-automated

Prioritization of service requests

Expedited handling of service requests

· The ability to communicate and coordinate with both the MSI and VITA business partners on requests that may need a revised completion time

The service catalog management function will be shared between the MSI and Atos’ Service Management Center (SMC) team, which will be responsible for ensuring the catalog is correct, current, and maintained, and representative of the conformed services and products. The Service Catalog Management process will be integrated with the Service Request Management and Configuration Management processes with the appropriate documentation, and documented in the SMM.

The primary contact point for VITA to request new services or contract changes (RFS) will be your Atos Account Management Office (AMO). For standard services, Atos will provide input to the MSI’s standard services catalog with agreed-upon resource units and pricing. In the event of a request for a non-standard service or change to the VITA environment, Atos will work closely with VITA to develop an understanding of the requirements and respond back to VITA within a mutually agreed-upon time frame with a estimation of cost of the service change. All requests and changes will be centrally managed and governed following the same integrated ITIL framework as all other services and will be initiated through the Account Governance office.
Access Management
The Access Management Policy and Process as managed and monitored by the ISSO will meet VITA’s instructions and procedures regarding access control management in accordance with NIST special publication 800-53 and other applicable Security and Risk Management controls and standards as designated by VITA. The access control management policy and process will incorporate the use of personnel security, security clearance, and technical controls to maintain the Security rules and access rights according to VITA’s notifications and will be revised from time to time regarding these rights and rules. The access control policy and process will also provide for technical policy and controls that enforces a least-privilege approach to granting access. 
Supplier IT Operations
Atos will provide proper software and hardware controls to ensure the availability of licensed, tested, and version-certified software and hardware, which will function correctly and respectively with the available hardware. Atos uses this quality control mechanism of release management during the development and implementation of new hardware and software. This guarantees that all software can be conceptually optimized to meet the demands of the VITA’s business processes. 

Our solution houses infrastructure software and other commercial off-the-shelf (COTS) software (operating Systems, patches, database management software, application utility) in libraries specific to each tool. Each tool has built into it a repository that allows for storage of software and software updates without the need to store the physical media. 

Atos reviews critical software patches identified by the vendors as part of software maintenance policies. These reported problems are analyzed against the environments supporting VITA. Hardware is kept under warranty or maintenance contract following the warranty period, while software is kept under maintenance. When hardware and software products are no longer supported by the vendor, Atos will discuss options with VITA. If the parties mutually agree to retain the asset in the operating environment, Atos will continue supporting these components on a commercially reasonable basis until an appropriate replacement component is available.
Continual Service Improvement
Service Review and Reporting
We have a central team to govern quality and continuous improvement functions to leverage quality tools and methodologies such as ITIL V3, PMI, Atos Outsourcing Framework, and Quality Gates, with continuous improvement tools and methodologies such as Lean, Six Sigma, and Continuous Improvement:

Improving and reducing variability in current operations 

Identifying continuous improvement opportunities in the business 

· Driving systemic process change related to scope of services 

Atos will work with VITA to provide the following:

Develop and manage an annual Continuous Improvement Plan 

Lead and/or participate in continuous improvement projects

Perform root cause analysis and trending using service performance data

Measure baseline process performance to identify process improvement opportunities

Review VITA requirements, and ensure all requirements are met and communicated

Ensure compliance with required corporate project management processes, tools, and procedures

Track, manage, and report project non-conformance costs 

Proactively review processes to ensure they are still applicable within the current environment

Accept ownership of mutually agreed target improvement plan actions

Implement improvement actions as mutually agreed

Develop preventive actions and process improvements

Measure performance of implemented process changes that have material impact

Monitor and communicate the impact of changes

Define end-user feedback tools to be used to measure satisfaction, such as annual perception surveys and transactional surveys

Review satisfaction surveys for trends and potential improvement areas

· Work cooperatively to identify potential opportunities for service enhancement

Process Evaluation and Currency
Atos applies process evaluation and currency as an embedded element for every outsourcing contract. The process begins during the pre-contract phase, where Atos learns about the VITA environment and develops an outsourcing solution that meets your current and future needs. During the transition phase, Atos provides for current operations and sets up a process to enable the transformation process. 

Lean Six Sigma Black Belts are use when needed to drive process improvements. A Heatmap is one of the tools and techniques developed by our Black Belts and used across the operation to drive continuous improvement in incident and problem management. Our Black Belts are part of our Service Management organization within Global Service Delivery.
Service Measurement
Atos has a standardized approach to delivering services. The solution developed for VITA will unify service management, tools and technologies, and governance based on existing proven methodologies, tool sets, and strategies. The Atos Service Management Model (ASMM) is a set of service management processes implemented throughout Atos as a means to control the delivery of continuous IT support services and align these services closely to the client’s business needs. ASMM is built on the ITIL V3: 2011 framework and is underpinned by the following global standards:

ISO 9001:2008—Quality management standard

ISO/IEC 20000:2005—International IT service management standard

· ISO/IEC 27001:2005—Information security management system standards

This service will ensure a very high level of service delivery for VITA within Atos by being responsible for the following key tasks:

Monitor that all ITIL V3 services are delivered to VITA according to defined service levels

Perform escalations to agreed VITA stakeholders when defined service levels may be at risk

Perform quality checks on completed service delivery tasks

Verify that necessary audit evidence is collected as part of completed service delivery tasks for VITA (e.g., ISO20000, ISO27001)

Ensure that all delivery units involved in service delivery to VITA understand their role, the dependencies on other roles, and the necessary collaboration between the roles to have service delivery units work together as one team

Provide analysis of alternatives and recommendations 

Participate in planning sessions to establish standards, architecture, and initiatives as needed

· Ensure that all processes and supporting tooling are fully in line with ITIL V3 edition 2011 and relevant ISO standards and take appropriate actions to upgrade to the next level of ITIL and/or relevant ISO standards to ensure delivery model meets market standards

Improvement Planning
Service levels and KPIs are constantly monitored and examined for improvement opportunities. On a basis of service reports, we will hold regular performance reviews with VITA. The intervals for these reviews are incorporated into our governance approach.
Our continuous improvement program is founded on Deming’s Theory of Profound Knowledge, combined with a proven strategy deployment process (SDP)—based on hoshin kanri planning—as the governing model to align your strategic objectives with specific resources and action plans. This approach will achieve the following results: 

Establish a mutually beneficial, collaborative, and transformative partnership between VITA and Atos

Document and align VITA’s three-to-five-year business vision and strategy with your technology transformation roadmap and Atos’ service delivery

Identify and prioritize long-term and short-term goals and projects that Atos will lead to drive the strategy

Establish cascading initiative and SLA/KPI trackers that all service delivery managers will use to manage all processes and projects

Use initiative trackers to measure and maintain key strategic opportunities for continuous improvement

Use KPI trackers to identify tactical opportunities for continuous improvement

Prioritize and launch continuous improvement projects based on Six Sigma DMAIC or the Atos Global Lean end-to-end improvement methodology

· Provide insight, feedback, and an ongoing collaborative information flow between Atos’ management team and VITA via monthly reviews with VITA
Technical Innovation
Atos strongly believes it is essential to continuously innovate. While the technical solution in our proposal is built on the understanding of VITA requirements, there are several additional innovation levers that Atos has already built into the delivery design. These innovation themes are embedded into our solution are targeted to support VITA’s business goals over the service duration. 

The main focus of Atos’ Continual Service Improvement (CSI) program is to review, analyze, prioritize, and make recommendations on innovation opportunities in each lifecycle stage. CSI will ensure activities are handled in a progressively optimized manner in ALL processes (including CSI). For this purpose, a seven-step improvement review is used, based on the standard Plan-Do-Check-Act (PDCA) cycle of Deming. This leads to a policy how to handle identified improvements (e.g., service or process-improvements) and how to ensure that they are registered, executed, monitored for progress, and monitored for results. 

Technical innovation is not only for Atos processes, but also for all Providers that Atos partners with. For example, Atos will work directly with data provided by partners to identify best return of investment for automation and event elimination. This data is in turn incorporated into the overall Service Analytics and, working with VITA, determine the most beneficial automation and process investments to make. This ensures the data used to develop CSI activity is matched with the Voice of the Client to best meet tactical as well as strategic returns. Additionally, regularly CSI monitors the progress of improvements per process and takes corrective actions if progress is not satisfactory or if ownership of improvement is unclear.
Technical Currency
Atos assesses vendor roadmaps for the equipment, current equipment lease end dates, projected end of life from the vendors, and end of support. Atos will meet at least quarterly with representatives from VITA to project future requirements based on usage trends and application growth projections. Based on these projections, Atos will make hardware and software upgrade recommendations based on best practices and standards along with VITA requirements to meet technology requirements.

Atos maintains at least an N-1 currency on major hardware microcode releases. Atos will coordinate necessary hardware component upgrades with VITA through Change Control and Release Management processes. Atos will review and plan code and patch updates on all Atos-maintained hardware at least once a quarter. There will be times when Atos will be required to apply patches on equipment to proactively prevent vendor-identified issues or correct problems. Atos installs corrective and preventive patches through the Change Control process following coordination with VITA. 
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