[image: vitaLogo-Small-tag]
FOR EXECUTIVE BRANCH AGENCIES, NSU and VSU ONLY
Instructions for procuring a SaaS Solution through the 2018-15 COTS Software Statewide Contract.
1. Agency shall send a RFQ to the supplier. Ensure that the Supplier’s response contains the contact information for the requested Software’s Publisher.
2. If data is not going to be hosted on a Commonwealth server the Authorized User must:
A. Determine if an ECOS assessment is required for the requested SaaS COTS Software. Agencies can make inquiries to attain assessment information for specific solutions through the Enterprise Services mailbox at: EnterpriseServices@vita.virginia.gov 
B. If it is determined that the specific solution requires the ECOS assessment the Agency shall submit the ECOS Assessment form to the SaaS Software Publisher to complete and return. The form can be obtained here: https://vccc.vita.virginia.gov/  Search ECOS Assessment or search Service Catalog for Cloud Service Assessment, Click Show More, and scroll down to Attachment for 1-003 to access Appendix A, the Security Assessment Form. 
C. Once the Software Publisher completes and returns the ECOS Assessment* form to the Agency, the Agency shall submit a Service Request: go to  https://vccc.vita.virginia.gov/ Search ECOS Assessment or search Service Catalog for Cloud Service Assessment, Click Show More, scroll down to attach the supplier completed ECOS Assessment from the supplier’s proposal. The associated service rate is provided. Agency will receive an email from EnterpriseServices@vita.virginia.gov with the ECOS Assessment results.
D. After the ECOS Assessment has been approved by Enterprise Services, the Authorized User must submit a Service Request for Oversight. Go to:  https://vccc.vita.virginia.gov/ Search ECOS Oversight and select Cloud Sourcing Specialist for Cloud terms review or Cloud Service oversight for monthly oversight to begin after award. Associated service rates are provided. Scroll down and complete the relevant form. Hit “Order Now” on the right menu.
E. Send the Cloud Terms and Conditions to the Software Publisher for review, comment and redline. These terms can be obtained by email request to: scminfo@vita.virginia.gov , or enterpriseservices@vita.virginia.gov .  
F. Upon receiving the Software Publisher’s response, the Agency should send the redlined document to Sonja.Headley@vita.virginia.gov for ECOS/SCM approval of terms.


· [bookmark: _GoBack]PLEASE NOTE: THE ASSESSMENT FORM IS SUPPLIER CONFIDENTIAL AND SHOULD NOT BE SHARED WITH ANYONE IN YOUR AGENCY EXCEPT THE PROCUREMENT LEAD, PROJECT MANAGER AND YOUR AGENCY INFORMATION SECURITY OFFICER. SOME SUPPLIERS MAY REQUIRE YOU TO SIGN A NON-DISCLOSURE AGREEMENT.
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