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[bookmark: _Toc496723065]Introduction
[bookmark: _Hlk496722850]This Exhibit 2.1 (Description of Services – End User Devices and Hardware) sets forth the Services that Supplier will provide, as of the Commencement Date unless otherwise specified.  Further, this Exhibit 2.1 (Description of Services – End User Devices and Hardware) sets forth the processes and systems that the Supplier will provide and in conjunction with Exhibit 2.2 (Description of Services – Cross-Functional) describes the Supplier's obligations to work with other VITA suppliers in the Managed Environment to deliver integrated end-to-end Services to Customers.
The primary goals of this Contract are to:
· Assume the existing services from Incumbent to mitigate Customer impact of change
· Provide a comprehensive End User Services program to include devices, support, software imaging, and distribution
· Offer a variety of devices and capabilities (e.g., desktops, laptops, tablets)
Additionally, VITA expects the Supplier to:
a. Provide all hardware and services for End User Computing providing for service takeover, transition, and evolution
b. Assume all existing End User Computing services provided by the Commonwealth’s Incumbent Supplier, Northrop Grumman Services Corporation under the Commonwealth Infrastructure Agreement (CIA), including:
i. Assume ownership and management/maintenance/lifecycle refresh of hardware 
ii. Provide all services necessary to support end user services environment
iii. Lifecycle management
1. Develop and implement a refresh program
2. Provide IMAC service and break fix services
3. Disposal of hardware per VITA Rules 
iv. Provide all software services support 
1. Develop, deploy and manage images
2. Develop, deploy and manage software packages
v. Coordinate all activities with MSI
vi. Provide management tools and reporting through MSI
vii. Continually evolve service offerings
c. Provide and manage all field services personnel 
i. Provide “Smart Hands” services for other towers Customer sites 
d. Document the Services environment and resolve or mitigate identified issues and risks
i. Comprehensive review and detailed documentation of the End User Services at CESC and supported sites
ii. Analyze and address technologies and systems which comprise those Services to ensure that the environment complies with all VITA Rules
iii. Address identified issues and risks
e. Evolve the current environment to improve performance and efficiencies; enable and/or transition to next generations of methods for End User computing and Services; take advantage of the ever-changing technology landscape while decreasing costs to VITA and VITA Customers.
f. Provide Services that are flexible, rapidly provisioned, cost effective, transparent, and elastic to meet VITA and Customer needs while preserving enterprise requirements such as Security and compliance management.
g. Provide detailed plans, assumptions and dependencies to VITA, VITA Customers, other suppliers or Services, and any other stakeholders for any migrations, transformations, new or enhanced technology adoption.
h. Provide new End User Services to meet the future needs of VITA and VITA Customers.
[bookmark: _Hlk496727937]Supplier will integrate with the MSI Supplier during the development, implementation and execution of its own Service Management Processes to ensure consistency and integration across all Suppliers.  Supplier will work together with the MSI Supplier delivering integrated Services and will share Service Level responsibilities as defined in Exhibit 3.1 (Service Level Matrix).
The Supplier confirms that unless otherwise specifically stated, it will provide a solution that supports all of the business processes described in this Description of Services and its Exhibits, and that all Services, unless otherwise specifically stated, are included within the Base Charges described in Exhibit 4 (Pricing and Financial Provisions). Accordingly, the Supplier also confirms that Customers will not incur any other charges for the requirements described in this Description of Services.
The Supplier will provide a plan for on-boarding and transition including approach and methodology, necessary staff and skill sets, roles, governance and communication. Detailed guidance is provided in Exhibit 2.4 (Implementation Plan), Exhibit 2.4.1 (Implementation Milestones), and Exhibit 5 (Personnel and Human Resource Provisions).
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	Requirement
	Comply (Y/N)
	Supplier Response
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	R2. 
	Common Services are meant to apply to all sections of this document.

Supplier’s responsibilities include:
	Y
	

	R3. 
	Adhere to and perform the Cross Functional requirements contained in Exhibit 2.2 (Description of Services - Cross Functional)
	Y
	

	R4. 
	Supplier will provide VITA and Customers a multi-tier Support Level environment (e.g., variety of standard offerings in “tiers” or “bundles”, optional enhancements, etc.).
	Y
	

	R5. 
	Provide End User Services onsite support during Business Hours or 24x7x365 on Site or Customer-basis.
	Y
	

	R6. 
	Provide VIP User support on a 24x7x365 basis.
	Y
	

	R7. 
	Provide ability to reduce or enhance support on a temporary basis, up to and including 24x7x365, as an optional service (which may be a short-term or long-term basis to support cyclical business needs, emergencies, etc.) by Site or Customer.
	Y
	

	R8. 
	Implement services to ensure confidentiality, integrity, privacy, and authenticity of the information stored in and/or transmitted to/from the Managed Environment, in accordance with the VITA Rules.
	Y
	

	R9. 
	Drive continual service improvement of provisioning processes to ensure processes are up to date; do not conflict with any new or upcoming changes that may impact the enterprise; and comply with VITA Rules.
	Y
	

	R10. 
	[bookmark: _Toc474245431][bookmark: _Toc496723067]General
	
	

	R11. 
	Supplier’s responsibilities include:
	
	

	R12. 
	1. Provide effective end-to-end management, monitoring, and reporting in accordance with the SMM and VITA Rules
	Y
	

	R13. 
	Provide, maintain, and support procedures for Users that are not connected to the production network every day to ensure patching levels are current and accounts do not expire in accordance with SMM and VITA Rules.
	Y
	

	R14. 
	Support the MSI and respond as required to deprovisioning requests (including handling investigations and terminations on an emergency basis) in accordance with the SMM and VITA Rules.
	Y
	

	R15. 
	Communicate to Users in English, using terms that are clearly understood by the Users and consistent with those used by Customers.
	Y
	

	R16. 
	Identify, build, and conduct User training in accordance with VITA Rules and the SMM.
	Y
	

	R17. 
	Provide recommendations on Knowledge Base entries in accordance with the SMM and VITA Rules.
	Y
	

	R18. 
	Perform and document systems tests and implementation plans on all hardware/software created, owned, deployed, or managed by the Supplier.
	Y
	

	R19. 
	Provide the ability to send targeted communications directly (i.e., non-e-mail) to individual workstations, Users, Customers, or Sites, issuing instructions or specific requirements (e.g., during a Security or disaster event, to provide instructions on patches or inventory, etc.) in accordance with the SMM and VITA Rules.
	Y
	

	R20. 
	Maintain ongoing institutional knowledge of VITA and Customer environment via knowledge capture processes and personnel retention policies. 
	Y
	

	R21. 
	Evaluate and test all applicable patches, releases, service packs, upgrades, and configuration changes in a test environment, to include regression testing in accordance with the SMM and VITA Rules.
	Y
	

	R22. 
	Make all documentation pertaining to tested changes available to VITA authorized or designated personnel (which may include Customer representatives or other suppliers) in accordance with the SMM.
	Y
	

	R23. 
	Provide the ability to deliver all the security and audit logs to VITA authorized or designated personnel (which may include Customer representatives or other suppliers) in accordance with the SMM.
	Y
	

	R24. 
	Maintain spare supported End User Devices to enable Incident Resolution and device repair, including support of remote sites, within specified SLAs.
	Y
	

	R25. 
	Act as SMEs on all standard software and hardware that comprise the User’s client.
	Y
	

	R26. 
	Provide additional temporary resources as needed or at VITA’s or the MSI’s direction in the event of a Major Incident, Problem, or Event to restore Services to the normal state.
	Y
	

	R27. 
	Provide, install, implement, and configure any tools necessary for the execution of the Services in accordance with the SMM and VITA Rules.
	Y
	

	R28. 
	Provide end-to-end support for all End User Services on VITA-approved End User Devices.
	Y
	

	R29. 
	Support variety of platforms such as Apple, Microsoft, and other Operating Systems.
	Y
	

	R30. 
	Perform requirements gathering for all activities as defined in the SMM.
	Y
	

	R31. [bookmark: General]
	Support piloting of new End User Devices, software, and other related services.
	Y
	

	R32. 
	Support testing of Services over VITA-approved network connectivity (e.g., wired, wireless, and remote).
	Y
	

	R33. 
	[bookmark: _Toc496723068]Installations, Moves, Adds and Changes (IMACs)
	
	

	R34. 
	Supplier’s responsibilities include:
	
	

	R35. 
	1. Provide IMAC services at designated VITA Sites.
	Y
	

	R36. 
	Provide all installations, de-installations, system access, cascades, moves, adds, upgrades, configuration changes and changes for Hardware and software in accordance with the SMM and VITA Rules.
	Y
	

	R37. 
	Coordinate, plan, and schedule all IMACs in accordance with the SMM and VITA Rules.
	Y
	

	R38. 
	Test the Equipment, software, and related Services after the implementation of the IMAC to ensure proper function and connectivity (e.g., network access, file open and print capabilities, remote connectivity, Internet/intranet access), in coordination with the MSI.
	Y
	

	R39. 
	Provide desk-side orientation relevant to the Users receiving the IMAC.
	Y
	

	R40. 
	Establish and support process to expedite IMAC requests in coordination with the MSI.
	Y
	

	R41. 
	[bookmark: _Toc496723069]Supplier Personnel
	
	

	R42. 
	Supplier’s responsibilities include:
	
	

	R43. 
	1. Provide personnel that are adequately trained and have appropriate technical skills and competencies to provide for support for the Services in accordance with the SMM and VITA Rules. 
	Y
	

	R44. 
	1. Provide personnel that meet Customer-specific background requirements and have completed Customer-specific training.
	Y
	

	R45. 
	Where reasonably practical or as directed by VITA, provide personnel that are dedicated to VITA and are not supplying services to multiple clients of the Supplier.
	Y
	

	R46. 
	Perform appropriate knowledge transfer to ensure knowledge continuity from existing environment, including transitioning existing personnel where feasible.
	Y
	

	R47. 
	Keep Supplier personnel training up to date, in accordance with the SMM and VITA Rules
	Y
	

	R48. 
	Provide documentation and proof of training and certification to VITA or VITA designees upon request.
	Y
	

	R49. 
	Provide service Personnel who are fully trained and certified by the OEM in direct Support of their product(s) and device(s).
	Y
	

	R50. 
	[bookmark: _Toc496723070]Field Services and Technical Support Services
	
	

	R51. 
	Supplier’s responsibilities include:
	
	

	R52. 
	1. Provide field services support for End User Devices at VITA Sites
	Y
	

	R53. 
	Provide break/fix software and Hardware support (including OEM-certified warranty repairs) in accordance with the SMM and VITA Rules.
	Y
	

	R54. 
	Perform asset disposal in accordance with the SMM and VITA Rules.
	Y
	

	R55. 
	Provide field services support training on new products and services as they become part of the Supplier’s responsibilities; provide proof of training as requested
	Y
	

	R56. 
	Provide support for Users who are traveling or remotely accessing VITA services (e.g., from home offices), including shipping replacement devices or leveraging Third Party hardware repair (or other form of onsite support).
	Y
	

	R57. 
	Assist in troubleshooting issues involving business applications on and off premise (e.g. cloud), including evidence that performance problems are not caused by Supplier Services.
	Y
	

	R58. 
	Provide dedicated onsite personnel (i.e., stationed at or near Customer Sites) where requested.
	Y
	

	R59. 
	Work with Customer personnel or other supplier staff as may be required to effect resolution, asset management updates, etc.
	Y
	

	R60. 
	[bookmark: _Toc493779285][bookmark: _Toc496723071]Deskside Support Operations
	
	

	R61. 
	Supplier’s responsibilities include:
	
	

	R62. 
	1. Perform End User Device configuration, imaging (including advisory and technical Support for image engineering and Image distribution), and Application installation, as well as ongoing Patch and driver update testing and distribution.
	Y
	

	R63. 
		Perform End User Device, Operating System, software, and Application troubleshooting, repairs and, as necessary, restorations.
	Y
	

	R64. 
	Provide the necessary tools to ensure the integrity of the VITA End User Device environment, efficiently conduct required administrative and operational activities, 
	Y
	

	R65. 
	Resolve issues remotely where possible, including via remote administration tools (e.g., desktop takeover), in accordance with the SMM and VITA Rules.
	Y
	

	R66. 
	Provide onsite Support for Incidents, Service Requests, and Changes that cannot be conducted remotely (e.g., IMAC, break/fix).  
	Y
	

	R67. 
	Maintain Support relationships with Software and End User Device OEMs (e.g., Apple, Dell) to ensure timely access to OEM support teams and engineering functions.
	Y
	

	R68. 
	Provide and utilize tools to assist in the diagnosis and Resolution of assigned tickets (e.g., external backup drives, hand and small power tools and diagnostic software).
	Y
	

	R69. 
	Provide tools and capabilities to permit Users to perform limited self-support.  
	Y
	

	R70. 
	[bookmark: _Toc496723072]End User Device Recovery
	
	

	R71. 
	Supplier’s responsibilities include:
	
	

	R72. 
	1. Perform restoration and data recovery in accordance with SMM and VITA Rules.
	Y
	

	R73. 
	Reinstall the latest approved and eligible image in accordance with SMM and VITA Rules.
	Y
	

	R74. 
	Configure the repaired or replacement asset to the configuration of the original (e.g., install software, drivers, printers, network connectivity, peripherals, locally stored data, etc.) in accordance with the SMM and VITA Rules.
	Y
	

	R75. 
	Recover data from failed Devices where technically possible, unless directed otherwise by VITA.
	Y
	

	R76. 
	[bookmark: _Toc496723073]Cross-STS (“Smart Hands”) Support
	
	

	R77. 
	Supplier’s responsibilities include:
	
	

	R78. 
	1. Where Supplier has onsite or local staff, support the MSI, Service Tower Suppliers, and Customers in resolving non-EUS Incidents and issues.
	Y
	

	R79. 
	1. Coordinate with and support MSI and STS as directed by VITA, the Customer or the MSI, and in accordance with the SMM and VITA Rules.
	Y
	

	R80. 
		Accept, manage, address, resolve issues affecting the local devices in the distributed environment (e.g., printers, network, voice, servers), including IMACs, in accordance with the SMM and VITA Rules.
	Y
	

	R81. 
	[bookmark: _Toc496723074]VIP Support
	
	

	R82. 
	Supplier’s responsibilities include:
	
	

	R83. 
	1. Provide support for VITA-identified VIP Users in accordance with the SMM and VITA Rules.
	Y
	

	R84. 
	Provide expedited onsite IMAC and break/fix support for VIP Users.
	Y
	

	R85. 
	Upon VITA request, travel with VIP User to provide support.
	Y
	

	R86. 
	Provide VIP User home support, which may require travel to personal residences, in accordance with the SMM and in accordance with VITA Rules.
	Y
	

	R87. 
	Configure and test computing devices to ensure access to the VITA network through the VIP User’s own network.
	Y
	

	R88. 
	Support, install, and configure non-standard environments and technology in accordance with the SMM and VITA Rules.
	Y
	

	R89. 
	[bookmark: _Toc496723075]Software Services
	
	

	R90. 
	Supplier’s responsibilities include:
	
	

	R91. 
	1. [bookmark: SWimg]Provide a distribution service and system (the “Software Distribution System”) for software, including Operating System updates, patches, new standard enterprise applications, Customer applications, etc.
	Y
	

	R92. 
	Provide imaging, reimaging, software packaging and deployment services (incl. patching and software updates) in accordance with the SMM and VITA Rules.
	Y
	

	R93. 
	Provide configuration and deployment services for VITA, VITA Customer specific, and COTS Software in accordance with the SMM and VITA Rules. 
	Y
	

	R94. 
	Ensure the distribution/support process complies with VITA Rules and industry best practices (e.g., Microsoft CBB for Windows 10).
	Y
	

	R95. 
	Provide other VITA approved distribution/support mechanisms that may be unique to Customer, group, or individual (e.g., Microsoft LTSB for Windows 10).
	Y
	

	R96. 
	Provide an online application store for VITA and Customer approved software in coordination with the MSI Portal.
	Y
	

	R97. 
	Provide VITA or Customer approved unique User or group configurations (e.g., web favorites, application features, desktop icons, etc.).
	Y
	

	R98. 
	Provide method(s) for End Users to use applications or devices that require elevated privileges (e.g., power user, local administrator account) in accordance with the SMM and VITA Rules.
	Y
	

	R99. 
	Integrate software distribution with MSI Service Request process to support self-provisioning.
	Y
	

	R100. 
	Perform user acceptance testing of all software packages and images in accordance with the SMM and VITA Rules.
	Y
	

	R101. 
	Provide appropriate End User Devices to support Software testing.
	Y
	

	R102. 
	Produce and regularly update detailed build documentation for software packages and images in accordance with SMM and VITA Rules.
	Y
	

	R103. 
	[bookmark: _Toc496723076]Software Distribution
	
	

	R104. 
	Supplier’s responsibilities include:
	
	

	R105. 
	1. Package, distribute, deploy and update software through the Software Distribution System in accordance with the SMM and VITA Rules.
	Y
	

	R106. 
	Provide method (e.g., software installation portal) by which End Users may self-install approved applications without requiring elevated privileges. Method must allow approved self-install applications to be provided at multiple levels (e.g., for any COV device, for specific Customers, for specific groups).
	Y
	

	R107. 
	Support all VITA-approved platforms.
	Y
	

	R108. 
	Provide all VITA-approved software packages to Customers upon request (whether standard for the enterprise or unique to specific Customers, groups, or Users).
	Y
	

	R109. 
	Provide capability to distribute software (e.g., applications, drivers) to subsets of devices (e.g., by Customer, groups, geographic locations).
	Y
	

	R110. 
	Support the installation of multiple approved concurrent versions of the Operating System or other software on a single End User Device.
	Y
	

	R111. 
	Distribute software to all End User Devices, whether on or off the VITA network (including via Internet).
	Y
	

	R112. 
	Implement an efficient methodology in which End User Devices are remotely inspected based on specific criteria to guarantee that a patch, software, or configuration update is applied.
	Y
	

	R113. 
	Initiate timely distribution to End User Devices that were not accessible during initial distribution.
	Y
	

	R114. 
	Schedule software distributions to minimize User disruption, and without (or minimizing) User assistance and interaction.
	Y
	

	R115. 
	Offer choices, where approved by VITA and in accordance with the SMM, for Customers or Users to select specific distribution time windows or to pull approved updates directly.
	Y
	

	R116. 
	Link software distributions and End User Device inventories to verify the success of deployments and to provide the ability to track configurations and validate inventory.
	Y
	

	R117. 
	Provide automatic detection and remediation to bring End User Devices into compliance if any tracked security patches are missing.
	Y
	

	R118. 
	Provide to MSI the software distribution data and statistics (including target counts and success results).
	Y
	

	R119. 
	Resolve all instances where the software distribution failed in accordance with the SMM.
	Y
	

	R120. 
	Continually review and improve the percentage of End User Devices that can be reached and updated with the electronic Software Distribution System.
	Y
	

	R121. 
	Provide alternative software distribution processes to support different User environments (e.g., VITA LAN and WAN, home offices, Users working remotely), which may include via USB or CD.
	Y
	

	R122. 
	Provide automated distributions so that the Software deployment at low-bandwidth end points does not require User input.
	Y
	

	R123. 
	Throttle distribution based on bandwidth limitations and/or quotas to minimize impact to Users.
	Y
	

	R124. 
	Ensure that no changes (e.g., software patches, driver installs) are applied to the Managed Environment without following  the change management process in accordance with the SMM.
	Y
	

	R125. 
	Provide an option for visual status dialog to the User, conveying customized deployment action or information.
	Y
	

	R126. 
	Provide an option to restart or shutdown a system after a software deployment has successfully completed, after providing a visual status dialog.
	Y
	

	R127. 
	Provide a method that allows users to delay deployments within a defined deployment timeframe.
	Y
	

	R128. 
	Document each deployment in accordance with the SMM and VITA Rules.
	Y
	

	R129. 
	For each software package, gather or develop appropriate documentation.  This will include at a minimum:
	Y
	

	R130. 
	11.1. Document how to install, configure, and execute the application prior to packaging.
	Y
	

	R131. 
	11.2. Document what updates or patches of a Software application to installation are needed for installs.
	Y
	

	R132. 
	11.3. Document how to do basic testing of the application to determine if the package works.
	Y
	

	R133. 
	11.4. Identify VITA, Customer, or Third Party subject matter expert for additional configuration and troubleshooting.
	Y
	

	R134. 
	11.5. Document and communicate what End User will need to know or do before, during, and after package installation (e.g., do not use computer during install, reboot after).
	Y
	

	R135. 
	[bookmark: _Toc496723077]Client Image Engineering 
	
	

	R136. 
	Supplier’s responsibilities include:
	
	

	R137. 
	1. Develop, test, and update a set of standard VITA-approved images for use on End User Devices in accordance with the SMM and VITA Rules.
	Y
	

	R138. 
	Ensure that all End User Devices are imaged via a VITA-approved imaging process prior to being connected to VITA’s network environment in accordance with the SMM and VITA Rules.
	Y
	

	R139. 
	Gather imaging, packaging and testing requirements from VITA, the MSI, other Tower Suppliers, Third Party Vendors, and Customers as applicable.
	Y
	

	R140. 
	Engineer, package, test, and house images and image profiles in accordance with the SMM and VITA Rules
	Y
	

	R141. 
	Provide method(s) for deploying images to devices that are online or offline.
	Y
	

	R142. 
	Provide the ability to customize the Image process to meet the requirements of VITA or Customers.
	Y
	

	R143. 
	Provide the ability to name End User Devices in accordance with the SMM and VITA Rules.
	Y
	

	R144. 
	Allow for multiple re-imaging per year as directed by VITA or Customer in accordance with the SMM and VITA Rules.
	Y
	

	R145. 
	[bookmark: _Toc496723078]Patching and Updating
	
	

	R146. 
	Supplier’s responsibilities include:
	
	

	R147. 
	1. Patch and upgrade End User Devices to required levels in accordance with the SMM.
	Y
	

	R148. 
	1. Provide capability to distribute patches and updates to subsets of devices (e.g., by Customer, groups, geographic locations) in accordance with the SMM.
	Y
	

	R149. 
	1. Provide ability to exclude specific devices, or subsets of devices (e.g., by Customer, groups, geographic location), from specific patches and updates.
	Y
	

	R150. 
	1. Monitor software providers and inform the MSI or VITA as defined in the SMM of the available driver upgrades or patches suitable/required for End User Devices.  
	Y
	

	R151. 
	1. Maintain and update the list of software and their patching categorization in accordance with the SMM and VITA Rules.
	Y
	

	R152. 
	1. Evaluate each released driver upgrade or patch for its applicability and criticality and present a recommendation as to when each patch should be installed on End User Devices.
	Y
	

	R153. 
	1. Perform regression / interoperability testing in a lab environment that reasonably reflects the target environment to validate that the driver upgrades or patches will operate as expected and not adversely affect End User Devices following installation.
	Y
	

	R154. 
	1. Perform additional regression and interoperability testing that may be required for existing End User Device images and software.
	Y
	

	R155. 
	1. Deploy patches in accordance with the Change Management process defined in the SMM.
	Y
	

	R156. 
	1. Deploy software, driver, and patch updates as needed on an emergency basis, to include remote and mobile users, in accordance with the SMM and VITA Rules. 
	Y
	

	R157. 
	1. Automatically execute software distribution activities to bring devices into compliance if any or all tracked compliance components are missing in accordance with the SMM and VITA Rules.
	Y
	

	R158. 
	1. Report on systems remediated in coordination with MSI.
	Y
	

	R159. 
	[bookmark: _Toc496723079]Software Evaluation
	
	

	R160. 
	Supplier’s responsibilities include:
	
	

	R161. 
	1. Provide software consultation services, to include:
	Y
	

	R162. 
	25.1. Assess and advise whether a product can be packaged.
	Y
	

	R163. 
	25.2. Assess and advise whether the product can be installed on VITA standard operating systems.
	Y
	

	R164. 
	25.3. Assess and advise whether the product can be installed on VITA standard Hardware.
	Y
	

	R165. 
	25.4. Assess and advise whether the product can coexist with all core software that will be installed on the End User Devices to which this product will be installed.
	Y
	

	R166. 
	[bookmark: _Ref493836975][bookmark: _Ref493836980][bookmark: _Toc496723080]Hardware Services
	
	

	R167. 
	Supplier’s responsibilities include:
	
	

	R168. 
	1. Provide hardware that underpins EUS solutions, including: laptops, desktops, tablets, monitors, docking stations, and associated peripherals and cables.
	Y
	

	R169. 
	Provide hardware from a variety of manufacturers for all classes of End User Devices (e.g., HP, Dell, Lenovo, Apple, Microsoft, etc.).
	Y
	

	R170. 
	Provide capability to source and provision all VITA approved Devices in all VITA locations.
	Y
	

	R171. 
	Test all new End User Device models and provide a “certified” status to the VITA upon completion.
	Y
	

	R172. 
	[bookmark: _Toc496723081]Product Selection
	
	

	R173. 
	Supplier’s responsibilities include:
	
	

	R174. 
	1. Work with MSI to populate the Service Catalog which provides a level of choice to satisfy Customer business needs. At a minimum, this should include:
	Y
	

	R175. 
	27.1. A variety of types of End User Devices, with a range of capabilities: laptops, desktops, tablets.
	Y
	

	R176. 
	27.2. A variety of operating systems, including: Windows, OSX, Linux, iOS, Android, Linux, ChromeOS.
	Y
	

	R177. 
	27.3. Features that such as touch screen capability, cameras, mobile (cellular) connectivity, etc.
	Y
	

	R178. 
	27.4. A variety of peripherals, including: cables, monitors of varying sizes, docking stations, mice, keyboards, extended batteries.
	Y
	

	R179. 
	27.5. A range of form factors: from lightweight to durable/rugged-use.
	Y
	

	R180. 
	27.6. Peripherals as may be required to support accessibility features.
	Y
	

	R181. 
	27.7. A variety of performance options (e.g., CPU, RAM, storage size, etc.).
	Y
	

	R182. 
	Work with VITA and other VITA designees to evaluate price, Hardware components, warranty, service history, and availability as part of End User Device selection determination.
	Y
	

	R183. 
	Ensure End User Device Hardware properly supports appropriate VITA-approved Operating Systems and software in accordance with the SMM and VITA Rules.
	Y
	

	R184. 
	Provide proof of concept or test devices on a non-chargeable basis, including to Customers or other suppliers as required.
	Y
	

	R185. 
	Ensure Hardware offerings comply with VITA Rules, architecture standards, and hardware manufacture recommendations.
	Y
	

	R186. 
	Continually evolve Hardware offerings with current standards in the marketplace.
	Y
	

	R187. 
	Ensure products and drivers support minimum of 64-bit architecture operating systems.  
	Y
	

	R188. 
	Provide hardware-based flexible multifactor authentication (e.g., Intel Authenticate).
	Y
	

	R189. 
	[bookmark: _Toc496723082]Refresh and Replacement
	
	

	R190. 
	Supplier’s responsibilities include:
	
	

	R191. 
	1. Provide multiple service Refresh options (e.g., Two-year, Three-year, Four-Year), which may vary by device.
	Y
	

	R192. 
	1. As a component of the Currency Plan, develop a Refresh plan for all End User Devices.
	Y
	

	R193. 
	1. Perform on-demand out of cycle End User Device Refreshes.
	Y
	

	R194. 
	1. When performing End User Device refreshes, migrate all data, configurations, and software, with the goal of leaving the new End User Device in an equal or better state than the old device.
	Y
	

	R195. 
	1. Ensure that no End User Devices are outside of OEM support, except as approved by VITA.
	Y
	

	R196. 
	1. Supplier will Refresh Devices which will maximize the benefit for VITA and Customers (the oldest Devices and those with the highest business impact shall have Refresh priority) while minimizing the business disruption caused by the Refresh.
	Y
	

	R197. 
	1. Within the term of the refresh cycle, repair or replace failed, damaged, or failing components, including:
	Y
	

	R198. 
	34. Peripherals (e.g., mice, keyboards, monitors, etc.)
	Y
	

	R199. 
	34. Batteries
	Y
	

	R200. 
	34. Power cords / AC adapters
	Y
	

	R201. 
	34. Cables (e.g., network patch Cables, video cables, USB)
	Y
	

	R202. 
	[bookmark: _Ref493836945][bookmark: _Ref493836951][bookmark: _Ref493836966][bookmark: _Toc496723083]Security
	
	

	R203. 
	Supplier’s responsibilities include:
	
	

	R204. 
	1. Ensure devices are encrypted and functioning for use by Customers in accordance with the SMM and VITA Rules.
	Y
	

	R205. 
	1. Ensure that End User Devices are properly configured and functioning with all required security software and device configurations, per VITA Rules and in accordance with the SMM, prior to releasing to Customers.
	Y
	

	R206. 
	1. Ensure correct rights and permissions to End User Devices and related tools are assigned in accordance with the SMM and VITA Rules.
	Y
	

	R207. 
	1. Identify Users who are no longer with the Supplier and ensure that access privileges are removed in accordance with the SMM and VITA Rules.
	Y
	

	R208. 
	1. Ensure personnel are trained in Security requirements within the Managed Environment (e.g. VITA Rules, Agency-specific policies, applicable Federal regulations).
	Y
	

	R209. 
	1. Maintain administrative and System accounts in accordance with the SMM and VITA Rules.
	Y
	

	R210. 
	1. Ensure that all Software and Hardware comply with authentication and security requirements in accordance with the SMM and VITA Rules.
	Y
	

	R211. 
	1. Ensure environmental logs from all devices are transmitted to the SIEM system in accordance with the SMM.
	Y
	

	R212. 
	1. Coordinate efforts to ensure Security Management activities are kept up to date, managed effectively, have the appropriate tools and access, and are reported in accordance with the SMM and VITA Rules.
	Y
	

	R213. 
	1. Identify Security improvement opportunities and provide recommendations to MSI, MSS, and VITA in accordance with the SMM.
	Y
	

	R214. 
	1. Establish and maintain mechanisms to safeguard against the unauthorized access, destruction, loss, or alteration of Customer data.
	Y
	

	R215. 
	Provide, deploy, and maintain a solution to protect devices that are directly connected to the Internet in accordance with the SMM and VITA Rules.
	Y
	

	R216. 
	1. Perform and support security audits to check the effectiveness of the security procedures and controls in accordance with the SMM and VITA Rules. 
	Y
	

	R217. 
	1. Initiate corrective actions in respect of any potential or actual security issues, risks, or noncompliance in accordance with the SMM and VITA Rules, and as directed by VITA or the MSI. 
	Y
	

	R218. 
	1. Provide an audit status report detailing ongoing work and actions identified and completed in accordance with the SMM and VITA Rules.
	Y
	

	R219. 
	1. Implement, operate, and maintain the approved cross-Service Tower solutions that meet all VITA’s virus protection requirements in accordance with the SMM and VITA Rules.
	Y
	

	R220. 
	1. Upon notification alert or acknowledgement of a malicious event, take immediate steps to asses and remediate in accordance with the SMM and VITA Rules.
	Y
	

	R221. 
	1. Recommend new Supplier Security Tools included as part of the Services (including any Equipment and Software products) that would reduce malware infection on Workstations or improve the cleanup of infections on Workstations and decrease the need for reimaging Workstations.
	Y
	

	R222. 
	1. In coordination with the MSI, leveraging new Supplier Security Tools that would improve VITA’s business processes and performance.
	Y
	

	R223. 
	1. Maintain the technical and functional specifications and requirements for the Supplier Security Tools and any interfaces in accordance with the SMM and VITA Rules.
	Y
	

	R224. 
	1. Educate and train Supplier Personnel and support professionals in the use of Supplier Security Tools in accordance with the SMM and VITA Rules. 
	Y
	

	R225. 
	1. Provide role-based access to monitoring and reporting interfaces for the VITA Security Tools.
	Y
	

	R226. 
	1. Provide access to a raw feed as well as to monitoring and reporting interfaces for the Supplier Security Tools dedicated to VITA in accordance with the SMM and VITA Rules.
	Y
	

	R227. 
	1. Use VITA and MSS provided or approved tools to diagnose and resolve Security/Malware/Spyware/Virus incidents.
	Y
	

	R228. 
	1. Provide Support for all Incidents related to virus, malware or spyware and work with VITA, MSI, and MSS in the event of a potential security risk or breach, virus, malware or spyware outbreak to collect, disseminate, and report data from potentially compromised systems in accordance with the SMM and VITA Rules.
	Y
	

	R229. 
	1. Partner with VITA, MSS, and MSI to test new security tools and updated versions and report and provide feedback on the effectiveness of each new security tool in accordance with the SMM and VITA Rules.
	Y
	

	R230. 
	1. Notify VITA, the MSI, Customers, or other suppliers of any health check, internal assessment, or internal security audit violations in accordance with the SMM.
	Y
	

	R231. 
	1. Identify internal security violations, including Enterprise Security policies, and remediate risks that are identified in accordance with the SMM and VITA Rules.
	Y
	

	R232. 
	1. Develop and implement remediation plans for security audit and assessment findings in accordance with the SMM and VITA Rules. Remediation of Supplier non-compliance and deficiencies will be completed at Supplier’s expense.
	Y
	

	R233. 
	1. Coordinate audit related activities for in-scope functions in accordance with the SMM and VITA Rules.
	Y
	

	R234. 
	1. Make reports available to VITA for evaluation of remediation plans and results in accordance with the SMM and VITA Rules.
	Y
	

	R235. 
	1. Maintain all security documentation related to VITA’s enterprise security architecture for Equipment, Software, and Networks in accordance with the SMM and VITA Rules.
	Y
	

	R236. 
	1. Monitor and manage activities to ensure Security Software is installed on devices connected to the VITA network. 
	Y
	

	R237. 
	1. Provide ongoing feedback to improve various security Software and monitoring tools, ensuring products are running efficiently.
	Y
	

	R238. 
	1. Install, update and maintain Malware Protection Software and systems in accordance with the VITA security requirements for all Software and Equipment in the VITA Environment.
	Y
	

	R239. 
	1. Respond to Malware infections in accordance with the SMM and VITA Rules.
	Y
	

	R240. 
	[bookmark: _Toc496723084]Security Incident Response, Planning and Investigation
	
	

	R241. 
	Supplier’s responsibilities include:
	
	

	R242. 
	1. Respond to Security Incidents in accordance with the SMM and VITA Rules.
	Y
	

	R243. 
	1. Provide, as requested by VITA, the MSI, Customers, or other suppliers, any logs or alert/events information to assist in responding to Security Incidents in accordance with the SMM and VITA Rules. 
	Y
	

	R244. 
	1. Provide immediate on-demand automated electronic Software deployment solution for Security Incidents detection, remediation, and prevention efforts in accordance with the SMM and VITA Rules.
	Y
	

	R245. 
	1. Monitor for and resolve suspicious activity or patterns that may be indicative of an End User Device issue requiring Resolution (e.g., virus, rogue application).
	Y
	

	R246. 
	1. Provide support to security team to identify and collect Hardware affected by any security event.
	Y
	

	R247. 
	1. Make Supplier Personnel available for interviews by VITA incident response teams.
	Y
	

	R248. 
	[bookmark: _Toc496723085]Security Configuration Compliance
	
	

	R249. 
	Supplier’s responsibilities include:
	
	

	R250. 
	1. Comply, implement, document, and enforce device configurations in accordance with the SMM and VITA Rules.
	Y
	

	R251. 
	1. Provide automated detection and enforcement of VITA critical security components, configuration settings, and patch policies in accordance with the SMM and VITA Rules.
	Y
	

	R252. 
	1. Detect, in accordance with the SMM and VITA Rules, when previously applied policies are no longer in effect and reapply those policies.
	Y
	

	R253. 
	[bookmark: _Toc496723086]End User Services
	
	

	R254. 
	[bookmark: _Toc496723087]Initial Operating Capability
	
	

	R255. 
	“Initial Operating Capability” includes the set of activities associated with the analysis, planning, and execution of the transfer of all current End User Computing services from Incumbent to Supplier.  These requirements are intended to ensure a seamless transfer on the Commencement Date that is not disruptive to Customers.

Supplier’s responsibilities include:
	
	

	R256. 
	1. 	Assume the ownership, operation, management, and maintenance of all Incumbent Supplier-provided End User Computing services.
	Y
	

	R257. 
	1. Assume responsibility for completing all existing IMACs, projects, and work orders open as of, or scheduled beyond, the Commencement Date in accordance with the committed schedule.
	Y
	

	R258. 
	1. Refresh existing End User Devices per their currently scheduled refresh date (e.g., do not pause refreshes for 30 days, or re-baseline refresh windows based on the Commencement Date).
	Y
	

	R259. 
	1. Support all existing End User Devices, software, and service configurations currently performed by or contracted with Incumbent.
	Y
	

	R260. 
	1. Support all VITA and Customer Sites and hours of operation currently supported by Incumbent.
	Y
	

	R261. 
	1. Develop and publish FAQs, wikis, and other self-help documentation to guide Users on the installation of clients in coordination with MSI.

	Y
	

	R262. 
	[bookmark: _Toc496723088]Additional Required Services
	
	

	R263. 
	“Additional Required Services” includes services that do not exist today but that the Commonwealth plans to acquire in the scope of this Contract.  Commonwealth expects that these services would be priced separately from the standard offerings.
	
	

	R264. 
	[bookmark: _Toc496723089]Device Backup
	
	

	R265. 
	Supplier’s responsibilities include:
	
	

	R266. 
	1. Provide End User Device-level and Mobile Device-level backup/recovery solution, to include
	Y
	

	a. 
	85. Cover devices outside as well as inside the VITA firewall.
	Y
	

	b. 
	85. Offer appropriate level of encryption (both in-transit and at-rest) and sufficient data security features to ensure compliance with the SMM and VITA Rules.
	Y
	

	c. 
	85. Cover accidental or malicious overwrites with incorrect data, data corruption, or other problems caused by data migration and third-party errors.
	Y
	

	d. 
	85. Offer selectable controls for configuration of end user back/recovery settings, (e.g., schedule backups, backup types (incremental, monthly, or daily)), and retention rates according to the SMM.
	Y
	

	e. 
	85. Offer the ability for Users to select either single or multiple files for restoration.
	Y
	

	R267. 
	Assist Users with software, configuration, and data restoration as requested.
	Y
	

	R268. 
	[bookmark: _Toc496723090]Enterprise Mobility Management
	
	

	R269. 
	Supplier’s responsibilities include:
	
	

	R270. 
	1. Configure mobile devices (e.g., iOS or Android) to include installing VPN application, Mobile Device Management (MDM) client, specific applications, and provide access to Commonwealth services (e.g., messaging).
	Y
	

	R271. 
	Provide assistance with Mobile Device Management (MDM) application installation, configuration, updating, and incident resolution.
	Y
	

	R272. 
	Support mobile devices that are Commonwealth-owned or User-owned (i.e., BYOD).
	Y
	

	R273. 
	Support VITA-approved mobile device operating systems including iOS and Android.
	Y
	

	R274. 
	Support all standard software, in accordance with the SMM, in a mobile environment.
	Y
	

	R275. 
	Provide end-to-end diagnostic of mobile device, software, and connectivity faults.
	Y
	

	R276. 
	Manage mobile device compliance in accordance with the SMM and VITA Rules. 
	Y
	

	R277. 
	Manage the Mobile Device Management (MDM) Tool in accordance with the SMM and VITA Rules.
	Y
	

	R278. 
	Develop and publish FAQs, wikis, and other self-help documentation to guide Users on the installation of clients in coordination with MSI.
	Y
	

	R279. 
	Ensure that mobile devices are patched and upgraded in accordance with the SMM and VITA Rules.
	Y
	

	R280. 
	Provide end-to-end support for mobile devices for Users, including: 
	Y
	

	R281. 
	86.1. Mobile device setup / configuration.
	Y
	

	R282. 
	86.2. Install mobile device support software.
	Y
	

	R283. 
	86.3. Provide brief orientation to Users regarding their new device and support options.
	Y
	

	R284. 
	[bookmark: _Toc496723091]Enhanced Services
	
	

	R285. 
	The Commonwealth is interested in any other services that would provide additional value to the overall offering. A list of potential services we are interested in are below:

	
	

	R286. 
	[bookmark: _Toc496723092]Application Virtualization
	
	

	R287. 
	Supplier’s responsibilities include: 
	
	

	R288. 
	1. Produce application virtualization packages of many different configurations.
	Y
	

	R289. 
	Ensure packages containing one or more applications to be virtualized operate properly inside the virtualized environment.
	Y
	

	R290. 
	Include registry virtualization that allows for isolation that is configurable down to individual registry values.
	Y
	

	R291. 
	Produce a package that will run without any administrative privileges.
	Y
	

	R292. 
	Produce a package that does not require a formal installation to successfully run on the host server.
	Y
	

	R293. 
	When required, produce a package that can successfully run on non-VITA devices.
	Y
	

	R294. 
	Produce a virtualized application that, when executed, is isolated by default from all other applications executing on the same computer.
	Y
	

	R295. 
	When required, virtualized applications can be selectively exposed to the underlying operating system to allow for interaction between the virtualized application and non-virtualized applications.
	Y
	

	R296. 
	[bookmark: _Toc496723093]Virtual Desktops Operations
	
	

	R297. 
	Suppliers responsibilities include:
	
	

	R298. 
	1. Provide Virtual Desktop Infrastructure services (VDI).
	Y
	

	R299. 
	1. Perform the Configuration of settings within the VDI platform.  
	Y
	

	R300. 
	Configure and support VDI services on End User Devices.
	Y
	

	R301. 
	Define, in collaboration with VITA, the Operating Systems, software, and encryption / security functionality, etc. that will be incorporated into the core images, and update the image definitions as directed.
	Y
	

	R302. 
	Create a set of core images or core image profiles based on VITA-defined requirements for use on virtual desktops. 
	Y
	

	R303. 
	Update and retest each core image as new versions of software are made available. 
	Y
	

	R304. 
	Collaborate with the MSI to develop the self-service instructions for the deployment of client tools to End User Devices.
	Y
	

	R305. 
	Review and as appropriate recommend the application(s) to be deployed for the virtual desktop platform.
	Y
	

	R306. 
	[bookmark: _Toc496723094]Operating System Virtualization
	
	

	R307. 
	Supplier’s responsibilities include:
	
	

	R308. 
	1. Provide a virtualized desktop-based Operating System environment for designated users in which to run legacy applications.
	Y
	

	R309. 
	Provide a solution that does not require any servers, databases or other infrastructure (i.e., runs entirely on the End User Device).
	Y
	

	R310. 
	Provide capability to allow users to access hardware ports (e.g., USB) attached to the physical host directly from the virtual desktop Operating System.
	Y
	

	R311. 
	Deploy a virtual desktop Operating System image built from the standard End User Device imaging process which includes all minimum software applications, clients and settings.
	Y
	

	R312. 
	[bookmark: _Toc494288106][bookmark: _Toc496723095]Value Added Services
	
	

	R313. 
	VITA recognizes that Supplier may have additional and related services to offer in support of modern End User Computing Services.  Supplier may use this section to describe such additional services.

Supplier’s responsibilities include:
	
	

	R314. 
	1. Provide additional services and offerings that may enhance the Commonwealth’s End-User Services.
	Y
	



 	Page 1 of 27
image1.png




