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1.0 [bookmark: _Toc160194946]  Introduction
This Description of Services sets forth the Services that Supplier will provide, as of the Commencement Date unless otherwise specified.  Further, this Description of Services sets forth the processes and systems that Supplier will provide and describes Supplier’s obligations to work with the other Suppliers to deliver integrated end-to-end Services to Customers.
Supplier confirms that unless otherwise specifically stated, it will provide a solution that supports all of the business processes described in this Description of Services and its Exhibits, and that all Services, unless otherwise specifically stated, are included within the Base Charges described in Exhibit 4 (Pricing and Financial Provisions).  Accordingly, Supplier also confirms that Customers will not incur any other Charges in relation to the Services described in this Description of Services.
The primary goals of this RFP are to: 
· Assume the Commonwealth’s existing Enterprise Messaging Services from current Messaging Services supplier. ‘Messaging Services’ include but not limited to:
· Core services to include email, calendar, archiving, mobile device management, security components and contacts.
· Online storage
· Productivity Suites
· Collaboration services
· Transform the Commonwealth’s Messaging Services from a single platform option to a multi-platform feature rich environment.
· The Messaging platforms that need to be supported are: 
· Google – the Commonwealth’s existing GSuite tenant
· Microsoft  365 - To be established 
· Provide and manage Messaging Services on both the Google and Microsoft platforms
· Ensure interoperability by making day-to-day user activities seamless between messaging platforms. Interoperability is real-time data exchange between users on different platforms allowing each user to share, view and interact with another user’s data.   
· Produce migration plans and platform transition plans and any associated dependencies to support the migration of executive branch agencies from:
· Google to Microsoft
· Microsoft to Google
· Integrate into VITA’s Integrated Services Platform and function as a Service Tower Supplier in the Managed Environment to deliver uninterrupted, high quality services to VITA and our Customers. A more detailed description of the Integrated Services Platform is available in the Exhibit titled VITA-RFP 2021-01 - 01 Exh (Integrated Services Platform)
· Other services to be supported under this contract include:
· Fax to email(SUSPEND)
· Voicemail to email(SUSPEND)
· End to end Encryption services
· Mobile device management and Mobile application management through smart devices
· Evolve the current environment to improve performance and efficiencies; enable and/or transition to next generations of methods for Messaging services
· Provide Services that are flexible, rapidly provisioned, cost effective, transparent, and elastic to meet VITA and Customer needs while preserving enterprise requirements such as Security and Compliance management.  
· VITA is also open to any value-added services related to Messaging Services

Supplier will integrate with the MSI during the Development, implementation, and execution of its own Service Management Processes to ensure consistency and integration across all Suppliers.  Supplier will work together with the MSI delivering integrated Services and will share Service Level responsibilities as defined in Exhibit 3.1 (Service Level Matrix).
[bookmark: _heading=h.1fob9te]

	Ref#
	Requirement
	Comply (Y/N)
	Supplier Response

	R1. 
	2.0 [bookmark: _Toc160194947] Common Services
	
	

	R2. 
	Common Services are meant to apply to all sections of this document.
The Supplier’s responsibilities common to all platforms are described in this Exhibit, which include:
	
	

	R3. 
	1. Adhere to and perform the Cross Functional requirements contained in Exhibit 2.2 (Description of Services - Cross Functional).
	Y
	

	R4. 
	2. Supplier will provide VITA and its Customers Services in a multi-tier Support Level environment with escalating levels of performance.
	Y
	

	R5. 
	3. Provide 24x7x365 operations, including staffing Supplier Personnel to provide 24x7x365 monitoring 
	Y
	

	R6. 
	4. Supplier will operate Business Hours between 7am and 7pm Eastern Standard/Daylight Time on Business Days
	Y
	

	R7. 
	5. Supplier will respond to and participate in VITA Joint Operations Center activities 24x7x365
	Y
	

	R8. 
	6. Supplier will respond to Urgent end User issues before and after Business Hours
	Y
	

	R9. 
	2.1 [bookmark: _Toc160194948]General
	
	

	R10. 
	Supplier’s responsibilities include:
	
	

	R11. 
	1. Provide feedback regarding the Impact of potential Architecture and design changes in accordance with the procedures and processes defined in the Service Management Manual (SMM).
	Y
	

	R12. 
	2. Perform Project Management as directed by the MSI of technology Refresh activities, including planning, coordination with stakeholders, managing execution and conducting communications to stakeholders.
	Y
	

	R13. 
	3. Analyze performance metrics and respond proactively to potential issues.
	Y
	

	R14. 
	4. Provide and describe the capability for disentanglement and retention of any Intellectual Property owned by the Commonwealth (i.e., any Cloud capability established on behalf of the Commonwealth becomes property of the Commonwealth at the end of the contract).
	Y
	

	R15. 
	5. Ensure that the environment is secure and in compliance with VITA Rules:  https://www.vita.virginia.gov/about/vita-rules/
	Y
	

	R16. 
	6. Work with the MSI to schedule maintenance windows.
	Y
	

	R17. 
	7. Maintain Security practices to secure data and Applications from threats outside the service center.  Supplier to provide for their personnel and Services delivered: 
	Y
	

	R18. 
	7.1. Provide multifactor authentication.
	Y
	

	R19. 
	7.2. Log all Customer changes and provisioning actions.
	Y
	

	R20. 
	7.3. Log all administrative access and integrate to SIEM as required by VITA.
	Y
	VITA Directed SIEM

	R21. 
	7.4. Retain and integrate and provide logs for VITA and VITA Customer specified retention periods.
	Y
	

	R22. 
	7.5. Issue administrative credentials only in a secure fashion.
	Y
	

	R23. 
	7.6. Encryption at rest will Support the forensic acquisition processes and Software utilized by the Managed Security Services Supplier. 
	Y
	

	R24. 
	7.7. Support and perform for both encryption in transit and encryption at rest.
	Y
	

	R25. 
	8. Ensure data confidentiality standards and practices are in place to prevent the exposure of data to unauthorized personnel, as well as to manage and review access that administrators and Users have to stored data. Such standards and practices will be documented in the SMM as approved by VITA.
	Y
	

	R26. 
	9. Document in the SMM and provide when requested, logging processes that include the types of Services and Devices logged, the Event types logged, and the information fields.
	Y
	

	R27. 
	10. Deploy standard encryption technologies and options to protect Sensitive Data (while in transit and at rest), appropriate to the service models provided.
	Y
	

	R28. 
	11. Apply legal retention periods and disposition as directed by VITA or VITA Customers
	Y
	

	R29. 
	12. Provide billing transparency, flexibility, and accuracy at the VITA and VITA Customers level for Services consumed.
	Y
	

	R30. 
	13. Cooperate with the MSI in the Development of SMM sections related to Supplier and Supplier’s Services.
	Y
	

	R31. 
	14. Maintain technical currency for all Services while providing new features as approved by VITA and in accordance with the SMM. 
	Y
	

	R32. 
	15. Ensure that all Hardware and Software is properly maintained and under manufacturer or similar Support. 
	Y
	

	R33. 
	16. Maintain operations regardless of weather or holiday.
	Y
	

	R34. 
	17. Perform Systems administration activities including:
	Y
	

	R35. 
	17.1. Analyzing System logs and identifying potential issues with computer Systems.
	Y
	

	R36. 
	17.2. Introducing and integrating new technologies into existing Data Center environments or Cloud environments.
	Y
	

	R37. 
	17.3. Performing routine audit of Systems and Software.
	Y
	

	R38. 
	17.4. Installing and Configuring new Hardware and Software.
	Y
	

	R39. 
	17.5. Adding, removing, or Updating User account information, resetting passwords, etc.
	Y
	

	R40. 
	17.6. Answering technical queries and assisting Users.
	Y
	

	R41. 
	17.7. Responsibility for Security.
	Y
	

	R42. 
	17.8. Responsibility for documenting the Configuration of the System.
	Y
	

	R43. 
	17.9. Troubleshooting any reported Problems.
	Y
	

	R44. 
	17.10. System performance tuning.
	Y
	

	R45. 
	17.11. Configuring, adding, and deleting file systems.
	Y
	

	R46. 
	Manage Supplier relationships and provide a technical interface to MSI, VITA, VITA Customers, other Service Tower Suppliers (STS) and Third Party Vendors. 
	Y
	

	R47. 
	2.2 [bookmark: _Toc160194949]Engineering and Architecture
	
	

	R48. 
	Supplier’s responsibilities include:
	
	

	R49. 
	1. Provide hybrid Architecture that enables all Services to interact regardless of where and how they are hosted.
	Y
	

	R50. 
	2. Provide the Architecture, design, strategies, and planning processes for the Development and Installation of Services that satisfies VITA and VITA Customer requirements. 
	Y
	

	R51. 
	3. Implement performance and Configuration tuning of Infrastructure and Systems in conjunction with Capacity Management and Change Management processes as defined in the SMM.
	Y
	

	R52. 
	4. Establish System tuning and performance processes where necessary and Upgrade and tune Services Infrastructure to meet capacity changes in accordance with the SMM.
	Y
	

	R53. 
	5. Provide Equipment and Systems of the quality and revision levels required by VITA Rules or VITA Customers. 
	Y
	

	R54. 
	6. Supplier shall maintain dedicated resources for the purpose of research and development, utilization, and innovation.
	Y
	

	R55. 
	7. Supplier shall meet/survey each agency quarterly to discuss emerging technologies
	Y
	

	R56. 
	8. Supplier’s research and development resources shall provide VITA and VITA Customers methodologies for development, utilization, and innovation quarterly
	Y
	

	R57. 
	9. Supplier shall prepare testing and implementation schedules for new technologies based on specific quarterly customer surveys.
	Y
	

	R58. 
	2.3 [bookmark: _Toc160194950]Operations, Maintenance, and Monitoring
	
	

	R59. 
	Supplier’s responsibilities include:
	
	

	R60. 
	1. Control all In-Scope computer platforms and associated Infrastructure throughout the organization.
	Y
	

	R61. 
	2. Assume the responsibility for and perform all operations Functions:
	Y
	

	R62. 
	2.1. Monitor all processing.
	Y
	

	R63. 
	2.2. Monitor the environment, alarm systems and environmental controls, and the transmission and reception of polling information from outside organizations. 
	Y
	

	R64. 
	3. Provide performance and Availability monitoring, tuning, and reporting, including: 
	Y
	

	R65. 
	3.1. Monitor all phases of Systems performance using appropriate real-time and historical data performance. 
	Y
	

	R66. 
	3.2. Provide performance monitoring and tuning of Supported Equipment and Systems.
	Y
	

	R67. 
	4. Monitor the performance of online interactive traffic and take appropriate action to Resolve online-system-related Incidents, including escalating (as appropriate) the Incident in accordance with the SMM.
	Y
	

	R68. 
	5. Support, monitor, and log the transmission of files within internal COV Sites and between internal COV Sites and any external Sites including Cloud as designated by VITA Customers consistent with commercial or VITA Rules.
	Y
	

	R69. 
	6. Provide end-to-end visibility to MSI and VITA-approved Users or VITA Customers to view performance statistics (real-time and historical) on all Infrastructure Devices. 
	Y
	

	R70. 
	7. On an ongoing basis, enhance processing capabilities and efficiencies through System tuning and other run-time improvements.
	Y
	

	R71. 
	8. Perform and Resolve predictive failure trend analysis and report to MSI in accordance with the SMM.
	Y
	

	R72. 
	9. Produce trend Reports to highlight production issues and establish predetermined action and escalation procedures.
	Y
	

	R73. 
	10. Monitor, verify, and make appropriate adjustments to Support proper Applications executions.
	Y
	

	R74. 
	11. Notify the appropriate stakeholders in accordance with the SMM in the event that Applications do not execute properly.
	Y
	

	R75. 
	12. Perform periodic and emergency Systems maintenance in accordance with SMM to minimize the Impact to VITA and VITA Customers.
	Y
	

	R76. 
	13. Perform computer shutdowns and restarts, as required, and execute customary utility Functions.
	Y
	

	R77. 
	14. Cycle power (i.e., switching Equipment off and on) when requested by VITA or authorized designee for Supplier managed Equipment.
	Y
	

	R78. 
	15. Maintain, administer, and provide necessary automated tools and processes for Systems management to the extent available in the tool suite jointly agreed by the Supplier and VITA.
	Y
	

	R79. 
	16. Provide monitoring and management of Servers, Storage Equipment, Infrastructure and associated Devices not located at the Data Centers as indicated in Exhibit 4.6 (Equipment Assets). 
	Y
	

	R80. 
	17. Run or terminate utilities and processes depending upon the Impact to Users/Systems and only with the appropriate VITA or Customer Approvals.
	Y
	

	R81. 
	18. Proactively monitor and report to MSI on resource shortages, and report utilization statistics and trends in accordance with the SMM.
	Y
	

	R82. 
	19. Collect knowledge of processing requirements, remote operational Support, and any other Support for transitional Services in Support of Data Center migrations and business acquisitions and divestitures.
	Y
	

	R83. 
	19.1. Perform preventive maintenance, including: 
	Y
	

	R84. 
	19.2. Perform all maintenance according to the manufacturer’s Specifications. 
	Y
	

	R85. 
	19.3. Provide documentation to the MSI to verify that preventive maintenance has been completed. 
	Y
	

	R86. 
	19.4. Perform all activities in compliance with Change Management in the SMM.
	Y
	

	R87. 
	20. Perform and Support Security audits and Configuration parameters reviews, and make password changes on all Systems as directed by the MSI in coordination with the MSS. 
	Y
	

	R88. 
	21. Assist MSI, VITA and VITA Customers, other VITA Suppliers, or Third Party Vendors in resolving End-User Problems and ongoing Application Support. 
	Y
	

	R89. 
	22. Report any potential System Problems in accordance with the SMM. 
	Y
	

	R90. 
	23. Perform daily backups of Configurations in order to recover/restore Services.
	Y
	

	R91. 
	24. Perform Configuration restores as directed by the MSI.
	Y
	

	R92. 
	25. Design Services to allow for the monitoring and measurement of Service Levels and other metrics and the addition/modification of objects being measured and monitored.
	Y
	

	R93. 
	2.4 [bookmark: _Toc160194951]Patch Management
	
	

	R94. 
	Supplier’s responsibilities include:
	
	

	R95. 
	1. Patch Systems in accordance with the SMM and VITA Rules.
	Y
	

	R96. 
	2. Ensure that all Devices and Enterprise Supported Software in the environment (Physical and Virtual) are Patched and maintained (e.g., Operating System Security Patches, performance Patches, firmware, service packs, Versions) in accordance with VITA Rules and the SMM. 
	Y
	

	R97. 
	3. Supplier shall provide Reports on the status of Patching every 30 days and upon request in accordance with the SMM.
	Y
	

	R98. 
	4. Supplier shall Patch enterprise Equipment, Systems, Software, and other Devices that are part of Infrastructure Services.  Use the approved central Software deployment tool and deploy Patches to Servers and clients per Customer’s policies as defined in the SMM. 
	Y
	

	R99. 
	5. Supplier shall include the results of Patch management piloting process to the MSI, Impacted Customers and VITA within 24 hours of Patching activities.
	Y
	

	R100. 
	6. In the event that the Patch process disrupts Customer operations the Supplier shall roll back the changes made in accordance with the SMM.
	Y
	

	R101. 
	7. Apply Patches to Devices & Applications within the timeframe guidelines in accordance with Customer’s Security policies and the SMM.
	Y
	

	R102. 
	8. Communicate with and/or alert the Customer IT Security team when Patches are not Installed within the designated timeframe.
	Y
	

	R103. 
	9. Integrate and have the ability to export Patch data associated will all Customer Devices.
	Y
	

	R104. 
	2.5 [bookmark: _Toc160194952]Technical Support
	
	

	R105. 
	Supplier’s responsibilities include:
	
	

	R106. 
	1. Provide all technical Support in accordance with SMM as it relates to Supplier provided services for operations  including: 
	Y
	

	R107. 
	1.1. Server administration
	Y
	

	R108. 
	1.2. Storage management 
	Y
	

	R109. 
	1.3. System administration 
	Y
	

	R110. 
	1.4. Physical and Virtual Server Support
	Y
	

	R111. 
	1.5. Install/Move/Add/Change (IMAC)
	Y
	

	R112. 
	1.6. Capacity planning
	Y
	

	R113. 
	1.7. Performance tuning
	Y
	

	R114. 
	1.8. Problem Resolution and Root Cause Analysis
	Y
	

	R115. 
	1.9. Configuration Management
	Y
	

	R116. 
	2. Install and maintain all System Software products in accordance with the SMM.
	Y
	

	R117. 
	3. Provide technical advice and Support to the MSI, VITA, VITA Customer and other Supplier Application Development and Maintenance staffs as required. 
	Y
	

	R118. 
	4. Provide appropriate response to Incidents and continued troubleshooting Support through Resolution, as required, to meet the Service Levels in accordance with the SMM.
	Y
	

	R119. 
	5. Participate in Change Management process and groups implementing Changes in accordance with the SMM.
	Y
	

	R120. 
	6. Monitor Customers’ data Storage media and processor utilization and requirements.
	Y
	

	R121. 
	7. Adhere to Documentation standards in accordance with the SMM and VITA Rules.
	Y
	

	R122. 
	8. Develop, where appropriate, and Install Productivity Suites, as well as performing all required operational modifications for the efficient and proper delivery of the Services.
	Y
	

	R123. 
	9. Develop and maintain technical and functional Specifications and requirements for all environments and related interfaces.
	Y
	

	R124. 
	10. Provide product research, Project Support, and advice on Equipment and Application tuning and efficiency improvements.
	Y
	

	R125. 
	11. Install, tailor, maintain and provide ongoing Support for System Software products in accordance with the SMM
	Y
	

	R126. 
	12. Install Software according to the Applications’ Specifications, the SMM and VITA Rules.
	Y
	

	R127. 
	13. Coordinate Software Upgrades and Updates with MSI, VITA and VITA Customers. 
	Y
	

	R128. 
	14. Report generally available performance data and resource utilization statistics related to System Software release-level Upgrades.
	Y
	

	R129. 
	15. Provide Support regarding VITA and/or VITA Customer Requests (e.g., product research, Project Support, and advice on Equipment tuning and efficiency improvements, as well as on Applications tuning and efficiency improvements.)
	Y
	

	R130. 
	16. Troubleshoot and perform Equipment Repairs and manage spare parts where applicable.
	Y
	

	R131. 
	2.6 [bookmark: _Toc160194953]Capacity Management
	
	

	R132. 
	Supplier’s responsibilities include:
	
	

	R133. 
	1. Perform activities required for monitoring and optimizing performance in order to reduce costs or improve Service Levels.
	Y
	

	R134. 
	2. Provide Systems performance reviews and advice per SMM.
	Y
	

	R135. 
	3. Conduct System performance testing when required.
	Y
	

	R136. 
	4. Perform Infrastructure Upgrades as required to provide effective capacity and to meet VITA, VITA Customer, and Software architectural requirements.
	Y
	

	R137. 
	5. Coordinate with business partners, Third Party Vendors, other vendors as appropriate, and VITA and VITA Customers on Projects to Install and Upgrade Infrastructure Devices.
	Y
	

	R138. 
	2.7 [bookmark: _Toc160194954]User Support
	
	

	R139. 
	Supplier’s responsibilities include:
	
	

	R140. 
	1. Provide Support, advice, and assistance to VITA Users in accordance with SMM.
	Y
	

	R141. 
	2. Perform analysis to provide optimal use of production resources. 
	Y
	

	R142. 
	3. Perform changes for programmers and Users as requested by an authorized VITA or VITA Customer representative in accordance with the SMM.
	Y
	

	R143. 
	4. Provide technical Support and administration for various products and Application rollouts to VITA and VITA Customers in accordance with the SMM.
	Y
	

	R144. 
	2.8 [bookmark: _Toc160194955]Personnel/Clearance Management
	
	

	R145. 
	Supplier’s responsibilities include: 
	
	

	R146. 
	1. Grant VITA approval rights for key personnel interfacing with VITA and VITA Customers and the right to review qualifications for any-and-all staff servicing VITA and- VITA Customers.
	Y
	

	R147. 
	2. Grant VITA Customers rights to review qualifications for any-and-all staff servicing that Customer.
	Y
	

	R148. 
	3. Provide controls and ensure that advanced Security operations Functions and escalation roles are performed by senior staff cleared to conduct those Functions and roles.
	Y
	

	R149. 
	4. Provide controls and ensure that personnel complete all mandatory training in accordance with the SMM.
	Y
	

	R150. 
	5. Personnel shall disclose any changes that may Impact their background check results in accordance with VITA Rules.
	Y
	

	R151. 
	3.0 [bookmark: _Toc160194956] Enterprise Architecture
	
	

	R152. 
	3.1 [bookmark: _Toc160194957]General Architecture Requirements
	
	

	R153. 
	1. Per applicable SMMs, the Supplier shall track the lifecycle of all Software and Hardware used to deliver Services in the Service Management System (SMS) provided by the MSI.
	Y
	

	R154. 
	2. Per applicable SMMs, the Supplier shall generate technology roadmaps to include Refresh schedule, Software Upgrades, and new technology to ensure Supplier service offerings stay current. 
	Y
	

	R155. 
	3. Per applicable SMMs, the Supplier shall maintain technology roadmaps to include Refresh schedule, Software Upgrades, and new technology to ensure Supplier service offerings stay current. 
	Y
	

	R156. 
	4. Perform Equipment Refreshes, Installations and Retirement in accordance with the Refresh and Currency Plans and schedules established by MSI, VITA and ITISP Governance.
	Y
	

	a. 
	3.1.1 [bookmark: _Toc160194958]Design / Architecture Requirements
	
	

	R157. 
	1. The Supplier shall coordinate all Architecture, design, strategy, and planning activities with MSI, VITA, and VITA Customers (including business units and Project managers). 
	Y
	

	R158. 
	2. The Supplier shall have all new IT solutions go through a formal architecture review process (VITA Architecture Review) coordinated by the MSI. More information on the VITA Architecture Review (VAR) is available in the following Environment overview documents: 
· EO Appendix Ia (Architecture Review Charter)
· EO Appendix Ib (Enterprise Services Architecture Overview Template)
· EO Appendix Ic (New Architecture Review Process)
· EO Appendix Id (Service Management Manual (VAR))
	Y
	

	R159. 
	3. The Supplier shall have all changes to IT solutions go through the VITA Architecture Review process coordinated by the MSI. 
	Y
	

	R160. 
	4. The Supplier's solution shall be documented using a VITA approved template provided by the MSI.     
Besides the template information to be completed, the Documentation shall ensure Documentation is provided for:
     • Traceability of all Resource Units (RU) to the VARs
     • A requirements Traceability Matrix of Supplier contract Exhibit 2.1 Service Requirements
	Y
	

	R161. 
	5. The Supplier's solution shall provide Architecture that is fault tolerant. 
	Y
	

	R162. 
	6. The Supplier's solution shall provide Architecture that is redundant. 
	Y
	

	R163. 
	7. The Supplier's solution shall provide an Architecture that complies with VITA Rules and Security requirements.
	Y
	

	R164. 
	8. The Supplier's solution shall provide Architecture that is durable. 
	Y
	

	R165. 
	9. The Supplier's solution shall provide Architecture that is highly scalable. 
	Y
	

	R166. 
	10. The Supplier's solution shall provide Architecture that Supports service continuity where required. 
	Y
	

	R167. 
	11. The Supplier shall provide an engineered solution to allow for choices in hosted geographic data locations to optimize throughput and remove risk of latency due to Network constraints.
	Y
	

	R168. 
	12. The Supplier shall isolate VITA environments as required to meet VITA Rules.
	Y
	

	R169. 
	13. The Supplier shall isolate VITA Customer environments as required to meet VITA Rules.
	Y
	

	R170. 
	14. The Supplier's solution shall provide a robust Infrastructure. 
	Y
	

	R171. 
	15. The Supplier's solution shall provide a highly available Infrastructure. 
	Y
	

	R172. 
	16. The Supplier shall Update the Infrastructure to leverage new tools and technologies to improve VITA and VITA Customer business processes and performance in accordance with ITISP Governance processes and procedures as defined in the SMM ywith prior approval obtained by VITA. 
	Y
	

	R173. 
	3.1.2 [bookmark: _Toc160194959]Availability / Performance Requirements
	
	

	R174. 
	1. For all proposed Supplier IT solutions that can Impact the Wide Area Network (WAN), Supplier shall ensure Network Performance Simulation Modeling and Application Emulation (NPMAE) requirements are included in the Supplier’s proposal.
	Y
	

	R175. 
	2. For all proposed Supplier IT solutions that can Impact the Local Area Network (LAN), Supplier shall ensure Network Performance Simulation Modeling and Application Emulation (NPMAE) requirements are included in the Supplier’s proposal
	Y
	

	R176. 
	3. For all proposed Supplier IT solutions that can Impact the Municipal Area Network (MAN), Supplier shall ensure Network Performance Simulation Modeling and Application Emulation (NPMAE) requirements are included in the Supplier’s proposal
	Y
	

	R177. 
	4. All IT solution providers shall perform simulation modeling to determine Impact on the WAN's / MAN's / LAN's ability to Support any additional bandwidth requirements for any new IT solutions that will utilize a WAN / MAN / LAN.
	Y
	

	R178. 
	5. All IT solution providers shall perform emulation to assess their IT solution’s Impact on the current WAN / MAN / LAN network baseline, including simulation model assumptions before implementation of the solution application(s).
	Y
	

	R179. 
	6. The Solution's IT Components Supporting COV IT services shall have better Availability than the SLAs for the services that consume those 
Components.
	Y
	

	R180. 
	7. Provide monitoring consistent with Service Level requirements and reporting of System performance, utilization, and efficiency in accordance with the SMM.
	Y
	

	R181. 
	8. The Supplier shall provide performance and Availability tuning consistent with Service Level requirements.
	Y
	

	R182. 
	9. The Supplier shall establish and maintain alerting mechanisms which apply to platforms and solutions for the services. 
	Y
	

	R183. 
	10. The Supplier shall establish and maintain monitoring Systems for their solutions, which apply to platforms and services. 
	Y
	

	R184. 
	11. The Supplier shall monitor all phases of their solution's Systems performance.
	Y
	

	R185. 
	12. For all COV IT services, the Supplier shall have SLA's or key measures for Availability and performance.
	Y
	

	R186. 
	13. The Supplier shall provide appropriate real-time and analysis of historical performance data obtained through monitoring of all phases of their solution's Systems performance.
	Y
	

	R187. 
	14. The Supplier shall conduct System performance testing of their entire solution to include in reporting.
	Y
	

	R188. 
	15. The Supplier shall provide Systems performance review report(s), including recommendations and advice, after conducting required System performance testing of their solutions.
	Y
	

	R189. 
	3.1.3 [bookmark: _Toc160194960]Capacity Requirements
	
	

	R190. 
	1. The Supplier shall coordinate their Projects with VITA, VITA business partners, VITA Customers, Third Party vendors, and other vendors as appropriate to install Infrastructure Devices.
	Y
	

	R191. 
	2. The Supplier shall coordinate their Projects with VITA, VITA business partners, VITA Customers, Third Party vendors, and other vendors as appropriate to Upgrade Infrastructure Devices.
	Y
	

	R192. 
	3. The Supplier shall perform Infrastructure Upgrades of their solutions to provide effective capacity to meet VITA and VITA customer needs.
	Y
	

	R193. 
	4. The Supplier shall perform activities required for monitoring capacity of their solutions to reduce costs.
	Y
	

	R194. 
	5. The Supplier shall perform activities required for monitoring capacity of their solutions to improve Service Levels.
	Y
	

	R195. 
	6. The Supplier shall perform activities required for optimizing performance of their solutions to reduce costs.
	Y
	

	R196. 
	7. The Supplier shall perform activities required for optimizing performance of their solutions to improve Service Levels.
	Y
	

	R197. 
	8. The Supplier shall identify estimated bandwidth usage per Application.  In addition to requirements stipulated in SMM's, the following shall be maintained in the Archer/CETR application for each Solution Application:
     •       Number of average concurrent Users on the Application (concurrent is defined as Users transmitting or receiving application data at the same time)
     •       Amount of bandwidth required for each concurrent User
     •       Amount of total Users for each Application
     •       Number of concurrent Users during highest Application usage (i.e. visitors during tax season, hurricanes, document submissions, etc.)
     •       The Application throughput estimate (how much network traffic can be processed at once)
	Y
	

	R198. 
	9. The Supplier shall provide instant messaging (IM) services to all COV Users (106,000 in 2019) at any given time.
	Y
	

	R199. 
	3.1.4 [bookmark: _Toc160194961]Continuity Requirements
	
	

	R200. 
	1. The Solution shall support service continuity in accordance with all applicable SMMs. 
	Y
	

	R201. 
	2. The Solution shall meet defined service Recovery Point Objectives (RPO) as stipulated by agencies and/or Customers.
	Y
	

	R202. 
	3. The Solution shall meet defined service Recovery Time Objectives (RTO) as stipulated by agencies and/or Customers.
	Y
	

	R203. 
	4. The Supplier shall test and determine that all their Equipment is free of defects and compliant with VITA Rules.
	Y
	

	R204. 
	5. The Supplier shall perform or coordinate all warranty work on all Equipment with appropriate parties as defined in the SMM.
	Y
	

	R205. 
	6. The Supplier shall ensure that any vendors and VITA Customer approved maintenance providers used by the supplier, properly maintain all Hardware and Software.
	Y
	

	R206. 
	7. The Solution shall have its Application Components and Configurations fully documented.
	Y
	

	R207. 
	8. The Solution shall have a Technical Recovery Guide for all of its Application Components and Configurations.
	Y
	

	R208. 
	9. The Solution shall comply with the Virginia Public Records Act, Code of Virginia 42.1-76-42.1-91, which requires uniform management and preservation of public records in Commonwealth government agencies.
	Y
	

	R209. 
	10. The Solution shall consider and address the Impact on Commonwealth Data of both System outages and data corruption in meeting established RPOs.
	Y
	

	R210. 
	11. The Solution shall comply with the COV Backup IT System Data Backup and Restoration for all data stored on-premise
	Y
	

	R211. 
	12. The Solution shall utilize data replication for on-premise data Storage whenever the RPO is less than 24 hours
	Y
	

	R212. 
	13. Suppliers of COV IT services shall ensure that the additional sites used for data replication and backup provide geo-diversity, including:
· Data locations should be at least 105 miles away from each other 
· Data locations should be where the risk of natural disasters are acceptable to the COV. Natural disasters include but are not limited to forest fires, lightning storms, tornadoes, hurricanes, earthquakes and floods. Additionally, the Site needs to be located within the continental United States.  
· Data locations should in an area where the possibility of man-made disaster is low. Man-made disasters include but are not limited to plane crashes, riots, explosions, and fires. The Site should not be adjacent to airports, prisons, freeways, stadiums, refineries, pipelines, tank farms. 
	Y
	

	R213. 
	14. The Solution shall not rely solely on replication as a technique to address data corruption. 
	Y
	

	R214. 
	15. The Solution shall provide Customers the ability to perform backups and restores of their Commonwealth Data.  
	Y
	

	R215. 
	16. The Solution shall test for data corruption and notify the Customer when corruption occurs.
	Y
	

	R216. 
	3.1.5 [bookmark: _Toc160194962]Technology Requirements
	
	

	R217. 
	1. The Supplier's Solution tool suite shall use Versions of Software technologies that are “N-1” or "N".
     “N” is the most recent Version of a technology.      “N-1” is the previous Version. 
	Y
	

	R218. 
	2. The Supplier's Solution shall use IT Hardware whose firmware has Update support.
	Y
	

	R219. 
	3. The Supplier's Solution shall use Versions or models that have vendor or equivalent support.
     Support is defined as a minimum of having available and deployable Security  Patching for IT Software. 
	Y
	

	R220. 
	4. The Supplier shall provide Support for heterogeneous platforms in various geographic locations within the continental Unites States. 
	Y
	

	R221. 
	5. The Supplier shall provide Support for heterogeneous platforms that interface with Cloud or premise-based Systems. 
	Y
	

	R222. 
	6. The Supplier of COV IT services shall only use approved Versions of technologies covered within COV technology roadmaps.
	Y
	

	R223. 
	3.1.6 [bookmark: _Toc160194963]Integration / Interoperability Requirements
	
	

	R224. 
	1. The Solution shall integrate all System logging with MSI. 
	Y
	

	R225. 
	2. The Solution shall integrate all application logging with MSI. 
	Y
	

	R226. 
	3. The Solution shall integrate monitoring consoles with MSI to allow MSI, VITA and Customers the ability to establish notifications. 
	Y
	

	R227. 
	4. The Solution shall integrate monitoring consoles with MSI to allow MSI and VITA Customers the ability to set notification thresholds. 
	Y
	

	R228. 
	5. The Solution shall be thoroughly tested for integration to ensure it meets VITA requirements. 
	Y
	

	R229. 
	6. The Solution shall be thoroughly tested for interoperability to ensure it meets VITA requirements. 
	Y
	

	R230. 
	7. The Solution shall enable all Services to interact regardless of where and how they are hosted.
	Y
	

	R231. 
	8. The Solution Components shall integrate across all supported form factors, such that they seamlessly interact with each other while leveraging their native capabilities in a way where they do not require additional Configuration or administration.
     Examples
     •      Virtual drives can create and open content for applications within the Productivity Suite
     •      Applications can embed and open content from other applications within the Productivity Suite
     •      Event artifacts such as notifications or meeting acceptances are presented through existing applications within the Productivity Suite
	Y
	

	R232. 
	9. The Solution shall integrate with other productivity services across all supported form factors, by supporting the consistent reading and editing of content with uniform distribution of events including changes to events.
     Examples
     •      Teams meetings need to display on Google Calendar
     •      Google Presentations need to be editable in Microsoft PowerPoint
	Y
	

	R233. 
	10. Solution Components shall integrate with custom Commonwealth developed applications, such that these custom applications can invoke or display capabilities provided by the Solution.
     Examples
     •      A web application can create a new Google Calendar event addressed to a specific distribution list
     •      A web application can open or display a Microsoft Excel spreadsheet
     •      A web application can send an instant message
	Y
	

	R234. 
	11. The Solution shall integrate with all supported form factors across tenant boundaries, such that Productivity Suites leveraged by different agencies can interact with events and content created outside that Customer, in a consistent and uniform manner.
     Examples
     •      A Customer can view and edit content created by another Customer.
     •      A Customer can view, and accept calendar events created by another Customer on the same or another platform.
	Y
	

	R235. 
	12. The Solution shall Support the creation and Update of all data types covered by VITA Rules.
	Y
	

	R236. 
	3.2 [bookmark: _Toc160194964]Architecture requirements (Tower-specific: Messaging Services)
	
	

	R237. 
	3.2.1 [bookmark: _Toc160194965]Architecture requirements for Email
	
	

	R238. 
	1. The Solution shall deliver emails only once
	Y
	

	R239. 
	2. The Solution shall provide reply-all protection to prevent email storms
	Y
	

	R240. 
	3.2.2 [bookmark: _Toc160194966]Architecture requirements for Instant Messaging
	
	

	R241. 
	1. The Solution shall encrypt messages shared between Users to maintain privacy.
	Y
	

	R242. 
	2. The Solution shall backup chat history in conformance with general data continuity requirements.
	Y
	

	R243. 
	3. The Solution shall provide a client Application with a lightweight footprint that has negligible Impact to CPU and memory.
	Y
	

	R244. 
	4. The Solution shall display Users and presence across all supported instant messaging vendors.
	Y
	

	R245. 
	5. The Solution shall deliver instant messages across all supported instant messaging vendors.
	Y 
	

	R246. 
	6. The Solution shall conform to the following latency Specifications:
· Latency (one way): < 50ms 
· Latency (RTT or Round-trip Time): < 100ms 
· Burst packet loss: < 10% during any 200ms interval 
· Packet loss: < 1% during any 15s interval 
· Packet inter-arrival Jitter: < 30ms during any 15s interval 
· Packet reorder: < 0.05% out-of-order packets
	Y
	

	R247. 
	3.2.3 [bookmark: _Toc160194967]Architecture requirements for Workflow/ Automation
	
	

	R248. 
	1. The Solution shall support the ability to terminate workflows or scripts in-progress.
	Y
	

	R249. 
	2. The Solution shall support the ability to invoke automation or scripting across messaging providers.
	Y
	

	R250. 
	4.0 [bookmark: _Toc160194968] Security Requirements
	
	

	R251. 
	4.1 [bookmark: _Toc160194969]General Security Requirements
	
	

	R252. 
	Supplier shall:
	
	

	R253. 
	1. Ensure the Solution will comply with all Customers’ individual Information Security Policies and applicable Federal standards (e.g., FedRAMP, CJIS, FISMA,PCI, ISO27001, FERPA, FTI (IRS PUB-1075), SSA, HIPAA-HITECH).
	Y
	

	R254. 
	2. Provide informed advice on Security policy, standards (including national security, international, customer and industry standards), practices, solutions and technologies, and threats.
	Y
	

	R255. 
	3. Implement Security management processes, procedures and controls with other service providers to address interdependencies, use of tools and workflows required to operate integrated Security Management across the Services.
	Y
	

	R256. 
	4. Implement Security management processes, procedures and controls with other service providers to address interdependencies, use of tools and workflows required to operate integrated Security Management across the Services.
	Y
	

	R257. 
	5. Ensure the Solution is supported and maintained by US Citizens or those legally allowed to work in the US.
	Y
	

	R258. 
	6. Ensure the Solution is housed within a container reserved for the exclusive use of the Commonwealth.
	Y
	

	R259. 
	7. Ensure the Solution will support multiple levels of administration to allow Configuration changes at the Enterprise and Agency level.
	Y
	

	R260. 
	8. Ensure all User activity and System administration activity is logged.
	Y
	

	R261. 
	9. Ensure all logged Events are provided to the VITA Managed Security Service Provider for analysis in a VITA approved format utilizing a VITA approved automated method.
	Y
	

	R262. 
	10. Ensure that all Commonwealth Data remains in the continental United States and all Sensitive Data remains encrypted at rest and while in transit. 
	Y
	

	R263. 
	11. Ensure that the Commonwealth retains exclusive control and ownership of all encryption keys used in the solution in accordance with VITA Rules.
	Y
	

	R264. 
	12. Ensure that encryption will allow for Time-based revocation of access/encryption keys based on the schedule defined by VITA and VTIA Customers.
	Y
	

	R265. 
	13. Ensure that Encryption will allow for User-based revocation of access/encryption keys.
	Y
	

	R266. 
	14. Ensure that all data associated with the Solution is encrypted in transit between services and Systems.
	Y
	

	R267. 
	15. Ensure that all encryption mechanisms in use by the solution is compliant with FIPS 140-2.
	Y
	

	R268. 
	16. Establish and maintain mechanisms to safeguard against the unauthorized access, destruction, loss or alteration of Customer’s data.
	Y
	

	R269. 
	17. Utilize controls and processes such that the Services are compliant with all VITA Rules for the processing, Storage and transmission of information based on its classification and Impact categorization and ensure that Customers are able to gain assurance and evidence that such compliance is being maintained upon request.
	Y
	

	R270. 
	18. Disable or delete accounts in accordance with VITA Rules for standard expiration (e.g., 90 days without use) or promptly as requested.
	Y
	

	R271. 
	19. Install, Update, operate, and maintain malware prevention, unauthorized code prevention, IDS/IPS, Phishing, Spamming, and denial of service Software and tools as applicable to comply with VITA Rules or Customer-specific rules and in accordance with industry best practices on all Equipment used to deliver or support the Services.
	Y
	

	R272. 
	20. Maintain subscription to services that proactively announce vulnerability, Patch, and pattern Updates.
	Y
	

	R273. 
	21. Install available Updates, in accordance with Change Management, to malicious-prevention Software and services as needed or as directed by VITA, within the timeframes specified by relevant Third Parties, vendors, or industry experts – except as otherwise approved by VITA.
	Y
	

	R274. 
	22. Ensure that Solution will integrate into the VITA CASB Service when all parties are ready to support the integration
	Y
	

	R275. 
	23. Ensure that Solution will log all access attempts (successful or not successful) by an administrative User or by personnel supporting the solution from any service provider associated with the Solution and that the logs are automatically forwarded to the VITA Managed Security Services Provider for analysis.
	Y
	

	R276. 
	24. Ensure that Solution will log all actions taken by an administrative User or by personnel supporting the solution from any service provider associated with the Solution and that the logs are automatically forwarded to the VITA Managed Security Services Provider for analysis.
	Y
	

	R277. 
	25. Ensure that no personnel supporting or administrating the Solution can alter or delete any log associated with the support or operation of the Solution.
	Y
	

	R278. 
	26. Ensure that no personnel supporting or administrating the Solution can alter or stop any logging service associated with the support or operation of the Solution.
	Y
	

	R279. 
	27. Ensure that any service migration between platforms will ensure zero residual data on the originating platform once the Service is migrated and provide evidence of data removal in accordance with VITA Rules.
	Y
	

	R280. 
	28. Ensure that all Supplier Personnel and the personnel working for a sub-contractor pass the VITA mandated security background check process.
	Y
	

	R281. 
	29. Ensure that all Supplier Personnel pass security background checks required by the Customer.
	Y
	

	R282. 
	4.1.1 [bookmark: _Toc160194970]Incident Response Security Requirements
	
	

	R283. 
	Supplier shall:
	
	

	R284. 
	1. Participate in the Incident response process as required by VITA and its Customers or as requested by the MSI.
	Y
	

	R285. 
	2. Submit and receive approval for an Incident Response Plan for the Solution from VITA on an annual basis.
	Y
	

	R286. 
	3. Provide input into the Integrated Incident Response Plan used by VITA and the MSI to conduct Incident response as required by VITA Rules and the SMM.
	Y
	

	R287. 
	4. Respond to and Resolve malware, unauthorized content, hacking, phishing, denial of service, and other Incidents as defined by VITA and the MSS. Upon detection of malware or unauthorized content, take immediate steps to notify VITA and the affected Customers.
	Y
	

	R288. 
	5. Once the Incident is declared, work with the MSI, MSS, and VITA to assess the scope of damage.
	Y
	

	R289. 
	6. Report status of the Incident and mitigation activities to VITA once every 24-hours or more frequently as required by VITA until the Incident is Resolved.
	Y
	

	R290. 
	7. Arrest the spread and progressive damage from malware or unauthorized code in accordance with the VITA approved Incident response plan.
	Y
	

	R291. 
	8. Eradicate malware or unauthorized code in accordance with the VITA approved Incident response plan. 
	Y
	

	R292. 
	9. Restore all data and Software to its last-known operational state in accordance with the VITA approved Incident response plan.
	Y
	

	R293. 
	10. Provide proactive alerts to VITA, the MSI, or Customers as appropriate relative to current code threats either specific to VITA’s environment, encountered in Supplier’s environment, or based on industry information.
	Y
	

	R294. 
	11. Provide expertise in the Event of a major computer malware, outbreak, phishing, hacking, denial of service, or similar Event so VITA’s and Customers’ performance does not degrade because of an unavailability of Supplier resources.
	Y
	

	R295. 
	12. Respond to Security Incidents or emerging Security requirements (which may arise as a result of changing Security standards, threats or industry practices) under direction from Customers.
	Y
	

	R296. 
	13. Provide data feeds or Reports to VITA’s Security Incident and Event correlation Systems for purposes of deep analytics in accordance with VITA Rules and the SMM and support VITA’s analysis as requested.
	Y
	

	R297. 
	4.1.2 [bookmark: _Toc160194971]Security Integration
	
	

	R298. 
	Supplier shall:
	
	

	R299. 
	1. Submit and receive approval from VITA of a System Security Plan in accordance with VITA Rules and the SMM.
	Y
	

	R300. 
	2. Provide reporting to VITA and VITA Customers that highlights emerging threats and the status of known risks in accordance with VITA Rules and the SMM.
	Y
	

	R301. 
	3. Initiate Corrective Actions in respect of any potential or actual Security issues or Noncompliance with the procedures in accordance with VITA Rules and the SMM.
	Y
	

	R302. 
	4. Participate in the integrated compliance and Security Management service performance plans and Reports for all Service Security requirements to meet VITA and VITA Customer’s informational reporting requirements and Service Levels in a regular and timely manner.
	Y
	

	R303. 
	5. Integrate with Managed Security Supplier via the MSI to Support Managed Security Services Platform toolset on the Platform Services.
	Y
	

	R304. 
	6. Install, operate, Configure, Support, and manage Security related toolset in support of the Managed Security Services Platform toolset in accordance VITA Rules and the SMM.
	Y
	

	R305. 
	7. Monitor the environment to detect and prevent Intrusions in accordance with the VITA Rules and the SMM.
	Y
	

	R306. 
	8. Communicate and report any intrusion detected in the environment in accordance with the SMM.
	Y
	

	R307. 
	9. Solution will ensure all Events required by VITA Rules and the SMM be logged and forwarded to the MSS SIEM for review and analysis.
	Y
	VITA Directed SIEM

	R308. 
	10. Solution will provide API integration with all VITA and MSS security tools.
	Y
	

	R309. 
	4.1.3 [bookmark: _Toc160194972]Audit and Compliance	
	
	

	R310. 
	Supplier shall:
	
	

	R311. 
	1. Provide the non-redacted SOC 1 audit results to VITA and VITA Customers at least once every 12-months.
	Y
	

	R312. 
	2. Provide the non-redacted SOC 2, Type 2 audit results to VITA and VITA Customers at least once every 12-months.
	Y
	

	R313. 
	4.1.4 [bookmark: _Toc160194973]User Authentication	
	
	

	R314. 
	Supplier responsibilities include:
	
	

	R315. 
	1. Ensure that Solution will provide single sign-on Functionality.
	Y
	

	R316. 
	2. Ensure that Solution authentication process will integrate into COV Directory Service.
	Y
	

	R317. 
	3. Ensure that the Solution will federate with the VITA approved single sign-on authority (e.g.; OKTA).
	Y
	

	R318. 
	4. Ensure that the Solution will enforce interactive re-authentication at regular intervals as defined by VITA and its Customers.
	Y
	

	R319. 
	5. Ensure that the Solution will log and provide audit Events for all authentication attempts.
	Y
	

	R320. 
	6. Utilize security clearance and access control processes to administer tools and environments used to support Customer’s services for all staff.
	Y
	

	R321. 
	7. Ensure that access privileges for Supplier Personnel are promptly removed upon departure from the program in accordance with VITA Rules and the SMM.	
	Y
	

	R322. 
	4.1.5 [bookmark: _Toc160194974]User Authorization	
	
	

	R323. 
	Supplier shall:
	
	

	R324. 
	1. Ensure that any required document Storage authentication or authorization is controlled via a centralized policy setting that can be applied at the Enterprise and Agency level.
	Y
	

	R325. 
	2. Ensure that the Solution will log all User interactions.
	Y
	

	R326. 
	3. Ensure that all logs are forwarded to a centralized repository of VITA choosing (SIEM).
	Y
	VITA Directed SIEM

	R327. 
	4. Ensure that all logs are maintained according to VITA and Customer records retention policy.
	Y
	By default, logs are retained for 90 days which is standard G3 offering. With G5, NTT will configure this to 1 year retention.  For an additional fee, it can be extended to 10 years 

	R328. 
	4.2 [bookmark: _Toc160194975]Endpoint Security
	
	

	R329. 
	This section addresses requirements for end points of enterprise environment.  These controls may extend to any Device including but not limited to Servers, desktop, mobile Devices, etc.
	
	

	R330. 
	4.2.1 [bookmark: _Toc160194976]Full Disk Encryption
	
	

	R331. 
	Supplier’s responsibilities include:
	
	

	R332. 
	1. Implement full disk encryption as required by VITA Rules and in accordance with the SMM. 
	Y
	

	R333. 
	2. Provide the ability to perform a forensic analysis of the encrypted data.  
	Y
	

	R334. 
	3. Ensure that the Device will be able to be decrypted with the forensic Software to support the forensic analysis.
	Y
	

	R335. 
	4.3 [bookmark: _Toc160194977]Security Requirements (Tower Specific – Messaging Services)
	
	

	R336. 
	Supplier shall:
	
	

	R337. 
	1. Install and maintain Malicious Code prevention Software on all messaging Servers/Services.
	Y
	

	R338. 
	2. Implement SPF, DKIM, DMARC Security controls for all domains in use by VITA and VITA Customers.
	Y
	

	R339. 
	3. Provide a simple to understand and simple method for end Users to report spam and phishing emails.
	Y
	

	R340. 
	4. Provide the functionality to quarantine, filter, and block messages based on keywords and regex syntax at the Enterprise and Agency level.
	Y
	

	R341. 
	5. Provide the functionality to quarantine, filter, and block messages based on message contents at the Enterprise and Agency level.
	Y
	

	R342. 
	6. Provide the functionality to quarantine, filter, and block messages based on message attachments and attachment content at the Enterprise or Agency level.
	Y
	

	R343. 
	7. In accordance with VITA Rules, limit remote (e.g., from locations outside the COV environment or from designated subnets within the COV environment) e-mail access to Users who have authenticated via a VITA-approved two-factor authentication service.
	Y
	

	R344. 
	8. Perform Malicious Code, hoax, spam, and phishing assessments.
	Y
	

	R345. 
	9. Provide malware, spam, and phishing prevention that is integrated with the e-mail solutions.
	Y
	

	R346. 
	10. Provide Spam, malware, and phishing technical guidance and assistance.
	Y
	

	R347. 
	11. Provide technical advice as requested by VITA, VITA Customer, and the MSI for integration and implementation of preventative or monitoring Appliances and solutions.
	Y
	

	R348. 
	12. Assist in designing and implementing a strategy, supporting individual agencies with the approval of VITA or Customers.
	Y
	

	R349. 
	13. Assist VITA and other Customers with federated, customizable messaging and Internet content filtering that will meet Commonwealth and Federal requirements as identified (e.g., HIPAA and FERPA) as well as for VITA and other Customers’ acceptable use policies.
	Y
	

	R350. 
	14. Work with VITA and other Customers in the Development and evolution of an enterprise Spam management architecture.
	Y
	

	R351. 
	15. Provide the ability for VITA and other Customers to add or remove domains, accounts, etc. from blacklists or whitelists.
	Y
	

	R352. 
	16. Allow customized policy Configurations on a Customer, User, or other basis (e.g., attachment filtering, malformed hyperlinks, identifying external e-mails, etc.).
	Y
	

	R353. 
	17. Provide tools to VITA to extract malicious or other e-mails from mailboxes on demand.
	Y
	

	R354. 
	18. Perform content filtering for specific file types or files and messages as required by other VITA Rules.
	Y
	

	R355. 
	19. Perform scans for malicious or unauthorized content on all e-mails, including e-mail attachments in accordance with VITA Rules and the SMM.
	Y
	

	R356. 
	20. Ensure Customer initiated changes are limited to selective/authorized Customer staff.
	Y
	

	R357. 
	21. Provide mechanism for VITA to review list of Customer approvers as well as a list of all Changes initiated.
	Y
	

	R358. 
	22. Ensure reporting and monitoring at the Enterprise level for all Changes initiated at the Agency level.
	Y
	

	R359. 
	23. Work with the Directory Services supplier to ensure all MX records associated with the Messaging Service are implemented and maintained in compliance with the DNSSec Specifications.
	Y
	

	R360. 
	4.3.1 [bookmark: _Toc160194978]Calendar Security Requirements
	Y
	

	R361. 
	1. Solution shall ensure that all calendar attachments are encrypted in transit and at rest.
	Y
	

	R362. 
	2. Solution shall ensure shared calendar access permissions will be set at the Enterprise and Agency level
	Y
	

	R363. 
	4.3.2 [bookmark: _Toc160194979]Mobile Device Management Security Requirements
	
	

	R364. 
	1. Solution will be deployed as a dedicated Instance for VITA and VITA Customers.
	Y
	

	R365. 
	2. Solution shall provide flexible console deployment allowing the management console to be deployed on VITA premise and/or in a Cloud Instance of VITA’s choosing (e.g.: AWS, Azure, or Oracle.).
	Y
	

	R366. 
	3. Solution ensures that all threat detection takes place on Device and that detection will not require an active network connection to Function.
	Y
	

	R367. 
	4. Solution shall provide Device threat detection, remediation and notification for the mobile devices in use by VITA and its Customers (e.g.;  Apple IOS devices and Google Android devices).
	Y
	

	R368. 
	5. Solution will identify threats on the device using multiple methods (e.g.; heuristic, abnormal behavior and signature).
	Y
	

	R369. 
	6. Solution will provide detailed analysis of all detected threats.
	Y
	

	R370. 
	7. Solution will provide on-device remediation actions such as disabling WiFi, blocking Application downloads, and blocking SMS/Text messages
	Y
	

	R371. 
	8. Solution will detect zero day threats without requiring an Update to on-Device detection databases.
	Y
	

	R372. 
	9. Solution will detect Jailbroken or Rooted status.
	Y
	

	R373. 
	10. Solution will detect abnormal Device behaviors and processes.
	Y
	

	R374. 
	11. Solution will detect privilege escalation attacks.
	Y
	

	R375. 
	12. Solution will detect persistent file system alterations.
	Y
	

	R376. 
	13. Solution will block and alert on rogue certificate installation (e.g.; certification not authorized by VITA and VITA Customers).
	Y
	

	R377. 
	14. Solution will detect if the Device attempts to connect to a rogue access point and block this connection attempt.
	Y
	

	R378. 
	15. Solution will detect malicious Applications.
	Y
	

	R379. 
	16. Solution will provide detailed executive and technical Reports on Application analysis results.
	Y
	

	R380. 
	17. Solution will detect the risk level of Applications based on data leakage, privacy and security concerns.
	Y
	

	R381. 
	18. Solution will perform Application analysis on applications on-demand and automatically.
	Y
	

	R382. 
	19. Solution will explicitly permit or explicitly deny Application installation and execution based on an Application list provided by VITA and VITA Customers
	Y
	

	R383. 
	20. Solution will ensure that any administrative console will be integrated with VITA security management servers (e.g.: Splunk or McAfee ePO).
	Y
	

	R384. 
	21. Solution will ensure that any administrative console will provide REST APIs for additional integrations to back end dashboards or ticketing solutions.
	Y
	

	R385. 
	22. Solution will provide explanation about details of detection and why the threat was categorized as malicious.
	Y
	

	R386. 
	23. Solution will define differing privacy policy controls at both the Enterprise and Agency Level.
	Y
	

	R387. 
	24. Solution will have the ability to configure user and administrator alerts, threat remediation, and mitigation actions, based on threat type, and user group.
	Y
	

	R388. 
	25. Solution will have configurable threat detection severity levels.
	Y
	

	R389. 
	26. Solution will provide access based on roles and user groups.
	Y
	

	R390. 
	27. Solution will have configurable on-device user alerts supported in multiple languages.
	Y
	

	R391. 
	28. Solution will maintain persistence on the device.
	Y
	

	R392. 
	29. Solution will provide alerts via email.
	Y
	

	R393. 
	30. Solution will provide alerts via SMS.
	Y
	

	R394. 
	31. Solution will prevent interception and surveillance of communication and data transmissions
	Y
	

	R395. 
	32. Solution will automatically quarantine a mobile device if malicious activity is detected or if directed by VITA or VITA Customers
	Y
	

	R396. 
	33. Solution will remove Applications from a mobile device at the direction of VITA and VITA Customers
	Y
	

	R397. 
	34. Solution will prevent unauthorized access to physical device functions (i.e. camera, microphone, fingerprint reader, etc)
	Y
	

	R398. 
	35. Solution will provide remote device forensic information to include information about the OS and applications running on the mobile device
	Y
	

	R399. 
	36. Solution will provide mobile device VPN connectivity capability
	Y
	

	R400. 
	37. Solution will provide the ability to force VPN connectivity through a Commonwealth Network
	Y
	

	R401. 
	38. Solution will prevent unauthorized Application and OS versions from connecting to enterprise resources and unauthorized locations
	Y
	

	R402. 
	39. Solution will wipe and remove data from the mobile device in a manner consistent with COV security standards
	Y
	

	R403. 
	40. Solution will limit access to location information to only parties explicitly permitted by VITA
	Y
	

	R404. 
	41. Solution will separate COV data and end-user personal data on the mobile device
	Y
	

	R405. 
	42. Solution will integrate with the COV certificate services to perform two factor authentication
	Y
	

	R406. 
	43. Solution will fully integrate with the Security Services provided by the VITA Managed Security Services provider
	Y
	

	R407. 
	4.3.3 [bookmark: _Toc160194980]Online Data Storage Security Requirements
	
	

	R408. 
	If any component of the Services require the use of online or “cloud based” storage the Supplier shall:
	
	

	R409. 
	1. Ensure that all Security controls associated with access or object creation are centrally managed using attributes contained within the Commonwealth Directory Service.
	Y
	

	R410. 
	2. Ensure Solution will utilize Security controls based on centrally defined attributes maintained by VITA.
	Y
	

	R411. 
	3. Ensure that all documents are encrypted at rest using an encryption key sourced from the COV KMS.
	Y
	

	R412. 
	4. Ensure that all documents are encrypted in transit.
	Y
	

	R413. 
	5. Ensure that all encryption technologies are FIPS-140-2 compliant.
	Y
	

	R414. 
	6. Ensure that sharing of documents is controlled at the Enterprise and Agency level.
	Y
	

	R415. 
	7. Ensure that no external sharing links can be issued by the end-User without explicit approval of the Enterprise or Customer.
	Y
	

	R416. 
	8. Ensure that, if any part of the contracted service requires the use of Cloud or hosted Storage, then Storage will adhere to the general Storage protection requirements.
	Y
	

	R417. 
	9. Ensure that document download control is at the Enterprise and Agency level.
	Y
	

	R418. 
	10. Ensure all access to files are logged and audited.
	Y
	

	R419. 
	11. Ensure all changes to files are logged and audited.
	Y
	

	R420. 
	12. Ensure that Users cannot grant access to files or folders to other entities without explicit approval of the Enterprise or Customer.
	Y
	

	R421. 
	13. Ensure that all logged events are forwarded to a centralized repository of VITA choosing (SIEM),
	Y
	VITA Directed SIEM

	R422. 
	14. Ensure that the Productivity Suite enforces the data loss protection policy as set forth by VITA and fully integrates into the Enterprise DLP Service
	Y
	

	R423. 
	15. Ensure that access to files and folders are centrally managed at the Enterprise and Agency level.
	Y
	

	R424. 
	4.3.4 [bookmark: _Toc160194981]Productivity Suite Security Requirements
	
	

	R425. 
	Supplier shall:
	
	

	R426. 
	1. Ensure that all documents and other artifacts generated through the use of the Productivity Suite are scanned for malicious content.
	Y
	

	R427. 
	2. Ensure that any documents and other artifacts associated with the use of the Productivity Suite that are found to be malicious in nature are quarantined from the end user and the item provided to VITA and its Managed Security Service provider for analysis. 
	Y
	

	R428. 
	3. Ensure all malicious code detection and prevention technologies used with the Productivity Suite align and integrate with the malicious code detection and prevention technologies used by VITA. 
	Y
	

	R429. 
	4. Ensure that the Productivity Suite enforces the data loss protection policy as set forth by VITA and fully integrates into the Enterprise DLP Service
	Y
	

	R430. 
	5. Ensure that the Productivity Suite fully integrates into the VITA Enterprise IAM Service
	Y
	

	R431. 
	4.3.5 [bookmark: _Toc160194982]Collaboration Services Security Requirements
	
	

	R432. 
	Supplier responsibilities include:
	
	

	R433. 
	1. Log and audit of document actions.
	Y
	

	R434. 
	2. Log and audit all access to documents.
	Y
	

	R435. 
	3. Ensure that all logged events are forwarded to a centralized repository of VITA choosing (SIEM)
	Y
	VITA Directed SIEM

	R436. 
	4. Ensure that the Collaboration Service fully integrates into the VITA Enterprise IAM Service
	Y
	

	R437. 
	5. Access control at the Enterprise and Agency level.
	Y
	

	R438. 
	6. Sharing control at the Enterprise and Agency level.
	Y
	

	R439. 
	7. Prevent external access by default.
	Y
	

	R440. 
	8. Allow external access only if approved by VITA.
	Y
	

	R441. 
	9. Ensure that all documents are encrypted at rest using an encryption key sourced from the COV KMS.
	Y
	

	R442. 
	10. Ensure that all documents are encrypted in transit.
	Y
	

	R443. 
	11. Ensure that all encryption technologies are FIPS-140-2 compliant.
	Y
	

	R444. 
	12. Ensure that meeting invites are limited to authorized parties.
	Y
	

	R445. 
	13. Ensure that meeting invites are controllable by the meeting host.
	Y
	

	R446. 
	14. Meeting invites cannot be forwarded to another party without the meeting host permission.
	Y
	

	R447. 
	15. Ensure that access to meetings are limited to explicit invitation only.
	Y
	

	R448. 
	16. Ensure that all documents shared during the meeting are encrypted at rest as well as in transit.
	Y
	

	R449. 
	17. Ensure that all video shared during the meeting are encrypted at rest as well as in transit.
	Y
	

	R450. 
	18. Ensure that all audio shared during the meeting are encrypted at rest as well as in transit.
	Y
	

	R451. 
	4.3.6 [bookmark: _Toc160194983]Data Migration Security Requirements
	
	

	R452. 
	Supplier shall:
	
	

	R453. 
	1. Ensure that any data migrated from one Service environment to another Service environment is encrypted in transit utilizing a VITA approved methodology
	Y
	

	R454. 
	2. Ensure that any data migrated from one Service environment to another Service environment be erased/removed from the original Service environment  in accordance with VITA Rules once the integrity and availability of the data is confirmed in the new Service environment
	Y
	

	R455. 
	3. Ensure that all activities related to data migration are logged and a audit of all actions provided to VITA as part of the migration process
	Y
	

	R456. 
	4.3.7 [bookmark: _Toc160194984]eDiscovery Security Requirements
	
	

	R457. 
	1. Provide tools to VITA or Customer to enable response to data requests (e.g., such as those triggered by open records requests or audits) for legal discovery, legal hold, document preservation.
	Y
	

	R458. 
	2. Ensure that all actions performed as part of the eDiscovery process is logged and audited and all logged events are provided to VITA as part of the process
	Y
	

	R459. 
	4.3.8 [bookmark: _Toc160194985]Data Loss Prevention Security Requirements
	
	

	R460. 
	1. Solution will provide detection of information and file metadata associated with protected data types or regulated data as defined by VITA Rules.
	Y
	

	R461. 
	2. Solution will provide detection based on keyword.
	Y
	

	R462. 
	3. Solution will provide detection based on pattern.
	Y
	

	R463. 
	4. Solution will provide the option to block/quarantine or delete the content based on the direction of VITA and VITA Customers.
	Y
	

	R464. 
	5. Solution will log all violations of the DLP policy and every logged event automatically forwarded to the VITA Managed Security Services Provider for analysis.
	Y
	

	R465. 
	6. Solution will provide the functionality for VITA and VITA Customers to review and take action on violation detection (release, block, delete).
	Y
	

	R466. 
	7. Solution will enforce all Data Loss Prevention settings at both the Enterprise and Agency level. The enforcement level will be determined by VITA.
	Y
	

	R467. 
	4.3.9 [bookmark: _Toc160194986]Key Management
	
	

	R468. 
	Supplier responsibilities include:
	Y
	

	R469. 
	1. Ensure that COV maintains exclusive control of all encryption key generation material.
	Y
	

	R470. 
	2. Ensure that all encryption keys used in the solution are derived from the COV KMS.
	Y
	

	R471. 
	3. Ensure that COV and the Managed Security Services supplier have access to all encryption keys used by the solution.
	Y
	

	R472. 
	4. Ensure that all encryption keys will be issued at the Enterprise or Agency level as directed by VITA.
	Y
	

	R473. 
	5. Ensure that all encryption keys are set to expire in accordance with VITA Rules.
	Y
	

	R474. 
	6. Ensure that all encryption keys are set to rotate in accordance with VITA Rules.
	Y
	

	R475. 
	7. Ensure that the encryption keys used in the solution cannot be accessed by any entity except VITA or the Managed Security Services Supplier.
	Y
	

	R476. 
	4.3.10 [bookmark: _Toc160194987]SMTP Relay Services 
	
	

	R477. 
	Supplier responsibilities include:
	
	

	R478. 
	1. Ensure that the Solution provides a mechanism to relay standard SMTP messages for VITA and VITA Customers.
	Y
	

	R479. 
	2. Ensure that all SMTP messages relayed are sourced from a VITA authorized party.
	Y
	

	R480. 
	3. Ensure that the Solution will evaluate any existing SPF, DKIM, and DMARC records prior to forwarding any SMTP message.
	Y
	

	R481. 
	4. Ensure that the Solution will provide a mechanism to block the connection to the SMTP relay service from any entity based on IP address, domain name, and reputation.
	Y
	

	R482. 
	5. Ensure that the Solution will log all SMTP relay interactions to include message headers, source IP address, date and time stamps 
	Y
	

	R483. 
	6. Ensure that all logged events are automatically forwarded to the VITA Managed Security Services Provider for analysis.
	Y
	

	R484. 
	5.0 [bookmark: _Toc160194988] New Messaging Services
	
	

	R485. 
	VITA’s Messaging services will evolve from a single platform option to a multi-platform environment introducing choices for Customers.  This section outlines capabilities within those platforms that will require the Supplier to own the Function, duties, and labor associated with providing these to VITA and VITA’s Customers.  VITA and VITA’s Customers may choose not to enable all capabilities within the platform.  Each Customer should be treated individually as this is a multi-tenant environment supporting many lines of business that will require proactively supporting Customers on specific Configurations.
	
	These requirements will be modified as applicable when the contract restructure modification is executed.

	R486. 
	Supplier shall:
	
	

	R487. 
	1. Provide Messaging Services to VITA and other Customers in accordance with applicable VITA Rules and in addition to the Common Services described in Exhibit 2 (Description of Services).
	Y
	

	R488. 
	2. In collaboration and reliance upon the incumbent, the MSI and other STSs, Supplier will perform a discovery on the legacy environment and build out a comprehensive list of all hardware that is employed in the Messaging environment.
	Y
	

	R489. 
	3. Supplier will perform decommissioning of all legacy Messaging software at VITA's request. Once the decommissioning is completed, supplier will provide to VITA a list of all affected hardware, software and confirmation of decommissioning. The list should at a minimum include list of hardware, software, server name and IP address
	Y
	

	R490. 
	4. Collaborate with VITA, the incumbent messaging supplier, the MSI and other tower suppliers to successfully implement new messaging services
	Y
	

	R491. 
	5. Support all activities involved in transitioning the Commonwealth from the Incumbent messaging solution to Supplier’s modernized solution.
	Y
	

	R492. 
	6. Assume and complete all Projects initiated by the incumbent Messaging provider as defined in 02.6 Exh (Current-Planned Projects).
	Y
	

	R493. 
	7. Create and maintain integration with conference room management Devices (ex: Evoko)
	Y
	

	R494. 
	8. Support mass e-mail distribution Functionality (e.g., Listserv), supporting individual or mass reply and non-COVA recipients, that will not impact overall service performance and provide reporting of successful and unsuccessful (bounce-back or non-delivery) delivery of messages.
	Y
	

	R495. 
	9. Create, manage, chair, and bring subject matter experts to regular enterprise Configuration meetings with VITA and VITA Supplier stakeholders where platform Configuration options are presented, discussed, recorded, documented, and ultimately implemented by Supplier.  Initial Configuration meeting shall take place within 15 days of the Effective Date and shall take place no less than quarterly after that.  Follow on quarterly meetings should also include new releases of capabilities.
	Y
	

	R496. 
	10. Prepare to establish, implement, and manage in a multi-tenant fashion (Customer or sub-Customer) available Configuration option within the Messaging platform that is every technically feasible without contractual modifications or additional statements of work
	Y
	

	R497. 
	11. Create, manage, chair, and bring subject matter experts to regular discovery meetings with each Customer where platform Configuration options are presented, discussed, recorded, documented and ultimately implemented by Supplier with VITA approval.  Initial discovery meetings with each Customer shall take place within 45 days of the Effective Date and shall take place no less than quarterly after that.  Follow on quarterly meetings should also include new releases of capabilities.
	Y
	

	R498. 
	12. Provide a Configuration menu to agencies of settings that can be customized by Customer to meet business needs.  Menu should include enterprise settings that cannot be modified unless more restrictive.  Customer selections should be documented and published for VITA, Customer and MSI stakeholders to access.
	Y
	

	R499. 
	13. Establish, implement, and manage detailed framework to account for new Stock Keeping Units (SKUs)/capabilities/features real time of the GSuite and Microsoft 365 platforms that is approved by VITA.
	Y
	

	R500. 
	14. Establish, implement, and manage administrative control ability at the Agency level that will allow approved Agency staff to make modifications within their respective area (Organizational Unity, Instance, enclave and etc.) in compliance with VITA rules and guidelines
	Y
	

	R501. 
	15. Establish, implement, and manage self-service ability where Users can complete common tasks within messaging themselves in compliance with VITA rules and guidelines
	Y
	

	R502. 
	16. Establish, implement, and manage standard naming conventions for all messaging platforms/services
	Y
	

	R503. 
	17. Establish, implement, and manage messaging platform integration into the desktop image such as Chrome extensions, browser Configurations, interoperability with Productivity Suites and file extensions
	Y
	

	R504. 
	18. Establish, implement, and manage desktop image Configuration settings that will facilitate the best end User experience as it related to messaging services and capabilities and work with other suppliers as necessary to implement.
	Y
	

	R505. 
	19. Establish, implement, and manage messaging related objects in the directories as it pertains to identification of types of objects, placement in the OU structure, and assigned license type
	Y
	

	R506. 
	20. Establish, implement, and manage process and schedule to review subscribed to messaging services and desired capabilities and Configuration with each Customer 
	Y
	

	R507. 
	21. Establish, implement, and manage Messaging Support site that will contain how to and platform information  
	Y
	

	R508. 
	22. Establish, implement, and manage customizable enterprise and Customer specific dashboards as it relates to messaging platform use.
	Y
	

	R509. 
	23. Establish, implement, and manage API and Powershell scripting to meet business needs of VITA and VITA’s Customers
	Y
	

	R510. 
	24. Establish, implement and manage data migration into messaging platform as requested by VITA or VITA Customers including:
	Y
	

	a. 
	25. Implement and maintain services required for operation of the migration process and tools
	Y
	

	b. 
	26. Establish, implement, and manage any necessary migration Software and Hardware
	Y
	

	c. 
	27. Establish, implement, and manage the transferring of all existing content including email messages, contacts, conference rooms, distribution lists, calendar entries, archived data and any other data deemed critical by Customer.
	Y
	

	d. 
	28. Establish, implement, and manage the providing log data to VITA or Customer of all successful or failed migrated data so that VITA or Customer can clean all existing unused content.
	Y
	

	e. 
	29. Establish, implement, and manage scheduling around Customer timing requirements to minimize business Impact.
	Y
	

	R511. 
	30. Establish, implement, and manage digital signature Software
	Y
	

	R512. 
	31. Supplier to ensure that selected VITA staff maintain highest level administrative privileges within messaging related platforms. 
	Y
	

	R513. 
	32. Establish, implement, and manage license tracking to include available licenses, used licenses, license expiration at the enterprise and Agency level.  Information should be provided to VITA on demand and/or weekly.  
	Y
	

	R514. 
	33. Establish, implement, and manage license harvesting process where licenses are reclaimed from accounts no longer in use
	Y
	

	R515. 
	34. Establish, implement and manage account management process where agencies have clear options to access data within accounts of Users who have left the Commonwealth, are on temporary leave, or for investigation purposes without maintaining licenses for such Users
	Y
	

	R516. 
	5.1 [bookmark: _Toc160194989]Google Workspace Product Suite
	
	

	R517. 
	Supplier’s responsibilities include providing operations and maintenance for all the following GSuite Functions and Configurations:
	
	The following requirements will be deprecated when the Contract Restructuring modification is executed.

	R518. 
	1. Intelligent office suite 
	Y
	

	R519. 
	2. Secure Cloud-based file Storage per User 
	Y
	

	R520. 
	3. Access across Devices (computer, phone, or tablet) 
	Y
	

	R521. 
	4. Works without an Internet connection 
	Y
	

	R522. 
	5. Compatible with Microsoft Office  
	Y
	

	R523. 
	6. Centralized admin console 
	Y
	

	R524. 
	7. Vault for retention and eDiscovery 
	Y
	This service will continue until all the VFEs are migrated to MSFT 

	R525. 
	8. Advanced enterprise control and customization 
	Y
	

	R526. 
	9. Access transparency 
	Y
	

	R527. 
	10. Ad-free experience 
	Y
	

	R528. 
	11. Mobile Device management 
	Y
	

	R529. 
	12. Easy-to-use migration tools 
	Y
	

	R530. 
	13. 24/7 support by phone, email, and online 
	Y
	

	R531. 
	14. Data regions 
	Y
	

	R532. 
	15. Support for the Google tenant for Active Microsoft Users using Cloud Identity license will continue for all Commonwealth agencies after migration to Microsoft platform to allow access to required Google tools as needed
	Y
	

	R533. 
	5.1.1 [bookmark: _Toc160194990]Gmail
	
	

	R534. 
	Supplier’s responsibilities include providing operations and maintenance for all the following GSuite Functions and Configurations:
	
	

	R535. 
	1. Enhanced productivity & intelligence 
	Y
	

	R536. 
	2. Preview attachments 
	Y
	

	R537. 
	3. Delegation 
	Y
	

	R538. 
	4. Email receipts  
	Y
	

	R539. 
	5. Recover messages for up to 30 days after they're deleted 
	Y
	

	R540. 
	6. Global spam settings with compliance filters 
	Y
	

	R541. 
	7. Maximum recipients per message, User, or day 
	Y
	

	R542. 
	8. Attachment size limit 
	Y
	

	R543. 
	9. Email retention 
	Y
	

	R544. 
	10. Outbound footer (legal) 
	Y
	

	R545. 
	11. Catch-all address 
	Y
	

	R546. 
	12. Create aliases 
	Y
	

	R547. 
	13. Data loss protection for Gmail 
	Y
	

	R548. 
	14. S/MIME Encryption 
	Y
	

	R549. 
	15. TLS Server-to-Server encryption 
	Y
	

	R550. 
	16. Content management filters & custom polices 
	Y
	

	R551. 
	17. G Suite Sync for Microsoft Outlook (GSSMO) 
	Y
	

	R552. 
	18. Powerful APIs to help administer and manage User accounts 
	Y
	

	R553. 
	19. Integration with third-party archiving tools 
	Y
	

	R554. 
	20. Keep
	Y
	

	R555. 
	21. Jamboard
	Y
	

	R556. 
	22. Productivity Applications such as but not limited to Google Docs, Google Sheets, Google Sides
	Y
	

	R557. 
	5.1.2 [bookmark: _Toc160194991]Calendar
	
	

	R558. 
	 Supplier’s responsibilities include providing operations and maintenance for all the following GSuite Functions and Configurations:
	
	

	R559. 
	1. Resource Booking 
	Y
	

	R560. 
	2. To-dos (Reminders) 
	Y
	

	R561. 
	3. Find a time on mobile & web 
	Y
	

	R562. 
	4. Enhanced room booking 
	Y
	

	R563. 
	5. Sync Calendar with a phone or tablet 
	Y
	

	R564. 
	6. Group calendars 
	Y
	

	R565. 
	7. Sync calendar with G Suite 
	Y
	

	R566. 
	5.1.3 [bookmark: _Toc160194992]Vault
	
	

	R567. 
	 Supplier’s responsibilities include providing operations and maintenance for all the following GSuite Functions and Configurations:
	
	NTT’s support responsibility is limited to the 5160 VFEs.

	R568. 
	1. Retention and eDiscovery for select G Suite apps  
	N
	NTT assumes no new content will be generated from G Suite applications for the remaining 5160 VFEs.

	R569. 
	2. Custom retention rules 
	Y
	

	R570. 
	3. Holds 
	Y
	

	R571. 
	4. Easy exporting to standard formats  
	Y
	

	R572. 
	5. Audit logs and Reports 
	Y
	

	R573. 
	5.1.4 [bookmark: _Toc160194993]Hangouts Chat
	
	

	R574. 
	Supplier’s responsibilities include supporting the maximum supported connections and  providing operations and maintenance for all the following GSuite Functions and Configurations:
	
	

	R575. 
	1. Direct messaging 
	Y
	

	R576. 
	2. Chat rooms 
	Y
	

	R577. 
	3. Number of languages supported 
	Y
	

	R578. 
	4. Maximum room size 
	Y
	

	R579. 
	5. Native desktop client 
	Y
	

	R580. 
	6. Native apps for Android and iOS 
	Y
	

	R581. 
	7. Meet Bot 
	Y
	

	R582. 
	8. Drive Bot 
	Y
	

	R583. 
	9. G Suite integration 
	Y
	

	R584. 
	10. Third Party integrations 
	Y
	

	R585. 
	11. History On/Off 
	Y
	

	R586. 
	12. Mobile Device Management 
	Y
	

	R587. 
	13. Single Sign On integration 
	Y
	

	R588. 
	14. Secure sign on with 2-Step Verification 
	Y
	

	R589. 
	15. Admin controls 
	Y
	

	R590. 
	16. Compliance 
	Y
	

	R591. 
	17. Vault retention that holds exported data 
	Y
	This will be limited to the VFEs remaining in Vault

	R592. 
	5.1.5 [bookmark: _Toc160194994]Hangouts Meet
	
	

	R593. 
	Supplier’s responsibilities include providing operations and maintenance for all the following GSuite Functions and Configurations:
	
	

	R594. 
	1. Maximum number of participants 
	Y
	

	R595. 
	2. Native apps for Android and iOS 
	Y
	

	R596. 
	3. Presentations 
	Y
	

	R597. 
	4. External participants 
	Y
	

	R598. 
	5. Record meetings and save them to Drive 
	Y
	

	R599. 
	6. Dial in, by dialing into a US phone number 
	Y
	

	R600. 
	7. Dial in, by dialing into an international phone number 
	Y
	

	R601. 
	8. Live streaming 
	Y
	

	R602. 
	9. Chromebox for meetings [Hangouts Meet Hardware] 
	Y
	

	R603. 
	10. Secure Meetings
	Y
	

	R604. 
	5.1.6 [bookmark: _Toc160194995]Groups
	
	

	R605. 
	Supplier’s responsibilities include providing operations and maintenance for all the following GSuite Functions and Configurations:
	
	

	R606. 
	1. Search 
	Y
	

	R607. 
	2. Groups for Business 
	Y
	

	R608. 
	3. Admin managed Groups 
	Y
	

	R609. 
	4. Forums and collaborative inboxes 
	Y
	

	R610. 
	5. Control access, creation, visibility 
	Y
	

	R611. 
	6. Moderate messages 
	Y
	

	R612. 
	7. Admin controls for Groups for Business 
	Y
	

	R613. 
	8. Admin controls for mailing lists 
	Y
	

	R614. 
	9. APIs to access and extend groups 
	Y
	

	R615. 
	10. Sync with LDAP Server like Active Directory
	Y
	

	R616. 
	5.1.7 [bookmark: _Toc160194996]Sites
	
	

	R617. 
	 Supplier’s responsibilities include providing operations and maintenance for all the following GSuite Functions and Configurations:
	
	

	R618. 
	1. Sites 
	Y
	

	R619. 
	2. Easy to create 
	Y
	

	R620. 
	3. Integrated with G Suite 
	Y
	

	R621. 
	4. Build together 
	Y
	

	R622. 
	5. Themes 
	Y
	

	R623. 
	6. Track performance 
	Y
	

	R624. 
	7. Secure your site without requiring IT 
	Y
	

	R625. 
	5.1.8 [bookmark: _Toc160194997]Forms
	
	

	R626. 
	Supplier’s responsibilities include providing operations and maintenance for all the following GSuite Functions and Configurations:
	
	

	R627. 
	1. Create, edit, and format 
	Y
	

	R628. 
	2. Works anywhere, anytime—even offline 
	Y
	

	R629. 
	3. Responsive experience 
	Y
	

	R630. 
	4. Smart suggestions 
	Y
	

	R631. 
	5. Real-time results 
	Y
	

	R632. 
	6. Build it together 
	Y
	

	R633. 
	7. Customizable forms 
	Y
	

	R634. 
	8. Wide variety of templates 
	Y
	

	R635. 
	9. Quizzes 
	Y
	

	R636. 
	10. Reminder emails 
	Y
	

	R637. 
	11. Manage responses 
	Y
	

	R638. 
	12. Collect emails 
	Y
	

	R639. 
	13. Collect files 
	Y
	

	R640. 
	14. Add images and videos 
	Y
	

	R641. 
	15. Customizable templates 
	Y
	

	R642. 
	16. Open and extensible
	Y
	

	R643. 
	17. Works with Sheets 
	Y
	

	R644. 
	18. Apps Script & add-ons 
	Y
	

	R645. 
	5.1.9 [bookmark: _Toc160194998]Google+
	
	

	R646. 
	Supplier’s responsibilities include providing operations and maintenance for all the following GSuite Functions and Configurations:
	
	

	R647. 
	1. Google+ 
	Y
	

	R648. 
	2. Home stream 
	Y
	

	R649. 
	3. Communities 
	Y
	

	R650. 
	4. Collections 
	Y
	

	R651. 
	5. Photos and videos 
	Y
	

	R652. 
	6. Private domain network 
	Y
	

	R653. 
	7. Privacy controls 
	Y
	

	R654. 
	8. Domain-restricted Communities 
	Y
	

	R655. 
	5.1.10 [bookmark: _Toc160194999] Google Drive
	
	

	R656. 
	Supplier’s responsibilities include providing operations and maintenance for all the following GSuite Functions and Configurations:
	
	

	R657. 
	1. unlimited Cloud Storage 
	Y
	

	R658. 
	2. Search like you talk with Natural Language Processing 
	Y
	

	R659. 
	3. Save time finding your work with Quick Access in Drive 
	Y
	

	R660. 
	4. Share files quickly & set expiration dates for files shared 
	Y
	

	R661. 
	5. Information Rights Management on Drive files 
	Y
	

	R662. 
	6. Access all your Drive files directly from your Mac or PC 
	Y
	

	R663. 
	7. Make files available offline 
	Y
	

	R664. 
	8. File versioning 
	Y
	

	R665. 
	9. Drive app for iOS & Android 
	Y
	

	R666. 
	10. Data encryption at rest and in transit 
	Y
	

	R667. 
	11. Simple sharing controls 
	Y
	

	R668. 
	12. Set default sharing state with easy-to-use Admin controls 
	Y
	

	R669. 
	13. Robust audit logs to analyze usage 
	Y
	

	R670. 
	14. Organization unit level controls for Drive 
	Y
	

	R671. 
	15. Custom admin alerts 
	Y
	

	R672. 
	16. eDiscovery on Drive files 
	Y
	

	R673. 
	17. Built for teams 
	Y
	

	R674. 
	18. Google Drive plugin for MS Office & Outlook 
	Y
	

	R675. 
	19. Access your information and content from apps with Drive APIs 
	Y
	

	R676. 
	5.1.11 [bookmark: _Toc160195000]Cloud Search
	
	

	R677. 
	Supplier’s responsibilities include providing operations and maintenance for all the following GSuite Functions and Configurations:
	
	

	R678. 
	1. Cloud Search 
	Y
	

	R679. 
	2. Search across all your G Suite services 
	Y
	

	R680. 
	3. Proactive recommendations 
	Y
	

	R681. 
	4. Find and contact your colleagues 
	Y
	

	R682. 
	5. Seamless search across Devices 
	Y
	

	R683. 
	5.1.12 [bookmark: _Toc160195001]Work Insights
	
	

	R684. 
	Supplier’s responsibilities include providing operations and maintenance for all the following GSuite Functions and Configurations:
	
	

	R685. 
	1. Work Insights executive view 
	Y
	

	R686. 
	2. Adoption charts 
	Y
	

	R687. 
	3. Collaboration charts 
	Y
	

	R688. 
	4. Work pattern charts 
	Y
	

	R689. 
	5. Legacy productivity tool charts 
	Y
	

	R690. 
	6. Track and monitor over time 
	Y
	

	R691. 
	7. Compare & filter OUs and teams 
	Y
	

	R692. 
	8. Use Groups for analysis 
	Y
	

	R693. 
	9. Set up custom teams 
	Y
	

	R694. 
	10. Map metrics to organizational unit 
	Y
	

	R695. 
	11. Data export & extensibility 
	Y
	

	R696. 
	12. Aggregated insights to protect privacy 
	Y
	

	R697. 
	5.1.13 [bookmark: _Toc160195002]Administrator Role Administration Controls
	
	

	R698. 
	Supplier shall:
	
	

	R699. 
	Maintain Supplier administrative controls and develop administrative opportunities for Agencies at the organization unit (Agency) level
	Y
	

	R700. 
	5.1.13.1 [bookmark: _Toc160195003]Administrator roles with delegated access 
	
	

	R701. 
	Supplier’s responsibilities include providing operations and maintenance for all the following GSuite Functions and Configurations:
	
	

	R702. 
	1. Control Release cycle timing—rapid or delayed 
	Y
	

	R703. 
	2. Mobile Admin app 
	Y
	

	R704. 
	3. Single-sign-on (SSO) across Applications 
	Y
	

	R705. 
	4. (SAML, OAuth, Open ID Connect) and SCIM provisioning 
	Y
	

	R706. 
	5. Password strength requirements 
	Y
	

	R707. 
	6. 2-Step Verification and User managed security keys 
	Y
	

	R708. 
	7. Domain-wide admin managed security keys 
	Y
	

	R709. 
	8. Enforce security key usage to access services 
	Y
	

	R710. 
	9. Security center 
	Y
	

	R711. 
	5.1.13.2 [bookmark: _Toc160195004]Reporting and audit
	
	

	R712. 
	Supplier’s responsibilities include providing operations and maintenance for all the following GSuite Functions and Configurations:
	
	

	R713. 
	1. Detailed reporting and audit logs 
	Y
	

	R714. 
	2. Security alerts and reporting 
	Y
	

	R715. 
	3. Custom alerts 
	Y
	

	R716. 
	4. Mobile audit reporting and API 
	Y
	

	R717. 
	5. Advanced Drive audit Reports and API 
	Y
	

	R718. 
	5.1.13.3 [bookmark: _Toc160195005]Application management
	
	

	R719. 
	Supplier’s responsibilities include providing operations and maintenance for all the following GSuite Functions and Configurations:
	
	

	R720. 
	1. Sharing controls across services 
	Y
	

	R721. 
	2. Advanced controls for Google Drive 
	Y
	

	R722. 
	3. Data loss prevention for Gmail and Drive 
	Y
	

	R723. 
	4. OAuth apps whitelisting 
	Y
	

	R724. 
	5. Mobile apps whitelisting 
	Y
	

	R725. 
	5.1.13.4 [bookmark: _Toc160195006]Device management
	
	

	R726. 
	Supplier’s responsibilities include providing operations and maintenance for all the following GSuite Functions and Configurations:
	
	

	R727. 
	1. Personal mobile Device management (Android, iOS, Windows) 
	Y
	

	R728. 
	2. Company-owned Android Device management 
	Y
	

	R729. 
	3. Device management rules 
	Y
	

	R730. 
	4. Chrome browser management 
	Y
	

	R731. 
	5.1.13.5 [bookmark: _Toc160195007]Easy migration
	
	

	R732. 
	Supplier’s responsibilities include providing operations and maintenance for all the following GSuite Functions and Configurations:
	
	

	R733. 
	1. Automated migration tools 
	Y
	

	R734. 
	5.1.13.6 [bookmark: _Toc160195008]Open and extensible
	
	

	R735. 
	Supplier’s responsibilities include providing operations and maintenance for all the following GSuite Functions and Configurations:
	
	

	R736. 
	1. Sync with LDAP server like Active Directory 
	Y
	

	R737. 
	2. Admin SDK and robust APIs 
	Y
	

	R738. 
	5.2 [bookmark: _Toc160195009]Microsoft 365
	
	

	R739. 
	5.2.1 [bookmark: _Toc160195010]Office Apps
	
	

	R740. 
	Supplier’s responsibilities include providing operations and maintenance for all the following Microsoft 365 Functions and Configurations:
	
	

	R741. 
	1. Work with the Commonwealth’s End User services supplier to ensure the installation and support of Office client apps (Word, Excel, PowerPoint, OneNote, Publisher (PC only), Access PC only) Visio (PC only) on up to 5 PCs/Macs, 5 tablets, 5 phones per person.
	Y
	

	R742. 
	2. Multilingual User interface for Office apps
	Y
	

	R743. 
	3. Office Mobile Apps – Create/edit rights for commercial use of Office Mobile apps
	Y
	

	R744. 
	4. Office for the web – Create and edit rights for online Versions of core Office apps
	Y
	

	R745. 
	5.2.2 [bookmark: _Toc160195011]Email and Calendar
	
	

	R746. 
	Supplier’s responsibilities include providing operations and maintenance for all the following Microsoft 365 Functions and Configurations:
	
	

	R747. 
	1. Provide platform that allows Customers to connect and stay organized with business-class email, calendaring, and contacts all in one place.
	Y
	

	R748. 
	2. Outlook
	Y
	

	R749. 
	3. Exchange
	Y
	

	R750. 
	5.2.3 [bookmark: _Toc160195012]Meetings and Voice
	
	

	R751. 
	Supplier’s responsibilities include providing operations and maintenance for all the following Microsoft 365 Functions and Configurations:
	
	

	R752. 
	1. Provide platform that delivers elevated meeting experiences with sophisticated call Functionality and a central hub for meetings, chat, content, and calling.
	Y
	

	R753. 
	2. Microsoft Teams
	Y
	

	R754. 
	3. Microsoft Whiteboard
	Y
	

	R755. 
	4. Office 365 Groups
	Y
	

	R756. 
	5. Microsoft Kaizala Pro
	Y
	

	R757. 
	6. Skype for Business on the web
	Y
	

	R758. 
	7. Phone System, audio conferencing
	Y
	

	R759. 
	5.2.4 [bookmark: _Toc152765563][bookmark: _Toc160195013]Teams Voice Enterprise Service Onboarding
	
	

	R760. 
	Supplier’s responsibilities include providing the following Microsoft 365 Teams Voice Enterprise Service enabling functions within M365 COVGOV tenant:
	
	

	R761. 
	Site level migrations with the associated Go Live events. Technical Design Authority (TDA) support for the complete delivery lifecycle. Rapid Voice Design to include Technical Design Workshop, Project Design Workshop
	Y
	

	R762. 
	Assign phone number and voice-enable user and service accounts
	Y
	

	R763. 
	Create and assign voice and calling policies
	Y
	

	R764. 
	Configure any Teams Room or Common Area Phone accounts required	
	Y
	

	R765. 
	Configuration of the tenant side settings and accounts related to Teams devices. Physical installation or configuration of the devices is not covered by default
	Y
	

	R766. 
	Manage DID Routing and assignment
	Y
	

	R767. 
	Advanced Call Flow configuration (Call Queue and Auto Attendant)
	Y
	

	R768. 
	Dynamic E911 Configuration
	Y
	

	R769. 
	5.2.5 [bookmark: _Toc152765564][bookmark: _Toc160195014]Teams Voice Enterprise Service Support
	
	

	R770. 
	Supplier’s responsibilities include providing operations and maintenance support for all the following Microsoft 365 Teams Voice Enterprise Service functions within the M365 COVGOV tenant:
	
	

	R771. 
	MACD – Microsoft Teams – Users - Administration for Teams Users, including enabling, disabling, conference settings, PIN settings, and coexistence settings.
	Y
	

	R772. 
	Configure any device that is certified for and enrolled in Teams
	Y
	

	R773. 
	Calling Policies - Changing Caller ID policies or blocking the calling line ID in Teams 
	Y
	

	R774. 
	Calling Policies - Implement Call Park policy to allow a User to place a call on hold in Teams service. User can use the code to retrieve the call.
	Y
	

	R775. 
	Dynamic Emergency Calling - Change, or remove emergency calling (E911) for Microsoft Teams; 
	Y
	

	R776. 
	Dynamic Emergency Calling - Assign or modify Location Information Service, Teams Emergency Calling or Call Routing policies, DDI Dynamic Policies
	Y
	

	R777. 
	Number Location - Add, change, or remove a Phone Number location
	Y
	

	R778. 
	Create/Change or Update
· Call Forwarding
· Call Hold
· Call Transfer
· Call Delegation, Call Flip
· Call Blocking
· Do Not Disturb, add participants to a 1:1 call
· Visual Voicemail
· Voicemail greeting
	Y
	

	R779. 
	Conferencing Numbers – Assign, re-assign or un-assign new conferencing Numbers and add/update conferencing policy
	Y
	

	R780. 
	5.2.6 [bookmark: _Toc160195015]Social and intranet
	
	

	R781. 
	Supplier’s responsibilities include providing operations and maintenance for all the following Microsoft 365 Functions and Configurations:
	
	

	R782. 
	1. Provide platform that connects and engages across your organization with an intelligent, mobile intranet and enterprise social networking
	Y
	

	R783. 
	2. SharePoint Online
	Y
	

	R784. 
	3. Yammer
	Y
	

	R785. 
	4. Delve
	Y
	

	R786. 
	5. People
	Y
	

	R787. 
	5.2.7 [bookmark: _Toc160195016]Files and Content
	
	

	R788. 
	Supplier’s responsibilities include providing operations and maintenance for all the following Microsoft 365 Functions and Configurations:
	
	

	R789. 
	1. Provide platform that allows Access to files from any Device, at any time. 
	Y
	

	R790. 
	2. OneDrive for Business
	Y
	

	R791. 
	3. Microsoft Stream
	Y
	

	R792. 
	4. Microsoft Sway
	Y
	

	R793. 
	5.2.8 [bookmark: _Toc160195017]Task Management
	
	

	R794. 
	Supplier’s responsibilities include providing operations and maintenance for all the following Microsoft 365 Functions and Configurations:
	
	

	R795. 
	1. Provide platform that efficiently manages work across individuals, teams and organizations. 
	Y
	

	R796. 
	2. Power Apps for Office 365
	Y
	

	R797. 
	3. Microsoft Forms
	Y
	

	R798. 
	4. Power Automate for Office 365
	Y
	

	R799. 
	5. Microsoft Planner
	Y
	

	R800. 
	6. Microsoft To Do
	Y
	

	R801. 
	7. Microsoft Shifts
	Y
	

	R802. 
	5.2.9 [bookmark: _Toc160195018]Advanced Analytics
	
	

	R803. 
	Supplier’s responsibilities include providing operations and maintenance for all the following Microsoft 365 Functions and Configurations:
	
	

	R804. 
	1. Provide a platform that allows Customers to work smarter with personal and organizational productivity insights. 
	Y
	

	R805. 
	2. Provide a platform that allows Customers to make fast, informed decisions with advanced analytical capabilities.
	Y
	

	R806. 
	3. My Analytics
	Y
	

	R807. 
	4. Power BI Pro
	Y
	

	R808. 
	5.2.10 [bookmark: _Toc160195019]Device and app management
	
	

	R809. 
	Supplier’s responsibilities include providing operations and maintenance for all the following Microsoft 365 Functions and Configurations:
	
	

	R810. 
	1. Provide a platform that helps Users be productive wherever they are while keeping corporate information secure. 
	Y
	

	R811. 
	2. Microsoft Graph API
	Y
	

	R812. 
	3. Mobile Device Management
	Y
	

	R813. 
	4. Group Policy Support, Office Telemetry, Roaming settings
	Y
	

	R814. 
	5. Shared computer activation
	Y
	

	R815. 
	5.2.11 [bookmark: _Toc160195020]Identity and access management
	
	

	R816. 
	Supplier’s responsibilities include providing operations and maintenance for all the following Microsoft 365 Functions and Configurations:
	
	

	R817. 
	1. Provide a platform that secures connections between people, Devices, apps, and data
	Y
	

	R818. 
	2. On-premise Active Directory sync for single sign-on
	Y
	

	R819. 
	5.2.12 [bookmark: _Toc160195021]Threat Protection
	
	

	R820. 
	Supplier’s responsibilities include providing operations and maintenance for all the following Microsoft 365 Functions and Configurations:
	
	

	R821. 
	1. Provide platform that detects and investigates advanced threats, compromised identities, and malicious actions across your on-premises and Cloud environments. 
	Y
	

	R822. 
	2. Office 365 Advanced Threat Protection
	Y
	

	R823. 
	5.2.13 [bookmark: _Toc160195022]Information Protection
	
	

	R824. 
	Supplier’s responsibilities include providing operations and maintenance for all the following Microsoft 365 Functions and Configurations:
	
	

	R825. 
	1. Provide platform that protects your Sensitive Data everywhere, even in motion and when shared. 
	Y
	

	R826. 
	2. Information protection – message encryption, rights management, data loss prevention for emails and files
	Y
	

	R827. 
	3. Azure Information Protection
	Y
	

	R828. 
	4. Office 365 Cloud App Security
	Y
	

	R829. 
	5.2.14 [bookmark: _Toc160195023]Advanced Compliance
	
	

	R830. 
	Supplier’s responsibilities include providing operations and maintenance for all the following Microsoft 365 Functions and Configurations:
	
	

	R831. 
	1. Provide platform that assesses your compliance risk with simplified assessment tools
	Y
	

	R832. 
	2. Legal compliance and archiving needs for email – archiving.
	Y
	

	R833. 
	3. eDiscovery
	Y
	

	R834. 
	4. Mailbox hold
	Y
	

	R835. 
	5. Office 365 Advanced Compliance
	Y
	

	R836. 
	5.3 [bookmark: _Toc160195024]Interoperability between messaging platforms
	
	

	R837. 
	VITA’s Customers will have a choice regarding the messaging platform that best meets their business needs.  The two platforms will need to co-exist to create a seamless as possible experience between platforms. Supplier’s responsibilities include providing operations and maintenance for all the following Microsoft 365, GSuite, and other Interoperability Applications, tools, scripts Functions and Configurations:
	
	

	R838. 
	1. Interoperability solutions should be configured and implemented in a way that facilitates interoperability between messaging platforms without requirement to make interoperability Configurations internet facing
	Y
	

	R839. 
	2. Email delivery where virginia.gov and other commonly used Commonwealth SMTP domains are in use
	Y
	

	R840. 
	3. Calendar sharing and appointment booking between platforms
	Y
	

	R841. 
	4. Global address list will be shared between the two platforms
	Y
	

	R842. 
	5. Distribution Lists that contain membership from both platforms
	Y
	

	R843. 
	6. Contacts to be shared between the two platforms
	Y
	

	R844. 
	7. Online file sharing between the two platforms
	Y
	

	R845. 
	8. Use consistent naming standard between platforms
	Y
	

	R846. 
	9. Users can view distribution list membership regardless of platform
	Y
	

	R847. 
	10. Users can add non-COV members to distribution list
	Y
	

	R848. 
	11. Inoperability of instant messaging between the two platforms
	Y
	

	R849. 
	12. Inoperability of instant messaging between the two platforms, regardless of features that are enabled. (example: Archiving)
	N
	Interoperability will not be available between the two platforms for instant messaging

	R850. 
	13. Any other interoperability functionalities or innovative interoperability solutions that can be supported by the supplier 
	Y
	Any interoperability functionality requirement will be deprecated with contract restructuring modification

	R851. 
	5.4 [bookmark: _Toc160195025]Messaging Data Migrations
	
	

	R852. 
	Agencies will have the option to switch between platforms based on business needs.  As part of moving from one platform to another Customer data will need to migrate.  Supplier will provide a migration application/tool, migration expertise, migration process, migration schedule and labor to perform the work in an accurate and timely fashion.  Supplier shall:
	
	

	R853. 
	1. Establish, implement, and manage a migration and implementation plan to transition Messaging services from the GSuite platform to the Microsoft 365 platform
	Y
	

	R854. 
	2. Establish, implement, and manage a migration and implementation plan to transition Messaging services from Microsoft 365 platform to GSuite platform   
	Y
	

	R855. 
	5.4.1 [bookmark: _Toc160195026]Email Migration 
	
	

	R856. 
	Supplier shall:
	
	

	R857. 
	1. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating all email and email attachments
	Y
	

	R858. 
	2. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating all the different types of mailbox objects within an email System to include end User mailbox, shared mailbox, group mailbox, resource account, etc.
	Y
	

	R859. 
	3. Ensure that migration Application will link migrated email attachments to originating email
	Y
	

	R860. 
	4. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating attachments to a Cloud file location (Google Drive, OneDrive)
	Y
	

	R861. 
	5. Establish, Implement, manage and maintain migration Application/tool solution capable of maintaining the mailbox folder structure within the inbox and subfolders
	Y
	

	R862. 
	6. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating categories, labels, folders, identifiers
	Y
	

	R863. 
	7. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating the status of the email such as unread, read, importance flagged and etc.
	Y
	

	R864. 
	8. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating the identified priority of the email 
	Y
	

	R865. 
	9. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating inbox/account delegation migrations
	Y
	

	R866. 
	10. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating signatures
	Y
	

	R867. 
	11. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating sticky notes
	Y
	

	R868. 
	12. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating labels migrated as categories of vice versa
	Y
	

	R869. 
	13. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating Public Folders with permissions
	Y
	

	R870. 
	14. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating aliases
	Y
	

	R871. 
	15. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating of personal or public distribution groups/lists including members
	Y
	

	R872. 
	16. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating Shared mailboxes
	Y
	

	R873. 
	17. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating mailbox rules
	Y
	

	R874. 
	18. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating encrypted messaging data
	Y
	

	R875. 
	19. Migrate and Upgrade existing mailboxes (e.g., Gmail, including Google Vault data) into live, accessible Supplier Solution as requested by VITA or other Customers, including:
	Y
	

	a. 
	19.1. Implement and maintain services such as domain controllers, DNS services (e.g., Directory Services schema) associated with migration or Upgrades.
	Y
	

	b. 
	19.2. Provide, Install, and operate any necessary migration tools.
	Y
	

	c. 
	19.3. Transfer existing content at Customer request.
	Y
	

	d. 
	19.4. Clean existing unused content at VITA or Customer direction during the migration.
	Y
	

	e. 
	19.5. Scheduling around Customer timing requirements to minimize business Impact.
	Y
	

	R876. 
	5.4.2 [bookmark: _Toc160195027]Address Book
	
	

	R877. 
	Supplier shall:
	
	

	R878. 
	1. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating and syncing an Updated Global address book regardless of platform
	Y
	

	R879. 
	2. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating of contacts including email, name, phone numbers, etc.
	Y
	

	R880. 
	3. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating group membership for any custom personal groups configured.
	Y
	

	R881. 
	5.4.3 [bookmark: _Toc160195028]Calendaring
	
	

	R882. 
	Supplier shall:
	
	

	R883. 
	1. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating all appointments and appointments with recurrences
	Y
	

	R884. 
	2. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating secondary calendars within the mailbox either owned by a User or group.
	Y
	

	R885. 
	3. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating the reminders associated with the calendars
	Y
	

	R886. 
	4. Establish, Implement, manage and maintain migration Application/tool solution capable of migration of shared calendar and personal calendar permission and rights
	Y
	

	R887. 
	5. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating tasks
	Y
	

	R888. 
	6. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating task attachments
	Y
	

	R889. 
	7. Establish, Implement, manage and maintain migration application/tool solution capable of migrating rooms, Equipment, and people
	Y
	

	R890. 
	8. Establish, Implement, and manage migration Application/tool solution capable of migrating out of office settings
	Y
	

	R891. 
	5.4.4 [bookmark: _Toc160195029]Collaboration Services
	
	

	R892. 
	Supplier shall:
	
	

	R893. 
	1. Establish, Implement, manage and maintain migration Application/tool solution capable of migrating data, metadata, folder structure, layout, customization and permissions
	Y
	

	R894. 
	2. Establish, Implement, manage and maintain migration Application/tool solution capable of reporting migration results 
	Y
	

	R895. 
	5.4.5 [bookmark: _Toc160195030]Shared Infrastructure and Migration Methodology
	
	

	R896. 
	In preparation for migration, Supplier shall perform an evaluation, identification, and cleanup of mailbox objects, settings and Configuration by working with Customers to examine messaging platform use.  This includes but is not limited to mailbox objects that may no longer be needed, named incorrectly, need permissions changed, the syncing process from the COV Active Directory, the attributes used to identify use, the process to sync data.  Supplier shall:
	
	

	R897. 
	1. Prepare messaging environment for migration with discovery and reporting to enable Customers to determine migration options and implement those options
	Y
	

	R898. 
	2. Establish, Implement, manage and maintain migration Application/tool solution capable of stating and scheduling migrations based on Batches if required
	Y
	

	R899. 
	3. Establish, Implement, and manage migration Application/tool solution capable of migrating and managing mailbox plugin migration planning
	Y
	

	R900. 
	4. Establish, Implement, and manage the use of single sign-on and MFA Configuration and use
	Y
	

	R901. 
	5.5 [bookmark: _Toc160195031]Mobile Device Management including Applications with WorkspaceOne and Apple Device Enrollment Program
	
	

	R902. 
	Supplier shall:
	
	

	R903. 
	1. Provide services and features typical of enterprise mobile Device management (MDM) services in the market, including:
	Y
	

	a. 
	1.1. Device Security  policies
	Y
	

	b. 
	1.2. Remote wipe (enterprise data, applications, or entire Device)
	Y
	

	c. 
	1.3. Over the air Patching and Software distribution
	Y
	

	d. 
	1.4. Text (or similar) messaging notification to all Devices or groups of Devices
	Y
	

	R904. 
	2. Provide capability to retain select content on a Device in the Event of a MDM Services or network outage.
	Y
	

	R905. 
	3. Provide for web content filtering on the Device.
	Y
	

	R906. 
	4. Allow for full access to multiple mailboxes on a single Device.
	Y
	

	R907. 
	5. Provide secure access to VITA or Customer network via MDM browser.
	Y
	

	R908. 
	6. Enforce Security and Application policies, which may be segmented on a business unit, User, employee-owned vs. Customer-owned, or other basis.
	Y
	

	R909. 
	7. Provide Functionality for secured reverse proxy or VPN Connectivity to the enterprise environment.
	Y
	

	R910. 
	8. Detect direct Device hacking attempts (e.g., jailbreak, rootkit); disable Device access and notify VITA as required by VITA Rules.
	Y
	

	R911. 
	9. Integrate MDM services with the enterprise e-mail environment.
	Y
	

	R912. 
	10. Operate on common smartphones and tablets (e.g., iPhone, iPad, Windows Mobile, Android,).
	Y
	

	R913. 
	11. Activate and deactivate mobile Device access to the enterprise environment.
	Y
	

	R914. 
	12. Provide support for lost, stolen, and warranty report of mobile Devices.
	Y
	

	R915. 
	13. Enable and support synchronization of e-mail, attachments, and personal information management (PIM) information between the messaging services and mobile Devices, including address book, task list, and calendar.
	Y
	

	R916. 
	14. Distribute recommended operating system and Application Updates automatically.  Where this is not possible, notify end Users of the need to initiate an Update and provide User Documentation and support for the Update process.
	Y
	

	R917. 
	15. Provide Application distribution and management tools, including Application packaging, over-the-air provisioning, Application distribution, policy management, and associated reporting (e.g., “app store” management).
	Y
	

	R918. 
	16. Provide Security management, including password management, remote Device lock, remote Device wipe, data encryption, anti-Malware protection, Firewall protection, VPN Connectivity, Incident Management, and associated reporting.
	Y
	

	R919. 
	17. Maintain and routinely Update a Database of subscribers and assets, including:
	Y
	

	a. 
	17.1. Device ID / Serial Number / SIM Card Number 
	Y
	

	b. 
	17.2. Phone Number
	Y
	

	c. 
	17.3. Device User and E-mail Address
	Y
	

	d. 
	17.4. Carrier
	Y
	

	e. 
	17.5. Type of service
	Y
	

	f. 
	17.6. Date of issuance
	Y
	

	g. 
	17.7. Device type
	Y
	

	h. 
	17.8. Operating system type and Version
	Y
	

	i. 
	17.9. Whether the Device is personally owned (i.e., bring your own Device (BYOD)) or enterprise-owned.
	Y
	

	R920. 
	18. Notify relevant parties (e.g., VITA, Customers, Third Parties) involved in the delivery or affected by mass outages hindering Functionality of mobile Devices.
	Y
	

	R921. 
	19. Ensure that service features will continually evolve to stay contemporary with best of breed market offerings.
	Y
	

	R922. 
	5.6 [bookmark: _Toc160195032]Mobile Application Management with WorkspaceOne
	
	

	R923. 
	Supplier shall:
	
	

	R924. 
	1. Provide Mobile Application Management Services for VITA and other Customers in accordance with applicable VITA Rules
	Y
	

	R925. 
	2. Collaborate with VITA and VITA’s incumbent to the extent necessary in the Development of disentanglement plan to transition services from the incumbent to the Supplier.
	Y
	

	R926. 
	3. Support the existing COV Mobile Application Management Infrastructure (i.e. VMWare AirWatch), including all Hardware, Software, and tools necessary to support its operation.
	Y
	

	R927. 
	4. Operate on common smartphones and tablets (e.g., iPhone, iPad, Windows Mobile, Android).
	Y
	

	R928. 
	5. Support for Corporate owned and BYOD Devices.
	Y
	

	R929. 
	6. Provide services and features typical of enterprise Mobile Application Management (MAM) services in the market, including:
	Y
	

	a. 
	6.1. Application Delivery in the form of an Enterprise Application store as well as a multi-tenant Application store
	Y
	

	b. 
	6.2. Application updating with new revisions
	Y
	

	c. 
	6.3. Application performance monitoring
	Y
	

	d. 
	6.4. User/handheld authentication to the Application
	Y
	

	e. 
	6.5. Application crash log reporting
	Y
	

	f. 
	6.6. User and Group access controls to Applications
	Y
	

	g. 
	6.7. Application Version management
	Y
	

	h. 
	6.8. Application Configuration management by policy
	Y
	

	i. 
	6.9. Application pushing
	Y
	

	j. 
	6.10. Application Reporting and Tracking
	Y
	

	k. 
	6.11. Usage Analytics
	Y
	

	l. 
	6.12. Application Event Management
	Y
	

	m. 
	6.13. Application wrapping and deployment
	Y
	

	n. 
	6.14. Application packaging for deployment
	Y
	

	o. 
	6.15. Device and User Security policies
	Y
	

	p. 
	6.16. Multi-tenant App Store
	Y
	

	R930. 
	7. Provide capability to retain select content on a Device in the Event of a MAM Services or network outage.
	Y
	

	R931. 
	8. Provide secure access to VITA or Customer network via MDM browser.
	Y
	

	R932. 
	9. Enforce Security and Application policies, which may be segmented on a business unit, User, employee-owned vs. Customer-owned, or other basis.
	Y
	

	R933. 
	10. Provide Functionality for secured reverse proxy or VPN Connectivity to the enterprise environment.
	Y
	

	R934. 
	11. Activation and deactivation of mobile Device access to the enterprise environment.
	Y
	

	R935. 
	12. Provide Application distribution and management tools, including Application packaging, over-the-air provisioning, Application distribution, policy management, and associated reporting (e.g., “app store” management).
	Y
	

	R936. 
	13. Maintain and routinely Update a Database of subscribers and assets, including:
	Y
	

	a. 
	13.1. Device ID/Serial Number/SIM Card Number
	Y
	

	b. 
	13.2. Phone Number
	Y
	

	c. 
	13.3. Device User and E-mail Address
	Y
	

	d. 
	13.4. Carrier
	Y
	

	e. 
	13.5. Type of service
	Y
	

	f. 
	13.6. Date of issuance
	Y
	

	g. 
	13.7. Device type
	Y
	

	h. 
	13.8. Operating system type and Version
	Y
	

	i. 
	13.9. Whether the Device is personally owned (i.e., bring your own Device (BYOD)) or enterprise-owned.
	Y
	

	R937. 
	14. Notify relevant parties (e.g., VITA, Customers, Third Parties) involved in the delivery or affected by mass outages hindering Functionality of mobile Devices.
	Y
	

	R938. 
	15. Ensure that Service features will continually evolve to stay contemporary with best of breed market offerings.
	Y
	

	R939. 
	5.7 [bookmark: _Toc160195033]Simple Mail Transfer Protocol (SMTP) Relay 
	
	

	R940. 
	Supplier shall:
	
	

	R941. 
	1. Establish, implement, manage and maintain a SMTP relay service for Customers that will allow for Customer applications, scripts, processes to relay email without quantity limitations  
	Y
	

	R942. 
	2. Establish, implement, manage and maintain a SMTP relay service that allows for custom delivery rules based on enterprise Configuration as well as Customer desired Configuration
	Y
	

	R943. 
	3. Establish, implement, manage and maintain a SMTP relay service that will scan messages for Malicious Code, malware prior to sending out for delivery and will take specific action based on rules 
	Y
	

	R944. 
	4. Establish, implement, manage and maintain a SMTP service that supports email encryption
	Y
	

	R945. 
	5. Establish, implement, manage and maintain a SMTP service that supports email data loss prevention
	Y
	

	R946. 
	6. Establish, implement, manage and maintain a SMTP service that does log shipping to enterprise SIEM
	Y
	VITA Directed SIEM

	R947. 
	7. Establish, implement, and manage and maintain SMTP service that has real time email tracking, reporting, and tracing capabilities
	Y
	

	R948. 
	8. Establish, implement, manage and maintain a SMTP service that includes a “bypass” for encryption and Data Loss Prevention
	Y
	

	R949. 
	9. Establish, implement, manage and maintain a SMTP service that allows the Commonwealth to leverage other included features of proposed product
	Y
	

	R950. 
	5.8 [bookmark: _Toc160195034]ListServ
	
	

	R951. 
	Supplier shall:
	
	

	R952. 
	1. Support the existing ListServ Application including necessary Patches, Updates and hotfixes
	Y
	

	R953. 
	2. Support the existing ListServ Application including necessary Security  Patches and fixes
	Y
	

	R954. 
	3. Support any associated free Software required to run ListServ Application
	Y
	

	R955. 
	4. Support free tools necessary to support ListServ operations
	Y
	

	R956. 
	5. Collaborate with VITA, VITA’s Incumbent and new VITA suppliers to the extent necessary in troubleshooting of operational issues with ListServ
	Y
	

	R957. 
	6. Maintain all existing logging as it is configured at transition
	Y
	

	R958. 
	7. Maintain all existing reporting as it is configured at transition 
	Y
	

	R959. 
	5.9 [bookmark: _Toc160195035]Voicemail to Email(SUSPEND)
	
	

	R960. 
	Supplier’s responsibilities include:
	
	

	R961. 
	1. Establish, implement manage and maintain a voicemail to email capability that integrates with VITA’s or Customer’s VoIP Systems to provide access to voicemails via messaging platforms
	Y
	

	R962. 
	2. Providing a Voicemail to email capability that allows for common tasks such as listening to, deleting, saving a voicemail message from within the mailbox platform.
	Y
	

	R963. 
	5.10 [bookmark: _Toc160195036]Fax to Email(SUSPEND
	
	

	R964. 
	Supplier’s responsibilities include:
	
	

	R965. 
	1. Establish, implement, manage and maintain a fax to email capability that will integrate with messaging mailbox and will allow faxes to be forwarded to mailbox as an email.
	Y
	

	R966. 
	2. Establish, implement and manage a Fax to email capability that allows for common tasks such as receiving a fax and sending a fax
	Y
	

	R967. 
	3. Establish, implement and manage a Fax to email capability that allows for Storage in online and local Storage
	Y
	

	R968. 
	4. Establish, implement and manage multiple automated ways (ex: HTTPs, SFTP, FTPS) to push and pull fax data where fax metadata is maintained
	Y
	

	R969. 
	5. Establish, implement and manage the ability to deliver and store fax data to local and online storage options
	Y
	

	R970. 
	6. Establish, implement and manage the ability to porting fax line numbers 
	Y
	

	R971. 
	7. Establish, implement and manage the ability to forward fax line numbers
	Y
	

	R972. 
	8. Establish, implement and manage solution that maintain fax metadata 
	Y
	

	R973. 
	9. Establish, implement and manage solution that meets the highest standards of HIPAA, PII, PHI, PCI and other regulatory standards
	Y
	

	R974. 
	10. Establish, implement and manage solution that provides end to end encryption throughout the pipeline, including at rest
	Y
	

	R975. 
	11. Establish, implement and manage solution that provides Optical Character Recognition (OCR) and is searchable
	Y
	

	R976. 
	12. Establish, implement and manage solution that allows for multiple retention periods based on retention schedule
	Y
	

	R977. 
	13. Establish, implement and manage solution that supports multiple configurable file format options
	Y
	

	R978. 
	14. Establish, implement and manage a solution that allows for alternate delivery based on size of the fax where the fax exceeds the configured limit
	Y
	

	R979. 
	15. Establish, implement and manage a solution allow for full functionality when delivered to a delegate account
	Y
	

	R980. 
	5.11 [bookmark: m_-2799607629086643193_m_-40472891390682][bookmark: _Toc160195037]Enterprise Collaboration Services
	
	

	R981. 
	Supplier’s responsibilities include:
	
	

	R982. 
	1. Provide administration, maintenance and support for the Enterprise Collaboration Services for both Microsoft and Google platforms.
	Y
	

	R983. 
	6.0 [bookmark: _Toc160195038] Documentation, Analysis, and Evolution
	
	

	R984. 
	VITA and its Customers provide essential services to the citizens of Virginia. Many of these essential services depend on a stable computing environment providing Messaging Services. VITA and its Customer Agencies have taken a very conservative approach to technology over the last decade and are now interested in exploring the performance and efficiency improvements that are available via new and emerging technologies.
	
	

	R985. 
	6.1 [bookmark: _Toc160195039]Documentation, Analysis, and Remediation
	
	

	R986. 
	Supplier shall:
	
	

	R987. 
	1. Perform a comprehensive review of the operation and maintenance of the Messaging Services in use by VITA and VITA Customers at CESC (including facility), Customer locations, and Cloud based in accordance with VITA Rules and the SMM.
	Y
	

	R988. 
	1.1. Deploy a discovery tool or some other method to identify issues with Messaging Services that supports Messaging.  
	Y
	

	R989. 
	1.2. Prepare a report to VITA and the MSI based on the discovery tool or other method on the issues identified and recommended actions to address
	Y
	

	R990. 
	2. Document the existing Messaging environment to include:
	Y
	

	R991. 
	2.1. Inventory of all Server, Storage, and Network Components to include:
	Y
	

	R992. 
	2.1.1. Operating System Software Version
	Y
	

	R993. 
	2.1.2. Physical/virtual status
	Y
	

	R994. 
	2.1.3. Assigned Customer or Enterprise
	Y
	

	R995. 
	2.1.4. Name and type of Applications Installed
	Y
	

	R996. 
	2.1.5. Projected End-of-Life date for all Components Installed on the Instance
	Y
	

	R997. 
	2.1.6. Recommended version number for all Components Installed on the Instance 
	Y
	

	R998. 
	2.2. Physical location of all Server, Storage, and Network Devices to include:
	Y
	

	a. 
	2.2.1. Building
	Y
	

	b. 
	2.2.2. Floor
	Y
	

	c. 
	2.2.3. Room Number
	Y
	

	R999. 
	7.0 [bookmark: _Toc160195040] Server and Platform Services
	
	

	R1000. 
	Supplier is responsible to maintain the current environments identified in the Environment Overview Documents as well as new Platform Services offered in this solution. 
Supplier will provide VITA and its Clients with Platform Services in a multi-tier Support Level environment. The Commonwealth is interested in Suppliers offering a variety of tiers that provide Availability, performance, Support, and recovery Services.
	
	

	R1001. 
	7.1 [bookmark: _Toc160195041]Common Platform Services
	
	

	R1002. 
	Supplier’s shall:
	
	

	R1003. 
	1. Assume responsibility for and perform all Functions and operations.
	Y
	

	R1004. 
	2. Install, Configure, monitor and Support tools for the collection of detailed information required for SLAs, Reports and invoicing.
	Y
	

	R1005. 
	3. Ensure the implementation of Platform management and monitoring for Servers in all Data Centers and Cloud in accordance with the SMM.
	Y
	

	R1006. 
	4. Manage and monitor Messaging performance and utilization of the various resources necessary to provide optimum Services performance (e.g., CPU, file System level Storage, memory, Server Network interface throughput).
	Y
	

	R1007. 
	5. Monitor the performance of Messaging services in accordance with the SMM, take appropriate actions to Resolve System-related Incidents and/or Problems, including escalating (as appropriate) the Incident and/or Problem to the proper Support group.
	Y
	

	R1008. 
	6. On an ongoing basis, enhance processing capabilities and efficiencies through system tuning and other run-time improvements.
	Y
	

	R1009. 
	7. Provide for the partitioning of the Service such that multiple VITA Customers can securely share the use of Messaging Services including the Support of multiple organizations and sub-organizations.
	Y
	

	R1010. 
	8. Provide for proactive monitoring and Support.
	Y
	

	R1011. 
	9. Perform Messaging Server administration Functions, which include the Development, establishment, Installation, and maintenance of:
	Y
	

	R1012. 
	9.1. Directories.
	Y
	

	R1013. 
	9.2. Directory structures.
	Y
	

	R1014. 
	9.3. Naming conventions.
	Y
	

	R1015. 
	9.4. File Systems.
	Y
	

	R1016. 
	10. Purge and file old User accounts upon VITA-approved User’s request and in accordance with VITA and VITA Customer policies.
	Y
	

	R1017. 
	11. Restore archived or deleted objects and files upon VITA-approved User’s request.
	Y
	

	R1018. 
	12. Perform regular monitoring of utilization needs and efficiencies, and report regularly on tuning initiatives.
	Y
	

	R1019. 
	13. Perform or obtain proactive failure trend analysis.
	Y
	

	R1020. 
	14. Produce trend Reports to highlight production Incidents and Problems and establish predetermined action and escalation procedures when patch window Incidents and Problems are encountered.
	Y
	

	R1021. 
	15. Monitor, verify, and make appropriate adjustments to Support proper and timely Application process executions.
	Y
	

	R1022. 
	16. Monitor Messaging Applications to proactively prevent or Resolve Application performance, degradation or failure where such activities are part of the Service.
	Y
	

	R1023. 
	17. Notify the MSI and affected VITA Customers, in accordance with the notification procedures, in the Event that Messaging Applications do not execute properly.
	Y
	

	R1024. 
	18. Perform periodic and Emergency Systems maintenance in accordance with Procedures established in the SMM to minimize the Impact to Customers’ businesses.
	Y
	

	R1025. 
	19. Perform computer shutdowns and restarts, as required, and execute customary utility Functions.
	Y
	

	R1026. 
	20. Maintain shutdown and restart order and dependency Documentation for all Systems and their Services/Processes for a Site.
	Y
	

	R1027. 
	21. Gather and maintain order and dependency information, by VITA and VITA Customer business priorities. 
	Y
	

	R1028. 
	22. Maintain, administer, and provide necessary automated tools and processes for Systems management to the extent available in the VITA-approved tool suite or as required to be delivered by Supplier elsewhere in the Agreement.
	Y
	

	R1029. 
	23. Maintain tables, calendars, parameters, and definitions for tools used to automate manual Procedures or to automate and improve the quality of the operations.
	Y
	

	R1030. 
	24. Maintain and Update the operational Documentation for all operations procedures and Services, including maintaining accurate information about all CIs in the CMS / CMDB.
	Y
	

	R1031. 
	25. Provide guidance for active prevention of Messaging performance Events 
	Y
	

	R1032. 
	26. Provide threshold levels at the Messaging level, per VITA and VITA Customer guidelines.
	Y
	

	R1033. 
	27. Analyze performance metrics and respond proactively to potential Problem areas.
	Y
	

	R1034. 
	28. Suspend, disable, or remove Users in accordance with procedures and relevant notifications developed and documented with VITA and VITA Customers’ input and Approval.
	Y
	

	R1035. 
	29. Audit Messaging Infrastructure Server rights and privileges on at least a monthly and ad hoc basis as requested with results reported to MSI, VITA and VITA Customers.
	Y
	

	R1036. 
	30. Assist individual departments and VITA-approved Users in lost or damaged file recovery from the backups by executing agreed recovery procedures or approved workarounds including defined Recovery Point Objectives (RPO) for the data.
	Y
	

	R1037. 
	31. Provide assistance in analyzing and correcting all Problems (e.g., Application, End-User Computing, Network) that may be associated with Messaging Server processing.
	Y
	

	R1038. 
	32. Maintain and Update the Documentation for all Messaging operations Procedures and Services, including maintaining accurate information about all CIs in the CMS / CMDB and relationships between CIs.
	Y
	

	R1039. 
	33. Maintain and develop tools and processes to provide automated Systems management.
	Y
	

	R1040. 
	34. Provide a standard remote screen sharing service for collaborative work as requested by VITA or VITA Customer.
	Y
	

	R1041. 
	35. Work with other Suppliers to provide remote Software distribution to Equipment.
	Y
	

	R1042. 
	36. Provide System administration and operational Support for high-Availability Equipment requiring manual and/or automated fail-over methods.
	Y
	

	R1043. 
	37. Integrate with the MSI’s SMS to provide VITA-approved Users with access to real-time System monitoring information via the Customer Portal with profiled access by VITA request (e.g. segregated by VITA Customer.)
	Y
	

	R1044. 
	38. Monitor and alert on thresholds, and provide alerts to VITA and its Customers as specified in the SMM.
	Y
	

	R1045. 
	39. Audit the Server rights and privileges on at least a quarterly basis and report the results to the MSI and VITA.
	Y
	

	R1046. 
	40. Perform or assist individual Customers and Users in lost or damaged file recovery from the Server backups by executing SMM recovery procedures.
	Y
	

	R1047. 
	41. Provide assistance in analyzing and correcting endpoint and/or Network Incidents and Problems that may be associated with Server processing.
	Y
	

	R1048. 
	42. Provide node/host information to authorized VITA representatives or its agents, and check and reset ports.
	Y
	

	R1049. 
	43. Develop tools and processes to provide automated Systems management.
	Y
	

	R1050. 
	44. Provide technical Support for Messaging Server environments.
	Y
	

	R1051. 
	45. Install Productivity Suites and perform all required operational modifications for the efficient and proper delivery of the Services.
	Y
	

	R1052. 
	46. Determine file, data set, and volume placement for Messaging Infrastructure.
	Y
	

	R1053. 
	47. Utilize tools and processes to allow automated and remote Systems management of the Messaging environment. Such tools and processes will include: 
	Y
	

	R1054. 
	47.1. License management tools.
	Y
	

	R1055. 
	47.2. Performance measurement and tuning.
	Y
	

	R1056. 
	47.3. Network monitoring and control protocols (e.g., SNMP.)
	Y
	

	R1057. 
	47.4. Backup/Business Continuity.
	Y
	

	R1058. 
	47.5. Server administration.
	Y
	

	R1059. 
	47.6. Server management re-Configuration.
	Y
	

	R1060. 
	47.7. Automatic alerting.
	Y
	

	R1061. 
	48. Provide the Functionality, necessary Software, and perform monitoring and removal of malware programs from all Messaging Servers.
	Y
	

	R1062. 
	49. Create and maintain operational Documentation for all Applications and User procedures that affect operations for VITA and VITA Customers.
	Y
	

	R1063. 
	50. Provide integrations with high Availability, failover and disaster recovery type Services as necessary.
	Y
	

	R1064. 
	51. Provide ability to integrate with new COV Services including Cloud-based as necessary. 
	Y
	

	R1065. 
	52. Enforce hardening standards as established by the Managed Security Services Provider and VITA Rules.
	Y
	

	R1066. 
	7.2 [bookmark: _Toc160195042]Security and Data Management
	
	

	R1067. 
	Supplier’s responsibilities include:
	
	

	R1068. 
	1. Comply with VITA Rules including Security, data and records management, and electronic records and data archiving.
	Y
	

	R1069. 
	2. Provide Data management Support including:
	Y
	Implement a data management solution and support that is within the capabilities of  Microsoft365

	R1070. 
	2.1. Leverage industry best practices for the management and organization of Customer data.
	Y
	

	R1071. 
	2.2. Develop and document in the SMM procedures for performing Storage and Data management and archive procedures that meet requirements and conform to defined policies.
	Y
	

	R1072. 
	2.3. Provide a Solution that allows for the archiving of data based upon various criteria such as last acessed date.
	Y
	 Created or last modified

	R1073. 
	2.4. Provide access to data and backups that allows for cost effective Storage. 
	Y
	

	R1074. 
	2.5. Design, document in the SMM, and implement a data lifecycle management plan based on VITA and VITA Customer (e.g., Library of Virginia) requirements or regulations.
	Y
	

	R1075. 
	2.6. Support data type classification requirements and labeling (e.g., FTI, PCI) in accordance with VITA Rules.
	Y
	

	R1076. 
	2.7. Provide expedited Support for e-discovery and special legal or legislative requests of data (e.g., FOIA).
	Y
	

	R1077. 
	8.0 [bookmark: _Toc160195043]Disaster Recovery & Data Integrity 
	
	

	R1078. 
	The Supplier is expected to implement Messaging Disaster Recovery Service models for the Customers. The Supplier is responsible for providing these Messaging Services but the MSI will provide the management, planning, strategy, and testing coordination Services associated with Service Continuity Planning.  Supplier is expected to subscribe where applicable to the Service Storage Data Center Supplier’s disaster recovery hosted Function.
	
	

	R1079. 
	8.1 [bookmark: _Toc160195044]General Services
	
	

	R1080. 
	Supplier responsibilities include the following:
	
	

	R1081. 
	1. Instances where services support High Availability (Cloud) supplier shall create a Disaster Recovery service that maintains an RTO of 99.9% uptime and an RPO of <4 hours.
	Y
	

	R1082. 
	2. Instances where CI(s) are maintained in a data canter (i.e. CESC, QTS) Supplier shall subscribe to DR services that maintain an RTO and RPO of <4 hours.
	Y
	

	R1083. 
	3. Backed up data shall be replicated to an offsite location.
	Y
	

	R1084. 
	4. Supplier shall comply with all Federal and State requirements.
	Y
	

	R1085. 
	5. Backup and Data replication shall adhere to current data encryption standards
	Y
	

	R1086. 
	6. Subscribe to the hosting facility Disaster Recovery Servers at a level that allows the contracted services to meet all the RTO and RPO that are in accordance with VITA Rules
	Y
	

	R1087. 
	7. If Suppliers subscribe to Third Party Disaster Recovery or Data Integrity services, it should be approved by VITA
	Y
	

	R1088. 
	8. Data replication between sites and/or Data Centers for data availability should provide a mechanism to detect data corruption during replication and provide options for action based on the corruption
	Y
	

	R1089. 
	9. Solution should have the ability to restore corrupted data detected during replication to its original uncorrupted state
	Y
	

	R1090. 
	10. Solution should provide ability to allow Customers to extract and archive individual data blocks to a Third Party service
	Y
	

	R1091. 
	11. Solution should allow for the option to backup messaging data
	Y
	

	R1092. 
	12. Solution should provide real time dashboards and reporting by enterprise and agency of Disaster Recovery, data Integrity, and backup status
	Y
	

	R1093. 
	9.0 [bookmark: _Toc160195045] Enhanced Services
	
	

	R1094. 
	The Commonwealth is interested in any other Services that would provide additional value to the overall offering. Supplier may add additional rows within this section to document additional value-added services.
	
	

	R1095. 
	9.1 [bookmark: _Toc160195046]Electronic Records Management Service
	
	

	R1096. 
	Records management refers to a set of activities required for systematically controlling the creation, distribution, use, maintenance, and disposition of recorded information maintained as evidence of business activities and transactions. 
The Electronic Records Management Service can be hosted by:
· Off Premise – community or Public Cloud with appropriate approved Security controls in place
Supplier shall:
	
	ERM is hosted in the MSFT GCC. 

	R1097. 
	1. Provide Electronic Records Management Service
	Y
	

	R1098. 
	2. Provide Configuration and Support Services. 
	Y
	

	R1099. 
	3. Configure, Support, and administer Electronic Records Management Service Software as required. 
	Y
	

	R1100. 
	4. Maintain accurate Documentation on the logical Configuration of the Electronic Records Management Service. 
	Y
	

	R1101. 
	5. Provide high Availability and Business Continuity Services as required.
	Y
	

	R1102. 
	6. Provide Level 2 and Level 3 technical Support for the Electronic Records Management Service on all technical platforms. 
	Y
	

	R1103. 
	7. Perform backup and recovery activities. 
	Y
	Included in the SaaS MSFT Purview solution

	R1104. 
	8. Collect and analyze performance and utilization data and tune the Electronic Records Management Service to maintain efficiency. 
	Y
	Included in the SaaS MSFT Purview solution

	R1105. 
	9. Monitor and tune transaction load balancing. 
	Y
	MSFT Purview handles load balancing internally

	R1106. 
	10. Provide VITA and VITA Customer environment isolation as required to meet VITA Rules and in accordance with the SMM.
	Y
	

	R1107. [bookmark: _Hlk141788774]
	9.2 [bookmark: _Toc160195047]Records Management Controls
	
	

	R1108. 
	Supplier will provide a platform that will support the following requirements and provide operations and maintenance as it pertains to records management controls:
	
	

	R1109. [bookmark: _Hlk141788726]
	1. Controls to ensure a full and accurate representation of the transactions, activities, or facts to which they attest and can be depended upon in the course of subsequent transactions or activities.
	Y
	AeRM - Audit conducted by NTT. Cannot delegate to customer

	R1110. 
	2. Controls to protect against unauthorized addition, deletion, alteration, use, and concealment.
	Y
	

	R1111. 
	3. Controls, such as Audit Trails, to ensure records are complete and unaltered.
	Y
	

	R1112. 
	4. Mechanisms to ensure records can be located, retrieved, presented, and interpreted.
	Y
	

	R1113. 
	5. Mechanisms to preserve all aspect of a record.
	Y
	

	R1114. 
	6. Mechanisms to implement cross-references to related records that show the organizational, Functional, and operational circumstances about the record, which will vary depending upon the business, legal, and Regulatory Requirements of the business activity.
	Y
	

	R1115. 
	7. Controls to ensure the maintenance of the physical and logical format of the records and the relationships between the data elements.
	Y
	Included in the SaaS MSFT Purview solution

	R1116. 
	8. One or more standard interchange or export formats when needed to permit the exchange of electronic records between offices using different Software or operating Systems or when permanent retention is required.
	Y
	Included in the SaaS MSFT Purview solution

	R1117. 
	9. Design, document in the SMM, and implement a data lifecycle management plan based on VITA and VITA Customer requirements or regulations.
	Y
	

	R1118. 
	9.3 [bookmark: _Toc160195048]Electronic Recordkeeping Functionalities
	
	

	R1119. 
	Supplier will provide platform that will support the following requirements and provide operations and maintenance as it pertains to records management controls:
	
	

	R1120. 
	1. Support the Commonwealth records retention requirements, policies, and disposition processes as directed by VITA or VITA Customers.
	Y
	

	R1121. 
	2. Assign unique identifiers to records.
	Y
	

	R1122. 
	3. Allow import of records from other sources, manually enter records into the System, or link records to other Systems.
	Y
	

	R1123. 
	4. Provide mechanisms to associate records with Customer-specified records retention schedule and disposition requirements.
	Y
	

	R1124. 
	5. Prevent the unauthorized access, modification, or deletion of declared records, and ensure that appropriate Audit Trails are in place to track use of the records.
	Y
	

	R1125. 
	6. Establish the appropriate rights for Users to access the records and facilitate the search and retrieval of records.
	Y
	

	R1126. 
	7. Ensure that all records in the System are managed, retrievable, and usable for as long as needed to conduct Customer business and to meet Customer-specified retention and disposition requirements.
	Y
	

	R1127. 
	8.  Apply records hold or freeze on disposition when required.
	Y
	

	R1128. 
	9. Allow for disposition and disposition reporting as required. 
	Y
	

	R1129. 
	10. Support retention of all Messaging data, including file attachments and message metadata
	Y
	

	R1130. 
	11. Support the ability to search by metadata and key words/phrases in active, archived, and encrypted messages and attachments.
	Y
	

	R1131. 
	12. Allow searches on metadata to identify records eligible for disposition.
	Y
	

	R1132. 
	13. Provide mechanism for making deleted content irretrievable, such as media sanitization.
	Y
	

	R1133. 
	9.4 [bookmark: _Toc160195049]Email Records Management
	
	

	R1134. 
	Supplier will provide a platform that will support the following requirements and provide operations and maintenance as it pertains to records management controls:
	
	

	R1135. 
	1. Transmission data (names of sender, all addressee(s), date message was sent, etc.) will be preserved for the life of each electronic mail record. 
	Y
	

	R1136. 
	2. Attachments to electronic mail messages will be preserved as part of the electronic mail record or linked to the electronic mail record with other related records.
	Y
	

	R1137. 
	3. If the electronic mail System identifies Users by codes or nicknames or identifies addressees only by the name of a distribution list, retain the intelligent or full names on directories or distributions lists to ensure identification of the sender and addressee(s) of messages. 
	Y
	

	R1138. 
	4. After an employee terminates, electronic mail messages are retained according to Customer-specified retention periods.
	Y
	

	R1139. 
	5. Configuration options or other controls on deletion rules ensure preservation of the electronic mail messages until the expiration of Customer-specified retention periods.
	Y
	

	R1140. 
	9.5 [bookmark: _Toc160195050]Legal Holds for eDiscovery, FOIA, and Other Records Requests
	
	

	
	Supplier will provide a platform that will support the following requirements and provide operations and maintenance as it pertains to records management controls. Supplier shall:
	
	

	R1141. 
	1. Ensure all selected, responsive legal hold records are immutable.
	Y
	

	R1142. 
	2. Ensure content and metadata preservation.
	Y
	

	R1143. 
	3. Provide data Integrity and verification test capability to ensure chain-of-evidence preservation.
	Y
	

	R1144. 
	4. Suspend disposition of records on legal holds.
	Y
	

	R1145. 
	5. Provide expedited Support for eDiscovery, FOIA, and other requests for data.
	Y
	

	R1146. 
	6. Provide capability to put multiple legal holds on individual records.
	Y
	

	R1147. 
	7. Provide capability to remove a legal hold without affecting other legal holds. 
	Y
	

	R1148. 
	8. Provide capability to name, define, and set an expiration date for each legal hold.
	Y
	

	R1149. 
	9. Provide periodic notifications checking on viability of legal holds.
	Y
	

	R1150. 
	10. Provide global search capability on content, metadata, attachments and any combination thereof. 
	Y
	

	R1151. 
	11. Provide capability to search encrypted data seamlessly.
	Y
	MSFT Purview needs Virtru Add in tool for token generation to meet this requirement for Virtru encrypted emails

	R1152. 
	12. Provide the capability to save queries independently of, or in conjunction with, named legal holds.
	Y
	

	R1153. 
	13. Export matter, legal hold, security and Audit Trail data to Excel or similar Applications using comprehensive reporting capabilities.
	Y
	Audit conducted by NTT. Cannot delegate to customer

	R1154. 
	14. Provide capability to export legal hold-responsive messages and indexes.
	Y
	

	R1155. 
	15. Export encrypted emails in a decrypted format that can be shared with third parties.
	Y
	This is the existing Virtru decryption process already in place within VITA.

	R1156. 
	16. Support specified third party access to data designated by agency.
	Y
	No external access

	R1157. 
	17. Log history of actions taken by named personnel within matter or case management
	Y
	

	R1158. 
	18. Support the ability to assign portions of a search to multiple staff members for review
	N
	The Case owner can assign a user with the Reviewer role to a case.  The Reviewer role allows access to all review sets within that Case.  This is working as designed in Microsoft.

	R1159. 
	19. Support the ability to create unique identifiers (for example: personal , spam, privileged)
	Y
	

	R1160. 
	20. Support the ability to redact information
	Y
	

	R1161. 
	21. Support the ability for personnel to review by mail categories;  (for example: All, not reviewed, escalate, for further review, irrelevant, privileged, proprietary, redact, relevant)
	Partial
	MSFT Purview has the capability to search by Outlook categories (Red, Blue, etc.). 

	R1162. 
	9.6 [bookmark: _Toc160195051]High Availability Services via Multi-site Solution
	
	

	R1163. 
	The Commonwealth desires multi-site high availability Services to include active-active and active-passive platforms. This presumes the service Components need to be geographically dispersed without degrading latency/performance while also provide enough of separation to ensure continuity of operations in case of a significant Event (e.g., hurricane, flood, tornado). Supplier shall:
	
	

	R1164. 
	1. Maintain Application/Network state between all locations (no transaction loss).
	Y
	

	R1165. 
	2. Provide a solution with no single point of failure. 
	Y
	

	R1166. 
	3. Provide active-active/active-passive Services that allow high bandwidth transactions with extremely low latency to perform. 
	Y
	

	R1167. 
	4. Test and Verify Availability and resiliency with coordination from MSI, VITA, and VITA Customers to ensure no service outage.
	Y
	

	R1168. 
	9.7 [bookmark: _Toc160195052]Accessibility Requirements
	
	

	R1169. 
	1. All information technology which, pursuant to this Contract, is purchased or upgraded by or for the use of any Commonwealth agency or institution or political subdivision of the Commonwealth shall comply with Section 508 of the Rehabilitation Act
	Y
	

	R1170. 
	2. For requirements 3.1 through 3.5, Supplier shall provide and support services for individuals:
· Without Vision
· With Limited Vision
· Without Perception of Color
· Without Hearing
· Without Vision and without Hearing
· With Limited Hearing
· Without Speech
· With Limited Manipulation
· With Limited Language
· With Cognitive and Learning Abilities
	Y
	

	R1171. 
	2.1. Supplier’s Solution
	Y
	

	R1172. 
	2.2. User interfaces
	Y
	

	R1173. 
	2.3. Training
	Y
	

	R1174. 
	2.4. Documentation
	Y
	

	R1175. 
	3. All software components of the Solution shall comply with Accessibility standards as described in Federal Section 508 of the Rehabilitation Act, “Electronic and Information Technology Accessibility Standards for Web-based Intranet and Internet Information and Applications”
	Y
	

	R1176. 
	4. All software components of the Solution shall have a web browser interface that adheres to the IT accessibility and website standards published at:  https://www.vita.virginia.gov/it-governance/itrm-policies-standards/it-accessibility-and-website-standards/
	Y
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