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[bookmark: _Toc445811625][bookmark: _Toc98148293]EXHIBIT C-X STATEMENT OF WORK (SOW) TEMPLATE
BETWEEN (NAME OF AUTHORIZED USER) AND EVERLAW INC.

ISSUED UNDER 

CONTRACT NUMBER VA-221206-EI
BETWEEN
VIRGINIA INFORMATION TECHNOLOGIES AGENCY
AND
EVERLAW INC.


Exhibit C-X, between (Name of Agency/Institution) and Everlaw, Inc. (“Supplier”) is hereby incorporated into and made an integral part of Contract Number VA-221206-EI (“Contract”) between the Virginia Information Technologies Agency (“VITA”) on behalf of the Commonwealth of Virginia and Supplier. 
In the event of any discrepancy between this Exhibit C-X and the Contract, the provisions of the Contract shall control.
(Note to Template Users: Any Service, Licensed Services, Solution or Software provided under this SOW must comply with all COVA Security and Enterprise Architecture ITRM policies, standards and guidelines located at https://www.vita.virginia.gov/it-governance/itrm-policies-standards.
If Authorized User is a State Agency and determines any area of non-compliance with the ITRM PSGs at the above links in the Service, Licensed Services, Solution or Software to be provided by Supplier under this SOW, such Authorized User’s Project Manager must obtain written waiver from VITA in accordance with the waiver process prior to placing any related order or authorizing Supplier to commence any work. Agency should collaborate with their designated Customer Account Manager to obtain such waiver.)

[Note to Template Users: Instructions for using this template to draft a Statement of Work are in gray highlight and italics. These instructions should be deleted after the appropriate text has been added to the Statement of Work. Contractual language is not italicized and should remain in the document. Text that is highlighted in blue is variable based on the nature of the project.]

NOTE:  Ensure that any software that this solution will interact with is clearly called out in this SOW (see Contract Section 6.C.iii (iv)
Statement Of Work

This Statement of Work (“SOW”) is issued by the (Name of Agency/Institution), hereinafter referred to as “Authorized User” under the provisions of the Contract. The objective of the project described in this SOW is for the Supplier to provide the Authorized User with a Solution (“Solution”) or Services (“Services”) or Software (“Software”) or Hardware and Maintenance or Licensed Application Services” for Authorized User Project Name. (Customize the last sentence to state what you are getting from the Supplier, based on the VITA Contract language, and with your project name.)
Period of Performance
The work authorized in this SOW will occur within XX (XX) months of execution of this Statement of Work. This includes delivery, installation, implementation, integration, testing and acceptance all of products and services necessary to implement the Authorized User’s Solution, training, and any support, other than on-going maintenance services. The period of performance for maintenance services shall be one (1) year after implementation or end of Warranty Period and may be extended for additional one (1) year periods, pursuant to and unless otherwise specified in the Contract. (Customize this section to match what you are getting from the Supplier, based on the allowable scope of the VITA Contract and your project’s specific needs within that allowable scope.)
Place of Performance
(Assign performance locations to major milestones or any other project granularity, depending on your transparency and governance needs, if needed.)
Tasks associated with this project will be performed at the Authorized User’s location(s) in City/State, at Supplier’s location(s) in City/State, or other locations as required by the effort. 
Project definitions
Provide project unique definitions so that all stakeholders have the same understanding. Ensure these do not conflict with the Contract definition.).
All definitions of the Contract shall apply to and take precedence over this SOW. Authorized User’s specific project definitions are listed below:
Project Scope 
(Provide a description of the scope of your project and carve out what is NOT in the scope of your project. Remember that it must fit within the VITA Contract scope.).
General Description of the Project Scope
Project Boundaries
Authorized User’s Specific Requirements
(Provide information about your project’s and your agency’s specific requirements for this particular project including, but not limited to the following subsections):
0. Authorized User-Specific Requirements
Special Considerations for Implementing Technology at Authorized User’s Location(s)
Other Project Characteristics to Ensure Success  
Current Situation
(Provide enough background information to clearly state the current situation to Supplier so that Supplier cannot come back during performance claiming any unknowns or surprises. Some example subsections are provided below. You may collapse/expand as you feel is necessary to provide adequate information and detail.) 
0. Background of Authorized User’s Business Situation 
Current Architecture and Operating System
Current Work Flow/Business Flow and Processes
Current Legacy Systems
Current System Dependencies
Current Infrastructure (Limitations, Restrictions)
Usage/Audience Information
Products and Services to Support the Project Requirements (and/or solution)
0.  Required Products (or Solution Components)  
(List the products, or if your project is for a Solution, the Solution components, (hardware, software, etc.) provided by Supplier that will be used to support your project requirements. Identify any special configuration requirements, and describe the system infrastructure to be provided by the Authorized User. Provide an overview that reflects how the system will be deployed within the Authorized User’s environment. You are urged to refer to the VITA Contract for allowable scope and other guidance in drafting language for this section.)
Required Services 
(List the services (e.g., requirements development, Solution design, configuration, interface design, data conversion, installation, implementation, testing, training, risk assessment, performance assessment, support and maintenance) that will be provided by Supplier in the performance of your project. You are urged to refer to the VITA Contract for the definition of Services and for the allowable scope in drafting language for this section. You will notice subsections ”C” and “D”  below offer areas for expanded detail on training, support and maintenance services. You may add other subsections in which you wish to expand the information/details/requirements for other service areas as well. It is likely some of this detail will be a combination of your known needs and the Supplier’s proposal. In all cases the provisions should include all negotiated commitments by both parties, even if you reference by incorporation the Supplier’s proposal in any subsection.)
Training Requirements and/or Authorized User Self-Sufficiency/Knowledge Transfer
(Provide an overview and details of training services to be provided for your project and any special requirements for specific knowledge transfer to support successful implementation of the Solution. If the intent is for the Authorized User to become self-sufficient in operating or maintaining the Solution, determine the type of training necessary, and develop a training plan, for such user self-sufficiency. Describe how the Supplier will complete knowledge transfer in the event this Statement of Work is not completed due to actions of Supplier or the non-appropriation of funds for completion affecting the Authorized User. You may refer to the VITA Contract for guidance on the allowable scope for this. 
Support and Maintenance Requirements
(Document the level of support, as available under the Contract, required by your project to operate and maintain the Solution. This may include conversion support, legacy system integration, transition assistance, Solution maintenance (including maintenance level), or other specialized consulting to facilitate delivery or use of the Solution.
Personnel Requirements
(Provide any supplier personnel qualifications, requirements, licenses, certifications or restrictions including project manager, key personnel, subcontractors, etc., but ensure they do not conflict with the VITA Contract terms.)
Transition Phase-In/Phase-Out Requirements
(Describe any specific requirements for orientation or phasing in and/or phasing out of the project with the Supplier. Be specific on what the project needs and expected results are, the duration and other pertinent detail, but ensure they do not conflict with the VITA Contract provision(s) regarding Transition of Services or with any other training requirements in the SOW.)
Total Project Price
The total Fixed Price for this Project shall not exceed $US XXX. 
If travel expenses are not included in the fixed price of the Solution, such expenses shall be reimbursed in accordance with Commonwealth of Virginia travel policies as published by the Virginia Department of Accounts (http://www.doa.virginia.gov).  In order to be reimbursed for travel expenses, Supplier must submit an estimate of such expenses to Authorized User for approval prior to incurring such expenses.
(Sections 9 through 11 should be used or deleted depending on the project’s complexity, risk and need for governance. For a simple project you may only need the section 10 table, but for a more complex project, or a major IT project, you may need a combination of or all of the tables for check and balance and redundancy.)
RESERVED


Milestones, Deliverables, Payment Schedule, and Holdbacks
(This table should include the project’s milestone events, associated deliverables, when due, and milestone payments. This table includes sample data only and must be customized for your project needs.)
The following table identifies milestone events and deliverables, the associated schedule, and any associated payments.  
 
	Milestone Event
	Associated Milestone Deliverable(s)
	Schedule
	Payment

	Project kick-off meeting
	---
	Execution + 5 days
	---

	Site survey
	Site survey report
	Execution + 10 days
	---

	Requirements  Analysis & Development
	Design Plan
	Execution+45 days
	$30,000

	
	Project Plan
	Execution+45 days
	

	
	Implementation Plan
	Execution + 45 days
	

	Begin Implementation
	
	Execution + 60 days
	

	Data Conversion & Mapping
	
	Execution + 90 days
	$10,000

	Installation of software
	---
	Execution + 90 days
	$10,000

	Installation of hardware
	---
	Execution + 90 days
	$10,000

	Configuration and testing
	---
	Execution + 120 days
	---

	Training
	Training manual
	Execution + 130 days
	$10,000

	30-Day User Acceptance Testing
	---
	Execution + 160 days
	$20,000

	Implementation complete
	Solution
	Execution + 160 days
	$10,000

	Final Acceptance
	
	Execution + 210 days
	--



RESERVED
   
Acceptance Criteria
(This section should reflect the mutually agreed upon UAT and Acceptance Criteria specific to this engagement. Please read the VITA contract definitions for the definitions or Requirements and Acceptance. Ensure the language in this section does not conflict with the VITA Contract language.)
Acceptance Criteria for this Solution will be based on a User Acceptance Test (UAT) designed by Supplier and accepted by the Authorized User. The UAT will ensure that all of the requirements and functionality required for the Solution have been successfully delivered. Supplier will provide the Authorized User with a detailed test plan and acceptance check list based on the mutually agreed upon UAT Plan. This UAT Plan check-list is incorporated into this SOW in Exhibit B-X.  
Each deliverable created under this Statement of Work will be delivered to the Authorized User with a Deliverable Acceptance Receipt. This receipt will describe the deliverable and provide the Authorized User’s Project Manager with space to indicate if the deliverable is accepted, rejected, or conditionally accepted.  Conditionally Accepted deliverables will contain a list of deficiencies that need to be corrected in order for the deliverable to be accepted by the Project Manager. The Project Manager will have ten (10) days from receipt of the deliverable to provide Supplier with the signed Acceptance Receipt unless an alternative schedule is mutually agreed to between Supplier and the Authorized User in advance.
Project Assumptions and Project Roles and Responsibilities
(This optional section is included to address project assumptions by both the Supplier and the Authorized User. Make sure that all assumptions are included to alleviate surprises during the project.)
0. Project Assumptions 
The following assumptions are specific to this project: 

Commonwealth and Supplier-Furnished Materials, Equipment, FACILITIES AND Property
(In this section, provide details of any materials, equipment, facilities and property to be provided by your Agency or the Supplier in performance of this project. If none, so state so that the requirements are clear. If delivery of any of these is critical to the schedule, you may want to identify such delivery with hard due dates tied to “business days after project start’ or “days after event/milestone.”  Be sure to specify the delivery and point of contact information.)
0. Provided by the Commonwealth
Provided by the Supplier
Security Requirements
(Provide (or reference as an Attachment) Authorized User’s security requirements.)  
For any individual Authorized User location, security procedures may include but not be limited to: background checks, records verification, photographing, and fingerprinting of Supplier’s employees or agents. Supplier may, at any time, be required to execute and complete, for each individual Supplier employee or agent, additional forms which may include non-disclosure agreements to be signed by Supplier’s employees or agents acknowledging that all Authorized User information with which such employees and agents come into contact while at the Authorized User site is confidential and proprietary. Any unauthorized release of proprietary information by the Supplier or an employee or agent of Supplier shall constitute a breach of the Contract.
Supplier shall comply with all requirements in the Security Compliance section of the Contract 
Required Standards, Certifications, and Specifications 
In addition to any standards and specifications included in the Contract, Supplier shall follow the standards and specifications listed below during performance of this effort.
(List any specific Commonwealth, VITA, Federal, engineering, trade/industry or professional standards, certifications and specifications that Supplier is required to follow or possess in performing this work. The first bullet includes a link to COVA-required standards for all Commonwealth technology projects. The rest are examples only and highlighted to reflect this. If you need a waiver of any COVA-required standard, please follow the process located at this link: http://www.vita.virginia.gov/oversight/default.aspx?id=10344 and select the Data Standards Guidance bulleted link. Your Customer Account Manager can assist you.  
 
· COV ITRM Policies and Standards: http://www.vita.virginia.gov/library/default.aspx?id=537
· IEEE 802®
· SAS 70 Type II 
HIPAA AND IRS PUBLICATION 1075
If Authorized User will be storing or accessing through the Contracted Services any Protected Health Information under HIPAA, then Authorized User and Supplier shall enter into the BAA included below as Optional Appendix 1.
If Authorized User will be storing or accessing through the Contracted Services any Federal Tax Information under applicable law, then (a) Supplier’s Gov cloud pricing (as set forth in the pricing exhibit) shall apply, and (b) Authorized User and Supplier shall enter into the contract language included below as Optional Appendix 2.
Risk Management
(Risk is a function of the probability of an event occurring and the impact of the negative effects if it does occur. Negative effects include schedule delay, increased costs, failure of dependent legacy system interoperability, other project dependencies that don’t align with this project’s schedule, and poor quality of deliverables. Depending on the level of risk of this project, as assessed by your Project Manager and/or Steering Committee, this section may contain any or all of the following components, at a level of detail commensurate with the level of risk. Remember to add them to the Deliverables table.)
0. Initial Risk Assessment
Authorized User and Supplier shall each provide an initial assessment from their point of view.
Risk Management Strategy 
(The list below is taken from VITA PMD template discussing what should go into a Risk Management Strategy. Don’t forget to consider and plan for any budget contingencies to accommodate potential risks that are identified.)
1. Risk Identification Process: The processes for risk identification.
2. Risk Evaluation and Prioritization:  How risks are evaluated and prioritized.
3. Risk Mitigation Options: Describe the risk mitigation options.  They must be realistic
and available to the project team.
4. Risk Plan Maintenance: Describe how the risk plan is maintained during the project lifecycle. 
5. Risk Management Responsibilities: Identify all project team members with specific risk management responsibilities.  (e.g., an individual responsible for updating the plan or an individual assigned as a manager).

Risk Management Plan
(Include a description of frequency and form of reviews, project team responsibilities, steering and oversight committee responsibilities and documentation.  Be sure to add all deliverables associated with risk strategizing and planning to the list of Deliverables.)
Disaster Recovery
Planning for disaster recovery for your project is paramount to ensure continuity of service. The criticalness and complexity of your project, including its workflow into other dependent systems of the Commonwealth or federal systems, will help you determine if you require a simple contingency plan or a full-blow contingency plan that follows the Commonwealth’s ITRM Guideline SEC508-00 found at this link:
http://www.vita.virginia.gov/uploadedFiles/Library/ContingencyPlanningGuideline04_18_2007.pdf
It is advisable that you visit the link before making your decision on how you need to address contingency planning and related deliverables in this SOW; as well as, how this will impact your planned budget. A likely deliverable for this section would be a Continuity of Operations Plan. You may choose to include the above link in your final SOW to describe what the Plan will entail. The same link includes the following processes, which you may choose to list in your final requirements for this section, to be performed by your team, the Supplier or both and/or a steering committee if your project warrants such oversight and approval:

· Development of the IT components of the Continuity of Operations Plan (COOP) 
· Development and exercise of the IT Disaster Recovery Plan (IT DRP) within the COOP 
· Development and exercise of the IT System Backup and Restoration Plan 
REserved

Other Technical/Functional/REquirements
(Provide any other unique project technical and functional requirements and expectations in sufficient detail in this section. Ensure they do not conflict with existing requirements in the VITA Contract. Several examples are listed.)
0. Service Level Requirements
Mean-Time-Between-Failure Requirements
Data Access/Retrieval Requirements
Additional Warranties
Reporting
(The following are examples of reporting requirements which may be included in your SOW depending on the project’s need for governance. In an effort to help VITA monitor Supplier performance, it is strongly recommended that the SOW include “Supplier Performance Assessments”. These assessments may be performed at the Project Manager’s discretion and are not mandated by VITA.)
0. Weekly/Bi-weekly Status Update. 
The weekly/bi-weekly status report, to be submitted by Supplier to the Authorized User, should include: accomplishments to date as compared to the project plan; any changes in tasks, resources or schedule with new target dates, if necessary; all open issues or questions regarding the project; action plan for addressing open issues or questions and potential impacts on the project; risk management reporting. 
Supplier Performance Self-Assessment. 
Within thirty (30) days of execution of the project start, the Supplier and the Authorized User will agree on Supplier performance self-assessment criteria. Supplier shall prepare a monthly self-assessment to report on such criteria. Supplier shall submit its self-assessment to the Authorized User who will have five (5) days to respond to Supplier with any comments. If the Authorized User agrees with Supplier’s self-assessment, such Authorized User will sign the self-assessment and submit a copy to the VITA Supplier Relationship Manager.
Performance Auditing
(If you have included service level requirements in the above section entitled, Other Technical/Functional Requirements, you will want to include a requirement here for your ability to audit the results of the Supplier’s fulfillment of all requirements, Likewise, you may want to include your validation audit of the Supplier’s performance reporting under this Reporting section.  It is important, however, that you read the VITA contract prior to developing this section’s content so that conflicts are avoided. Suggested language is provided below, but must be customized for your project.)
Authorized User (or name of IV&V contractor, if there is one),  will audit the results of Supplier’s service level obligations and performance requirements on a monthly/quarterly basis, within ten (10) days of receipt of Supplier’s self-assessments and service report(s). Any discrepancies will be discussed between the Authorized User and Supplier and any necessary invoice/payment adjustments will be made. If agreement cannot be reached, the Authorized User and Supplier will escalate the matter in accordance with the Escalation provision of the Contract. (If none, you may add your escalation procedure in this section.) 
Supplier Performance Assessments 
(You may want to develop assessments of the Supplier’s performance and disseminate such assessments to other Authorized Users of the VITA Contract. Prior to dissemination of such assessments, Supplier will have an opportunity to respond to the assessments, and independent verification of the assessment may be utilized in the case of disagreement.)

Change Management
(Changes to the baseline SOW must be documented for proper project oversight. Depending on your project, you may need to manage and capture changes to configuration, incidents, deliverables, schedule, price or other factors your team designates as critical. Any price changes must be done in compliance with the Code of Virginia, § 2.2-4309. Modification of the contract, found at this link: http://leg1.state.va.us/cgi-bin/legp504.exe?000+coh+2.2-4309+500825. Changes to the scope of this SOW must stay within the boundaries of the scope of the VITA Contract. 
For complex and/or major projects, it is recommended that you use the VITA PMD processes and templates located at: http://www.vita.virginia.gov/oversight/projects/default.aspx?id=567. Administrative or non-technical/functional changes (deliverables, schedule, point of contact, reporting, etc.) should extrapolate the affected sections of this SOW in a “from/to” format and be placed in a numbered modification letter referencing this SOW and date, with a new effective date. The VITA Contract may include a template for your use or you may obtain one from the VITA Contract’s Point of Contact. It is very important that changes do not conflict with, but do comply with, the VITA Contract, which takes precedence. The following language may be included in this section, but additional language is needed to list any technical/functional change management areas specific to this SOW; i.e., configuration, incident, work flow, or any others of a technical/functional nature.)
All changes to this SOW must comply with the Contract. Price changes must comply with the Code of Virginia, § 2.2-4309. All changes to this SOW shall be in written form and fully executed between the Authorized User’s and the Supplier’s authorized representatives. For administrative changes, the parties agree to use the change template, attached to this SOW. For technical/functional change management requirements, listed below, the parties agree to follow the processes and use the templates provided at this link:  http://www.vita.virginia.gov/it-governance/project-management/project-management-templates-tools/. 
Point of Contact
For the duration of this project, the following project managers shall serve as the points of contact for day-to-day communication:
Authorized User: __________________________
Supplier: _________________________

[SIGNATURE PAGE(S) TO FOLLOW]
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By signing below, both parties agree to the terms of this Exhibit.
Supplier:	Authorized User:

By:				By:			
	(Signature)			(Signature)

Name: 		Name:		
		(Print)				(Print)

Title:			Title:		

Date: 			Date:		

























[bookmark: _4zs14iixx79u]Optional appendix 1


BUSINESS ASSOCIATE AGREEMENT
[bookmark: _gjdgxs]This Business Associate Agreement (“BAA”) is entered into as of [INSERT DATE] (the “Effective Date”) between Everlaw, Inc., a Delaware corporation (“Business Associate”) and [INSERT CUSTOMER NAME], a [INSERT DESCRIPTION OF STATE/LOCAL PUBLIC BODY] (“Covered Entity”), which is a covered entity under the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”). The parties are entering into this BAA to assist the Covered Entity in complying with HIPAA, and to set forth Business Associate’s obligations under the Privacy, Security, Breach Notification, and Enforcement Rules at 45 CFR Part 160 and Part 164 (the “HIPAA Rules”). This BAA forms part of Covered Entity’s Order or SOW with Business Associate under the Virginia Information Technologies Agency’s Information Technology Software-as-a-Services Contract, between Business Associate and VITA. Covered Entity must have an existing Order or SOW under the Agreement in place for this BAA to be valid and effective. 
[bookmark: _a9meu6ihhl7n]
1. DEFINITIONS. The following terms used in this BAA will have the same meaning as those terms in the HIPAA Rules: Breach, Designated Record Set, Disclosure, Individual, Protected Health Information, Required by Law, Secretary, Security Incident, Subcontractor, Unsecured Protected Health Information, and Use. Any other capitalized terms used in this BAA will have the meanings given to them in the Contract.
2. SCOPE. Business Associate may use and disclose Covered Entity’s Protected Health Information to provide Covered Entity with the Service procured for in Exhibit C-X. Except as expressly provided below, this BAA does not authorize Business Associate to make any use or Disclosure of Protected Health Information that Covered Entity would not be permitted to make. Covered Entity acknowledges that this BAA does not apply to: (A) any other Everlaw service that is not procured under Exhibit C-X (the “Covered Service”); or (B) any Protected Health Information that Covered Entity creates, receives, maintains or transmits outside of the Covered Service.
3. OBLIGATIONS AND ACTIVITIES OF BUSINESS ASSOCIATE. Business Associate will: 
3.1. Not use or further disclose Covered Entity’s Protected Health Information except as permitted by the Contract, Exhibit C-X, or this BAA, or as Required by Law;
3.2. Use appropriate safeguards, and comply with Subpart C of 45 CFR Part 164 with respect to electronic Protected Health Information, to prevent any Use or Disclosure of Covered Entity’s Protected Health Information other than as provided for by the Contract, Exhibit C-X, or this BAA;
3.3. Promptly report to Covered Entity any verified Use or Disclosure of Covered Entity’s Protected Health Information not provided for by the Contract, Exhibit C-X, or this BAA of which it becomes aware, including Breaches of Unsecured Protected Health Information as required by 45 CFR 164.410, and any verified Security Incident of which Business Associate becomes aware;
3.4. Ensure that any of Business Associate’s Subcontractors that create, receive, maintain, or transmit Protected Health Information on behalf of the Business Associate agree in writing to the same restrictions and conditions that apply to Business Associate with respect to such information;
3.5. Make available to Covered Entity the information concerning Disclosures that Business Associate makes of Covered Entity’s Protected Health Information required to enable Covered Entity to provide an accounting of Disclosures, to the extent required of a Business Associate, in accordance with 45 CFR 164.528; and
3.6. To the extent Required by Law, and subject to applicable attorney client privileges, make Business Associate’s internal practices, books, and records relating to Business Associate’s Use and Disclosure of Protected Health Information received from Covered Entity, or created or received by Business Associate on behalf of Covered Entity, available to the Secretary for purposes of determining Covered Entity’s compliance with the HIPAA Regulations, and to the Covered Entity for purposes of determining Business Associate’s compliance with this BAA. 
4. ACCESS AND AMENDMENT. Covered Entity acknowledges and agrees that it is solely responsible for the form and content of Protected Health Information maintained by it within the Covered Services, including whether Covered Entity maintains such Protected Health Information in a Designated Record Set. Business Associate will provide Covered Entity with access to Covered Entity’s Protected Health information via the Covered Services so that Covered Entity may fulfill its obligations under the HIPAA Rules with respect to Individuals’ rights of access and amendment, but will have no other obligations to Covered Entity or Individual with respect to the rights afforded to Individuals by the HIPAA Rules with respect to Designated Record Sets, including rights of access or amendment of Protected Health Information. Covered Entity is responsible for managing its use of the Covered Services to appropriately respond to such individual requests. 

5. REPORTING OBLIGATIONS. Notwithstanding Section 3.3, this Section 5 will be deemed as notice to Covered Entity that Business Associate periodically receives unsuccessful attempts for unauthorized access, Use, Disclosure, or destruction of information, or interference with the general operation of Business Associate’s system and the Covered Service. Covered Entity acknowledges and agrees that the Contract governs as to any notice required with respect to such events.
6. REQUESTS BY COVERED ENTITY. Covered Entity must not request Business Associate to Use or Disclose Protected Health Information in any manner that would not be permissible under Subpart E of 45 CFR Part 164 if done by Covered Entity. 
7. TERMINATION FOR CAUSE. If either party materially breaches this BAA, the non-breaching party may terminate this BAA on 10 days’ written notice to the breaching party unless breach is cured within the 10-day period. 
8. TERM AND TERMINATION. The term of this BAA will be effective as of the Effective Date, and will terminate upon the soonest of: (A) Covered Entity’s instruction to Business Associate that Customer has deleted any Protected Health Information in the Covered Service and the Business Associate no longer maintains Protected Health Information in the Covered Service on its behalf; (B) termination or expiration of the SOW or the Contract; (C) the date the Covered Entity terminates this BAA for cause as authorized by Section 7 (Termination for Cause). 
9. OBLIGATIONS OF BUSINESS ASSOCIATE UPON TERMINATION. Upon termination of the Agreement, Business Associate will return or destroy all Covered Entity’s Protected Health Information that Business Associate still maintains in any form and retain no copies of such information or, if return or destruction is not feasible, extend the protections of this BAA to that information and limit further Use and Disclosure to those purposes that make the return or destruction of the information infeasible.
10. DE-IDENTIFICATION. Business Associate may de-identify Protected Health Information pursuant to 45 CFR 164.514 and use the de-identified information for any lawful purpose.  Business Associate’s Use and Disclosure of such de-identified personal information will not be subject to the requirements set forth in this BAA.
11. AMENDMENT. The parties agree to take such action as is necessary to amend this BAA from time to time as is necessary for compliance with the requirements of the HIPAA Rules and any other applicable law.
12. INTERPRETATION. Any ambiguity in this BAA will be interpreted to permit compliance with the HIPAA Rules.
AUTHORIZATION AND ACKNOWLEDGMENT. By signing below, both parties agree that the terms of this BAA are incorporated into Exhibit C-X
	COVERED ENTITY:
[INSERT COVERED ENTITY NAME]

	BUSINESS ASSOCIATE:
EVERLAW, INC.


	By: _____________________________________
	By: _____________________________________

	Name: __________________________________
	Name: __________________________________

	Title: ___________________________________
	Title: ___________________________________

	Date: ___________________________________
	Date: ___________________________________















OPTIONAL APPENDIX 2
IRS PUBLICATION 1075 EXHIBIT 7
CONTRACT LANGUAGE FOR TECHNOLOGY SERVICES

This IRS Publication 1075 Exhibit 7 only applies if: (A) Authorized User allows Supplier to give input and review the information contained within the notification form “IRS Office of Safeguards Cloud Computing Notification” (the “IRS Notification”) before Authorized User submits that IRS Notification; and (B) Authorized User has submitted the IRS Notification to the IRS at least 45 days prior to it or the Authorized User transmitting FTI into the Supplier’s Solution. If Supplier develops a uniform IRS Publication 1075 amendment for use with multiple state agencies, then VITA agrees to negotiate in good faith with Supplier to amend or replace this IRS Publication 1075 Exhibit 7.

Subject to the terms of the preceding paragraph, Supplier agrees that non-compliance with IRS Publication 1075, including Exhibit 7 of IRS Publication 1075 may be deemed, solely by Authorized User, as a material breach of the applicable Order or SOW or of the Contract.  Supplier is responsible for verifying the correct and current version of this IRS publication and related safeguarding terms language and acknowledges that any Authorized User issuing the Order or SOW will be held harmless.

0. PERFORMANCE
In performance of this contract, the contractor agrees to comply with and assume responsibility for compliance by his or her employees with the following requirements:
(1) All work will be done under the supervision of the contractor or the contractor's employees.

(2) The contractor and the contractor’s employees with access to or who use FTI must meet the background check requirements defined in IRS Publication 1075.

(3) Any return or return information made available in any format shall be used only for the purpose of carrying out the provisions of this contract. Information contained in such material will be treated as confidential and will not be divulged or made known in any manner to any person except as may be necessary in the performance of this contract. Disclosure to anyone other than an officer or employee of the contractor will be prohibited.

(4) All returns and return information will be accounted for upon receipt and properly stored before, during, and after processing. In addition, all related output will be given the same level of protection as required for the source material.

(5) The contractor certifies that the data processed during the performance of this contract will be completely purged from all data storage components of computer facility, and no output will be retained by the contractor at the time the work is completed. If immediate purging of all data storage components is not possible, the contractor certifies that any IRS data remaining in any storage component will be safeguarded to prevent unauthorized disclosures.

(6) Any spoilage or any intermediate hard copy printout that may result during the processing of IRS data will be given to the agency or his or her designee. When this is not possible, the contractor will be responsible for the destruction of the spoilage or any intermediate hard copy printouts, and will provide the agency or his or her designee with a statement containing the date of destruction, description of material destroyed, and the method used.

(7) All computer systems receiving, processing, storing or transmitting FTI must meet the requirements defined in IRS Publication 1075. To meet functional and assurance requirements, the security features of the environment must provide for the managerial, operational, and technical controls. All security features must be available and activated to protect against unauthorized use of and access to Federal Tax Information.

(8) No work involving Federal Tax Information furnished under this contract will be subcontracted without prior written approval of the IRS.

(9) The contractor will maintain a list of employees authorized access. Such list will be provided to the agency and, upon request, to the IRS reviewing office.

(10) The agency will have the right to void the contract if the contractor fails to provide the safeguards described above.


(11) (Include any additional safeguards that may be appropriate.)

II.    CRIMINAL/CIVIL SANCTIONS
(1) Each officer or employee of any person to whom returns or return information is or may be disclosed will be notified in writing by such person that returns or return information disclosed to such officer or employee can be used only for a purpose and to the extent authorized herein, and that further disclosure of any such returns or return information for a purpose or to an extent unauthorized herein constitutes a felony punishable upon conviction by a fine of as much as $5,000 or imprisonment for as long as 5 years, or both, together with the costs of prosecution. Such person shall also notify each such officer and employee that any such unauthorized further disclosure of returns or return information may also result in an award of civil damages against the officer or employee in an amount not less than $1,000 with respect to each instance of unauthorized disclosure. These penalties are prescribed by IRCs 7213 and 7431 and set forth at 26 CFR 301.6103(n)-1.

(2) Each officer or employee of any person to whom returns or return information is or may be disclosed shall be notified in writing by such person that any return or return information made available in any format shall be used only for the purpose of carrying out the provisions of this contract. Information contained in such material shall be treated as confidential and shall not be divulged or made known in any manner to any person except as may be necessary in the performance of the contract. Inspection by or disclosure to anyone without an official need-to-know constitutes a criminal misdemeanor punishable upon conviction by a fine of as much as $1,000 or imprisonment for as long as 1 year, or both, together with the costs of prosecution. Such person shall also notify each such officer and employee that any such unauthorized inspection or disclosure of returns or return information may also result in an award of civil damages against the officer or employee [United States for Federal employees] in an amount equal to the sum of the greater of $1,000 for each act of unauthorized inspection or disclosure with respect to which such defendant is found liable or the sum of the actual damages sustained by the plaintiff as a result of such unauthorized inspection or disclosure plus in the case of a willful inspection or disclosure which is the result of gross negligence, punitive damages, plus the costs of the action. These penalties are prescribed by IRC 7213A and 7431 and set forth at 26 CFR 301.6103(n)-1.

(3) Additionally, it is incumbent upon the contractor to inform its officers and employees of the penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a. Specifically, 5 U.S.C. 552a(i)(1), which is made applicable to contractors by 5 U.S.C. 552a(m)(1), provides that any officer or employee of a contractor, who by virtue of his/her employment or official position, has possession of or access to agency records which contain individually identifiable information, the disclosure of which is prohibited by the Privacy Act or regulations established thereunder, and who knowing that disclosure of the specific material is prohibited, willfully discloses the material in any manner to any person or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than $5,000.

(4) Granting a contractor access to FTI must be preceded by certifying that each individual understands the agency’s security policy and procedures for safeguarding IRS information. Contractors must maintain their authorization to access FTI through annual recertification. The initial certification and recertification must be documented and placed in the agency's files for review. As part of the certification and at least annually afterwards, contractors must be advised of the provisions of IRCs 7431, 7213, and 7213A (see Exhibit 4, Sanctions for Unauthorized Disclosure, and Exhibit 5, Civil Damages for Unauthorized Disclosure). The training provided before the initial certification and annually thereafter must also cover the incident response policy and procedure for reporting unauthorized disclosures and data breaches. (See Section 10) For both the initial certification and the annual certification, the contractor must sign, either with ink or electronic signature, a confidentiality statement certifying their understanding of the security requirements.

III. INSPECTION
The IRS and the Agency, with 24 hour notice, shall have the right to send its inspectors into the offices and plants of the contractor to inspect facilities and operations performing any work with FTI under this contract for compliance with requirements defined in IRS Publication 1075. The IRS’ right of inspection shall include the use of manual and/or automated scanning tools to perform compliance and vulnerability assessments of information technology (IT) assets that access, store, process or transmit FTI. On the basis of such inspection, corrective actions may be required in cases where the contractor is found to be noncompliant with contract safeguards.

By signing below, both parties agree that the terms of this appendix are incorporated into Exhibit C-X.
Supplier:	Authorized User:

By:				By:			
	(Signature)			(Signature)

Name: 		Name:		
		(Print)				(Print)

Title:			Title:		

Date: 			Date:		

Page 17 of 3

