
EXHIBIT K
Supplier Data Processing Addendum
DATA PROCESSING ADDENDUM

This Data Processing Addendum, including its Schedules and the Standard Contractual Clauses (collectively, the “DPA” or this Exhibit), forms part of the Contract, between Authorized User and Supplier and/or its Affiliates (collectively, “Supplier”). Any terms used in this DPA and not defined will have the meanings given to them in the Contract.  If there is any conflict between the main body of the Contract and this Exhibit, the main body of the Contract shall take precedence.

In accordance with section 38(F) [Governing Law] of the Contract, the parties agree and expect that this Contract and the use under this Contract are governed by Virginia law (and United States federal law where applicable).  In accordance with Virginia Code 2.2-2009 and section 33 [Security Compliance] of the Contract, the parties further agree and expect that Commonwealth security policies and standards govern.  The parties do not agree or expect that European Union, United Kingdom, California, or other non-Virginia laws or regulations will apply to use of this Contract.  Authorized User does not agree or concede that Authorized User is bound by such laws or regulations.  This Exhibit is included for Everlaw to satisfy its own legal obligations and out of an abundance of caution in the event law other than Virginia and United States federal law is found to apply to data or use under this Contract.  A party that concludes or believes that non-Virginia law applies to particular use or data under this Contract shall send notice to the other party as soon as practicable identifying such law and summarizing how the party believes such law applies.
 
1. DEFINITIONS. 
1. Applicable Privacy Law means all data protection and privacy laws, regulations, guidance, or codes of practice relating to the processing of Authorized User Data in connection with the Contract, including but not limited to European Data Protection Laws and Non-European Data Protection Laws, as applicable, and in each case, as amended, superseded, or replaced from time to time. 
2. Authorized Controller means the Authorized User and, to the extent required under Applicable Privacy Law, its Affiliates and Application Users who are controllers of the Authorized User’s Data and permitted to use the Application as Application Users.
3. Authorized User Data means the Personal Data included in Authorized User's Content that Supplier processes on behalf of Authorized User under the Contract, as described in Schedule 2. For clarity, Authorized User Data does not include Controller Data. 
4. CCPA means the California Consumer Privacy Act of 2018 (California Civil Code §§ 1798.100-1798.199), including any amendments and its implementing regulations that become effective on or after the Last Updated Date of this DPA.
5. Controller Data means the Personal Data that Supplier processes as a controller under the Contract, including the Personal Data included in Service-Generated Data and Account Information, as described in Schedule 1. 
6. EEA means the European Economic Area.
7. EU GDPR means Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC. 
8. Europe means, for the purposes of this DPA, the member states of the EEA, Switzerland, and the UK.
9. European Data Protection Laws means, as applicable: (A) the EU GDPR; (B) the United Kingdom General Data Protection Regulation; (C) the Swiss Federal Act on Data Protection; (D) the e-Privacy Directive (Directive 2002/58/EC); (E) the United Kingdom Data Protection Act 2018; and (F) any applicable national data protection laws made under or that apply in conjunction with Sections 1.9(A), (B), (C) and or (D) (in each case as amended, superseded, or replaced from time to time).
10. Non-European Data Protection Laws means any data protection or privacy laws in force outside of Europe, including but not limited to the California Consumer Privacy Act of 2018 (“CCPA”); effective January 1, 2023, the California Privacy Rights Act (“CPRA”); effective July 1, 2023, the Colorado Privacy Act; effective July 1, 2023, the Connecticut Act Concerning Personal Data Privacy and Online Monitoring; effective December 31, 2023, the Utah Consumer Privacy Act; and effective January 1, 2023, the Virginia Consumer Data Protection Act.
11. Personal Data means any information which is protected as "personal data," "personal information," or "personally identifiable information" under Applicable Privacy Law.
12. Report means Supplier’s Service Organizational Control (SOC) 2 Report or comparable reports.
13. Restricted Transfer means: (A) where the EU GDPR or Swiss DPA applies, a transfer of Personal Data from the EEA or Switzerland to a country outside of the EEA or Switzerland which is not subject to an adequacy determination by the European Commission; and (B) where the UK GDPR applies, a transfer of Personal Data from the UK to any other country which is not subject based on adequacy regulations under Section 17A of the UK GDPR, in either case whether such transfer is direct or via onward transfer.  
14. Security Incident means a breach of Supplier’s security that leads to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to Authorized User Data transmitted, stored, or otherwise processed by Supplier and/or its Sub-processors in connection with the provision of the Application. Security Incident will not include unsuccessful attempts or activities that do not compromise the security of Authorized User Data, including unsuccessful login attempts, pings, port scans, authorized denial of service attacks, or other authorized network attacks on firewalls or networked systems.
15. Security Measures means the appropriate technical and organizational measures Supplier implements and maintains as described in Section 17 of the Contract.
16. Standard Contractual Clauses or SCCs means the contractual clauses annexed to the European Commission’s Implementing Decision 2021/914 of 4 June 2021 (as amended, superseded, or replaced from time to time). 
17. Sub-processor means any third party processor that has access to Authorized User Data and that is engaged by Supplier to assist in fulfilling its obligations with respect to providing the Application under the Contract or this DPA. Sub-processors may include third parties or any Supplier Affiliates but excludes any Supplier employee, contractor, or consultant. The list of Sub-processors is: Amazon Web Services Inc.(cloud services infrastructure), Google LLC (cloud services infrastructure), and Zendesk, Inc. (cloud based support services).
18. Swiss DPA means the Swiss Federal Data Protection Act of 19 June 1992 and its corresponding ordinances.
19. UK means the United Kingdom.
20. UK Addendum means the International Data Transfer Addendum (version B1.0) issued by the Information Commissioner’s Office under s.119(A) of the UK Data Protection Act 2018 (as may be amended, superseded, or replaced from time to time).
21. UK GDPR means, collectively, the EU GDPR as saved into UK law by virtue of Section 3 of the UK's European Union (Withdrawal) Act 2018 and the UK Data Protection Act 2018.
22. The terms “personal data,” “data subject,” “supervisory authority,” “processing” (including the terms “process,” “processes,” and “processed” and other variations), “controller,” and “processor” as used in this DPA have the meanings given to them in European Data Protection Laws.
23. The terms “consumer,” “business,” “business purpose,” “sale” (including the terms “sell,” “selling,” “sold,” and other variations), “service provider,” “share,” and “personal information” will have the meanings given to them in the CCPA or CPRA (as applicable).  
2. RELATIONSHIP OF THE PARTIES. 
1. Supplier. Supplier will process the Authorized User Data as a processor or sub-processor (as applicable) on behalf of Authorized User (whether the controller or itself a processor acting on behalf of a third party controller). For the purposes of the CCPA (where applicable), Supplier will process Authorized User Data as a service provider for the Authorized User as a business. 
2. Authorized User. Authorized User agrees that it has entered into this DPA on its own behalf and on behalf of the Authorized Controllers, provided that such Authorized Controllers have not entered into their own separate Contract with Supplier.
3. DURATION. This DPA will remain in effect until, and automatically expire upon, deletion of all Authorized User Data by Supplier as described in this DPA. 
4. PROCESSING INSTRUCTIONS.
1. Authorized User’s Instructions. Authorized User discloses or otherwise makes available the Personal Data in the Authorized User Data to Supplier for the limited and specific purpose of Supplier providing the Services to Authorized User. Supplier will process Authorized User Data under and in accordance with Authorized User's documented lawful instructions, except to the extent required by Applicable Privacy Law to which Supplier is subject or where Supplier becomes aware or believes that any data processing instruction from Authorized User violates Applicable Privacy Law, in which case Supplier will notify Authorized User (unless that law prohibits Supplier from doing so on important grounds of public interest) before such other processing. For these purposes, Authorized User instructs Supplier to process Authorized User Data: (A) to provide the Application; (B) as further specified via Authorized User’s use of the Application (e.g. including on Authorized User’s account settings page and other functionality of the Applications); and (C) as documented in the Contract, including in this DPA.  
2. Permissible and Non-Permissible Use of Authorized User Data. Authorized User and Supplier agree that: (A) Supplier will not retain, use, or disclose Authorized User Data for any purpose other than the permitted purposes under the Contract and Applicable Privacy Law; (B) Supplier will not sell or share Authorized User Data within the meaning of the CCPA, CPRA or otherwise; (C) Supplier will not retain, use, or disclose Authorized User Data outside of the direct business relationship between Authorized User and Supplier except as authorized under this DPA; (D) unless permitted under all Applicable Privacy Laws, including Virginia law, Supplier will not combine Authorized User Data with Personal Data that Supplier (i) receives from, or on behalf of, another person or (ii) collects from its own, independent consumer interaction; and (E) Supplier may de-identify or aggregate Authorized User Data in the course of providing the Application. 
3. Compliance with CPRA. Supplier shall comply with its obligations under CPRA and provide the same level of protection as required under CPRA. Authorized User may take reasonable and appropriate steps to help ensure that Supplier uses Authorized User Data in a manner consistent with Authorized User’s obligations under CPRA. Supplier shall notify Authorized User if it can no longer meet its obligations under CPRA, and Authorized User may, upon notice to Supplier, take reasonable and appropriate steps to stop and remediate unauthorized use of Personal Data in the Authorized User Data.
4. Authorized User as Processor. Where Authorized User is itself a processor of Authorized User Data: (A) Authorized User represents and warrants to Supplier that the processing instructions in this DPA reflect and do not conflict with the instructions of the third party controllers; and (B) Authorized User will serve as the sole point of contact for Supplier with regard to any such third parties.
5. AUTHORIZED USER’S RESPONSIBILITIES. 
1. Sole Responsibility. Authorized User is solely responsible for obtaining and maintaining all the necessary consents prior to accessing, storing, uploading, processing, or storing the Authorized User Data in the Application. 
2. Representations and Warranties. Authorized User represents and warrants that: (A) it has provided, and will continue to provide, all notices and has obtained, and will continue to obtain, all consents, permissions, and rights necessary under applicable laws, including Applicable Privacy Law, for Supplier to lawfully process Authorized User Data for the purposes contemplated by the Contract; (B) it has complied with all applicable laws, rules, and regulations, including Applicable Privacy Laws, in the collection and provision to Supplier and its Sub-processors of such Authorized User Data; and (C) it will ensure its processing instructions comply with applicable laws, rules, and regulations and that the processing of Authorized User Data by Supplier in accordance with Authorized User’s instructions will not cause Supplier to be in breach of Applicable Privacy Law.
6. AUTHORIZED CONTROLLERS.
1. Agreement. The parties acknowledge and agree that each Authorized Controller agrees to be bound by the obligations under this DPA and, to the extent applicable, the Contract. For the avoidance of doubt, an Authorized Controller is not and does not become a party to the Contract, and is only a party to the DPA. All access to and use of the Application by Authorized Controllers must comply with the terms of the Contract, and any violation of the terms of the Contract by an Authorized Controller will be deemed a violation by the Authorized User.
2. Communications. The Authorized User that is the contracting party to the Contract will remain responsible for coordinating communications with Supplier under this DPA and be entitled to make and receive communications in relation to this DPA on behalf of the Authorized Controller.
3. Rights and Remedies. Each Authorized Controller will, to the extent required under Applicable Privacy Law, be entitled to exercise the rights and remedies under this DPA, provided that except where Applicable Privacy Law requires the Authorized Controller to exercise a right or seek a remedy under this DPA against Supplier directly by itself, the parties agree that: (A) solely the Authorized User that is the contracting party to the Contract will exercise any such right or seek any such remedy on behalf of the Authorized Controller; and (B) Authorized User that is the contracting party to the Contract will exercise any such rights under this DPA in a combined manner for itself and all Authorized Controllers together.
7. DATA DELETION. 
1. Deletion During Subscription. Authorized User may delete or export any Authorized User Data during the term of the Subscription in a manner consistent with the functionality of the Application. If Authorized User deletes any Authorized User Data during the term of the Subscription, this use will constitute an instruction to Supplier to delete the relevant Authorized User Data from Supplier’s systems or that is otherwise still in its possession or control. 
2. Deletion After Termination. Termination or expiration of the term of a Subscription serves as Authorized User’s instruction to Supplier to delete all Authorized User Data, including copies, still in its possession or control. Authorized User has the ability to export, alone or with Supplier’s support, all Authorized User Data, within a 30 day grace period following such termination or expiration. 
3. Instruction. Supplier will comply with Authorized User’s instruction under Sections 7.1 (Deletion During Subscription) and 7.2 (Deletion After Termination) within a commercially reasonable timeframe, except that this requirement will not apply to the extent Supplier is required to retain some or all of the Authorized User Data as required by applicable law. 
8. SECURITY. 
1. Security Measures. Supplier will implement and maintain Security Measures designed to protect Authorized User Data from Security Incidents and to preserve the security and confidentiality of Authorized User Data. Supplier will ensure that any person who is authorized by Supplier to process Authorized User Data will be under an appropriate obligation of confidentiality, whether contractual or statutory duty.
2. Security Incident Response. Upon becoming aware of a verified Security Incident, Supplier will notify Authorized User without undue delay and: (A) provide timely information relating to the Security Incident as it becomes known or as is reasonably requested by Authorized User; and (B) promptly take steps, deemed necessary and reasonable by Supplier, to contain, investigate, and remediate any Security Incident, to the extent that the remediation is within Supplier’s reasonable control. Upon Authorized User’s request, Supplier will provide Authorized User with reasonable assistance to satisfy any legal obligations (including obligations to notify government authorities, data subjects or others) of Authorized User in relation to such Security Incident. Supplier’s notification of or response to a Security Incident under this Section 8.2 will not be construed as an acknowledgment by Supplier of any fault or liability with respect to the Security Incident. These obligations will not apply to Security Incidents to the extent they are caused by Authorized User or its Application Users.
3. Reserved.
4. Authorized User Responsibilities. Without prejudice to Supplier’s obligations under Sections 8.1 (Security Measures) and 8.2 (Security Incident Response), Authorized User agrees that except as provided by this DPA or the Contract, Authorized User is responsible for its secure use of the Application, including securing its account authentication credentials, protecting the security of Authorized User Data when in transit to and from the Application, and taking any appropriate steps to securely encrypt or backup any Authorized User Data processed in connection with the Application.
9. AUDITS AND DEMONSTRATION OF COMPLIANCE.
1. Reserved.
2. Authorized User’s Audit Rights. In addition to Authorized User’s written request for the Report and on a confidential basis, if European Data Protection Law applies to the processing of Authorized User Data, Supplier will make available to Authorized User all information reasonably necessary to demonstrate compliance with this DPA and allow for and contribute to audits (which will be conducted at a mutually agreeable time and place) by Authorized User to assess compliance with this DPA. 
3. Supplier’s Information. Nothing in this DPA will be construed to require Supplier to provide: (A) trade secrets or any proprietary information; (B) any information that would violate Supplier’s confidentiality obligations, contractual obligations, or applicable law; or (C) any information, the disclosure of which could threaten, compromise, or otherwise put at risk the security, confidentiality, or integrity of Supplier’s infrastructure, networks, systems, or data. Authorized User agrees that it is the parties' intention to ordinarily rely on the written responses described in Section to exercise Authorized User's audit rights and verify Supplier’s compliance with this DPA and Applicable Privacy Law.
4. Exceptions. Nothing in this Section 9 varies or modifies any rights or obligations of Authorized User or Supplier under the SCCs as described in Section 11 (Cross-Border Data Transfers).
10. RIGHTS OF DATA SUBJECTS AND COOPERATION.
1. Data Subject Request. To the extent Authorized User is unable to independently retrieve, access, or delete the relevant Authorized User Data within the Application, Supplier will (at Authorized User’s cost and taking into account the nature of the processing) provide all reasonable cooperation at Authorized User’s request to assist Authorized User by appropriate technical and organizational measures, to the extent possible, to respond to any requests from individuals or applicable data protection authorities relating to the processing of Authorized User Data under the Contract, including this DPA. In the event that any such request is made to Supplier directly, Supplier will not respond to such communication directly without Authorized User’s prior authorization, unless legally compelled to do so. If Supplier is required to respond to such a request, Supplier will promptly notify Authorized User and provide it with a copy of the request, unless legally prohibited from doing so.
2. Data Protection Impact Assessment. To the extent Supplier is required under Applicable Privacy Law, Supplier will provide reasonably requested information regarding Supplier processing of Authorized User Data under the Contract, to the extent Authorized User does not otherwise have access to the relevant information and to the extent that such information is available to Supplier, to enable the Authorized User to carry out and document data protection impact assessments or prior consultations with supervisory authorities as required by applicable law.
11. CROSS-BORDER DATA TRANSFERS.
1. Principal Place of Processing. Authorized User may choose to have its Personal Data stored and processed within Supplier’s available AWS instance(s) located in Europe (Frankfurt Region) or in the UK (London Region). Notwithstanding the foregoing, Authorized User acknowledges that Supplier may in connection with the performance of the Application (e.g. to support, secure, and maintain the Application), need to transfer and process Authorized User Data and Controller Data to and in the US and anywhere else in the world where Supplier or its Sub-processors maintain data processing operations. Supplier will ensure such transfers are made in compliance with the requirements of Applicable Privacy Law and this DPA.
2. SCCs. To the extent the transfer of Personal Data from Authorized User to Supplier is a Restricted Transfer, the parties agree to be subject to, abide by, and process such Personal Data in compliance with the SCCs as follows:
1. EEA Transfers. In relation to Personal Data that is protected by the EU GDPR, the SCCs will apply as follows: (A) Supplier will be the "data importer" and Authorized User will be the "data exporter"; (B) Module One will apply to Controller Data and Modules Two or Three (as appropriate) will apply to Authorized User Data; (C) in Clause 7, the optional docking clause will apply; (D) in Clause 9 of Modules Two and Three, Option 2 will apply and the time period for prior notice of Sub-processor changes is identified in Section 12 (Sub-processing) of this DPA; (E) in Clause 11, the optional language will not apply; (F) in Clause 17, Option 1 will apply, and the SCCs will be governed by Irish law; (G) in Clause 18(b), disputes will be resolved before the courts of Ireland; (H) Annex I will be deemed completed with the information set out in Schedule 1 and Schedule 2 of this DPA; and (I) Annex II will be deemed completed with the information stated in Schedule 3 of this DPA.
2. Swiss Transfers. In relation to Personal Data that is protected by the Swiss DPA and the SCCs as implemented under Section 11.2.1 (EEA Transfers) will apply with the following modifications: (A) references to "Directive 95/46/EC" or "Regulation (EU) 2016/679" are interpreted as references to the  Swiss DPA; (B) references to specific Articles of "Regulation (EU) 2016/679" are replaced with the equivalent article or section of the Swiss DPA; (C) references to "EU," "Union," and "Member State" are replaced with "Switzerland"; (D) Clause 13(a) and Part C of Annex II are not used and references to the "competent supervisory authority" and "competent courts" will be interpreted as references to the "Swiss Federal Data Protection and Information Commissioner" and the "competent Swiss courts"; (E) in Clause 17, the SCCs are governed by the laws of Switzerland; and (F) in Clause 18(b), disputes will be resolved before the competent courts of Switzerland.
3. UK Transfers. In relation to Personal Data that is protected by the UK GDPR, the SCCs as implemented under Section 11.2.1 (EEA Transfers) will apply with the following modifications: (A) the SCCs are deemed amended as specified by the UK Addendum, which is deemed executed between the parties; (B) any conflict between the terms of the SCCs and the UK Addendum will be resolved in accordance with Section 10 and Section 11 of the UK Addendum; (C) Tables 1 to 3 in Part 1 of the UK Addendum are deemed completed using the information contained in the Schedules of this DPA; and (D) Table 4 in Part 1 of the UK Addendum is deemed completed by selecting “neither party.”
4. It is not the intention of either party to contradict or restrict any of the provisions stated in the SCCs, and, accordingly, if and to the extent the SCCs conflict with any provision of the Contract (including this DPA), the SCCs will prevail to the extent of such conflict.
12. SUB-PROCESSING.
1. Authorized Sub-processors. Authorized User agrees to provide a general authorization to Supplier to engage Sub-processors to process Authorized User Data on Authorized User’s behalf. Supplier will submit to VITA for approval  if it adds or replaces any Sub-processors at least 10 days in advance of any such changes, such approval not to be unreasonably withheld. 
2. Sub-processors’ Obligations. Supplier will: (A) enter into a written agreement with each Sub-processor containingdata protection terms that provide at least the same level of protection for Authorized User Data as those contained in the Contract, to the extent applicable to the nature of the services provided by such Sub-processor; and (B) remain responsible for its compliance with the obligations of the Contract and for any acts or omissions of the Sub-processor that cause Supplier to breach any of its obligations under the Contract.
3. Reserved. 
13. LIMITATION OF LIABILITY. 
1. EXCLUSION OF DAMAGES. EACH PARTY AND ITS RESPECTIVE AFFILIATES’ LIABILITY, TAKEN TOGETHER IN THE AGGREGATE, ARISING OUT OF OR RELATED TO THIS DPA (INCLUDING THE SCCS) WHETHER IN CONTRACT, TORT (INCLUDING NEGLIGENCE), OR UNDER ANY OTHER THEORY OF LIABILITY, WILL BE SUBJECT TO THE LIMITATIONS AND EXCLUSIONS OF LIABILITY IN THE CONTRACT, AND ANY REFERENCE IN PROVISIONS TO THE LIABILITY OF A PARTY MEANS THE AGGREGATE LIABILITY OF THAT PARTY AND ALL OF ITS AFFILIATES UNDER AND IN CONNECTION WITH THE CONTRACT AND THIS DPA TOGETHER.
2. MAXIMUM AGGREGATE LIABILITY. SUPPLIER’S TOTAL AGGREGATE LIABILITY FOR ALL CLAIMS FROM AUTHORIZED USER AND ALL AUTHORIZED CONTROLLERS ARISING OUT OF OR RELATED TO THE CONTRACT OR THIS DPA, WHETHER IN CONTRACT, TORT (INCLUDING NEGLIGENCE), OR UNDER ANY OTHER THEORY OF LIABILITY, WILL APPLY IN AGGREGATE FOR ALL CLAIMS ARISING UNDER OR IN CONNECTION WITH BOTH THE CONTRACT AND THIS DPA, INCLUDING BY AUTHORIZED USER AND ALL AUTHORIZED CONTROLLERS, AND IN PARTICULAR WILL NOT BE UNDERSTOOD TO APPLY INDIVIDUALLY AND SEVERALLY TO AUTHORIZED USER AND/OR TO ANY AUTHORIZED CONTROLLER THAT IS A PARTY TO THIS DPA.
14. MISCELLANEOUS.
1. Governing Law. This DPA will be governed by and construed in accordance with governing law and jurisdiction provisions in the Contract, unless otherwise required by Applicable Privacy Law or the SCCs.
2. Permitted Disclosures. Each party acknowledges that the other party may disclose the SCCs, this DPA, and any privacy-related provisions in the Contract to any European or US regulator upon request.

SCHEDULE 1 (Controller Data)
Description of Processing Activities / Transfer

Annex 1(A) List of Parties: 

	Data Exporter
	Data Importer

	Name: The party named as Authorized User in the order or SOW 
	Name: Everlaw, Inc.  

	Address:  The Authorized User’s address as identified in the order or SOW
	Address: 2101 Webster Street, Ste 1500
Oakland, California 94612, United States

	Contact person's name, position and contact details: The Authorized User's Commercial Contact information as identified in the order or SOW
	Contact person's name, position and contact details: Everlaw, Inc., Attn: Privacy, 2101 Webster Street, Ste 1500, Oakland, California 94612, United States, privacy@everlaw.com 

	Activities relevant to the transfer:  See Annex 1(B) below
	Activities relevant to the transfer: See Annex 1(B) below 

	Role: Controller 
	Role: Controller



Annex 1(B) Description of transfer / processing activities:
	
	Description 

	Categories of data subjects:
	Application Users, as defined in the Contract.

	Categories of personal data: 
	The categories of Personal Data include:
· Account Information (e.g. name, job title, email address, mailing address, phone number, employer’s name, login credentials, contact preferences, marketing information, billing details);
· Service-Generated Data (e.g. diagnostic, capacity and usage information, log files, IP address, address(es) of the web page(s) visited, browser type and settings, information about activity in the Application, privacy and security settings); 
· Troubleshooting and Support Data (e.g. account preferences, data provided when Application Users contact Supplier for help, contact or authentication data, the content of chats and other communications);
· Other Personal Data (if any) collected by Supplier in connection with the Application provided under the Contract and which Supplier processes as a controller, as more particularly described in the Privacy Notice available at https://www.everlaw.com/privacy/. 

	Sensitive data under Applicable Privacy Law:
	N/A.

	If sensitive data, the applied restrictions or safeguards
	N/A.

	Frequency of the transfer:
	Continuous.

	Nature and subject matter of processing:
	The nature and subject matter of Supplier’s processing include: (A) to provide, improve, update, maintain, and protect the Application; (B) to respond to requests, comments, and questions; (C) for transactional and administrative matters; (D) to comply with legal obligations; (E) to send Application-related emails, marketing communications, and other non-marketing communications; (F) to develop and improve Supplier’s marketing activities; (G) to provide customer support and answer support requests; and (H) for all other purposes as more particularly described in the Privacy Notice available at https://www.everlaw.com/privacy.

	Purpose(s) of the data transfer and further processing: 
	Any processing and transfer of Controller Data will be subject to the limitations described in the Contract (specifically, Section 17.xxix). 

	Retention period (or, if not possible to determine, the criteria used to determine that period):
	Notwithstanding anything to the contrary in the Contract, Supplier will not, and will not permit any third party to, retain the Controller Data for longer than the period during which Supplier has a legitimate need to retain the Controller Data for the purposes it is processed and in compliance with Applicable Privacy Law.



Annex 1(C) Competent supervisory authority, only applies to the extent EU, Swiss, or UK data is uploaded:
The competent supervisory authority, in accordance with Clause 13 of the SCCs, is either (i) the supervisory authority applicable to the data exporter in its EEA country of establishment, or (ii) where the data exporter is not established in the EEA, the supervisory authority applicable in the EEA country where the data exporter's EU representative has been appointed under Article 27(1) of the GDPR, or (iii) where the data exporter is not obliged to appoint a representative, the supervisory authority applicable to the EEA country where the data subjects relevant to the transfer are located. With respect to the processing of personal data to which the UK GDPR applies, the competent supervisory authority is the Information Commissioner’s Office. With respect to the processing of personal data to which the Swiss DPA applies, the competent supervisory authority is the Swiss Federal Data Protection and Information Commissioner.
 
SCHEDULE 2 (Authorized User Data)
Description of the Processing Activities / Transfer

Annex 1(A) List of Parties: 
	Data Exporter
	Data Importer

	Name: The party named as Authorized User in the order or SOW
	Name: Everlaw, Inc.

	Address:  The Authorized User's address as identified in the order or SOW
	Address: 2101 Webster Street, Ste 1500
Oakland, California 94612, United States

	Contact person's name, position and contact details: The Authorized User’s Commercial Contact information as identified in the order or SOW
	Contact person's name, position, and contact details: Everlaw, Inc., Attn: Privacy, 2101 Webster Street, Ste 1500, Oakland, California 94612, United States, privacy@everlaw.com

	Activities relevant to the transfer: See Annex 1(B) below
	Activities relevant to the transfer: See Annex 1(B) below 

	Role: Controller or processor
	Role: Processor



Annex 1(B) Description of Transfer / Processing Activities: 
	
	Description 

	Categories of data subjects:
	Individuals whose Personal Data is included in Authorized User Data.

	Categories of personal data: 
	Any Personal Data included in Content that Authorized User, or third parties acting on their behalf, may submit to Supplier in connection with the performance of the Application, the extent of which is exclusively determined and controlled by the Authorized User.

	Sensitive data:
	Authorized User, or third parties acting on their behalf, may submit Personal Data that contains special categories of data to Supplier in connection with the performance of the Application, the extent of which is exclusively determined and controlled by the Authorized User.

	If sensitive data, the applied restrictions or safeguards:
	See Schedule 3 for applied restrictions and safeguards.

	Frequency of the transfer:
	Continuous.

	Nature and subject matter of processing:
	Providing the Application to Authorized User. Authorized User Data transferred will be processed in accordance with the Contract and may be subject to the following processing activities: (A) storage and other processing necessary to provide, maintain, and improve the Application, as applicable, provided to Authorized User; and/or (B) disclosures in accordance with the Contract and/or as compelled by applicable laws.

	Duration of the processing:
	Personal Data will be processed In accordance with Sections 3 and 7 of this DPA.

	Purpose(s) of the data transfer and further processing: 
	Supplier may process Authorized User Data: (A) as necessary to provide, maintain, and improve the Application as applicable to Authorized User and in accordance with the Contract, including analytical capabilities native to the Supplier platform, data analysis for the purposes of diagnosing support requests and debugging platform issues, and, where appropriate, the resolution and reporting on the support requests; (B) to perform any steps necessary for the performance of the Contract; and (C) to comply with other reasonable instructions provided by Authorized User (e.g. via email) that are consistent with the terms of this Contract.

	Retention period (or, if not possible to determine, the criteria used to determine that period):
	In accordance with Section 7 of the DPA. 



Annex 1(C) Competent supervisory authority:
The competent supervisory authority, in accordance with Clause 13 of the SCCs, is either (i) the supervisory authority applicable to the data exporter in its EEA country of establishment, or (ii) where the data exporter is not established in the EEA, the supervisory authority applicable in the EEA country where the data exporter's EU representative has been appointed under Article 27(1) of the GDPR, or (iii) where the data exporter is not obliged to appoint a representative, the supervisory authority applicable to the EEA country where the data subjects relevant to the transfer are located. With respect to the processing of personal data to which the UK GDPR applies, the competent supervisory authority is the Information Commissioner’s Office.  With respect to the processing of personal data to which the Swiss DPA applies, the competent supervisory authority is the Swiss Federal Data Protection and Information Commissioner.
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