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LANGUAGE TRANSLATION SOLUTION AND CLOUD SERVICES
INFORMATION TECHNOLOGY CONTRACT

THIS LANGUAGE TRANSLATION SOLUTION AND CLOUD SERVICES INFORMATION
TECHNOLCGY CONTRACT (“Contract”) is entered into by arnd between the Virginia information
Technologies Agency (“VITA”), pursuant to § 2.2-2012 of the Code of Virginia and on behalf of the
Commonwealth of Virginia (“Commonwealth”), and ThunderCat Technoiogy LL.C (“Supplier”), a
corporation headquarterad at 11190 Sunrise Valley Drive Suite 200, Reston, Virginia, 201591 o be
effective as of Contract Award Date (“Effective Date™), November 1, 2024,

1.

PURPOSE AND SCOPE

VITA, on behalf of the Commonweaith, is engaging Suppiier to provide language translation services
to Commonwealth public bedies and other Authorized Users using the cloud-based Sofiware as 2
Service ("Saa8") deveioped by Emariiing, inc., a subconiractor pariner io Supplier. Supplier shail
nrovide the foliowing services: i) Artificial inteiligance ("Al") / Machine Learning ("ML") based
translation solution for agency documents and webpages in the following required languages:
English, Spanish, Chinese (inciuding Mandarin and Cantonese), Korean, Arabic, Vielnamess,
Tagaiog, Urdu, French, Hindi, and Amharic; i} human translation services to facilitate refinemenit of
AlML transiation and {o manually translate content as needed:; iii} a soiution that establishes VITA as
an account administrator for overali utilization of the soiution through the iength of the Contract; and
iv) a solution that can establish agency-specific sub-accounts in which agencies will have use of the
platform for their web systems and documerits, whiie segregating agencies from seeing other sub-
account activities . This Contract sets forth the terms arid conditions under which Supplier shall
provide language translation services. Suppiier shall provide these products and services io ali
Authorized Users, as defined below

This Contract is a jointly and cooperatively procured contract pursuant o § 2.2 -4304 of the Code.
Accordingly, Supplier agrees that other public bodies cutside of the Commenwealth may purchase
the products and services furnished pursuant o this Contract even if those public bodies did not
participate in the procurement, provided those entities, in advance of purchase, execute a
participating addendum with Supplier that incorporates the terms and conditions of the Contract and
provide notification to VITA of their participation in this Contragl

DEFINITIONS

Capitalized terms used in ihis Contract have the meaning as provided (i) whers each term is used in
the Contract unless the terri is (li) set forth in this "Definitions” section below which lists the
capitalized ferms used in this Contract and provides a definition for the term.

A. Acceptance
The written acknowledgement by the Authorizad User of suceessiul delivery and performarice by
the Suppiier of its contractual commitments at the iocalion(s) designated in the applicable order
or Statament of Wark ("SCW”), inciuding compiated and successful acceptance testing in
corformance with the Requiremenis as determined by the Authurized User and set forth in the
applicabie order ar SOW.

B. Application
The software programs in object code and other related data, inciuding intellectual data,
proprietary information and Documentation contained and applicable o Licensed Services hested
and supported by Supplier under the Coniract, as described in Exhibit B or as described in any
order or SOW issued under the Confract, including any Updates, enhiancements, and
repiacements to the Application.

C. Application User
Appiication Useris) include empioyees of an Authorized User, independent contraclors engaged
by an Authorized User, or entities contracting with an Authorized User for services, as specified in
the applicable order or SOW. Application Useris) also inciude customers, suppliers, members of
the general public, and other entities with whom an Authorized User may find il necessary or
desirable to process or communicate electronically in pursuit of its business. In the event that the
Authorized User is a private institution of higher education which is listed at:
http://www.cicv.org/Our-Colleges/Profiles.aspx, Application User{s) may include studenis of that
private institution.

WA-Z241030-TCTL Page 1 of 45



D. Authorized Users
All public bodies, includirg VITA, as defined by Code § 2.2-4301 and referenced by Code §§ 2.2-
4304 and 2.2-2012, authorized o participate in the procuremert of information technology under
this Confract. Authorized Users include private instifutions of higher education that are listed at:
http://www.cicv.org/Our-Colleges/Profiles.aspx.

Pursuant to Code § 2.2-4204, “Authorized Users” also inciudes those public bodies, or public
agencies or instifutions or iocalities of the several states, of the United States or its territories, the
District of Coiumbia, the UL.8. General Services Administration, or the Metropolitan Washington
Council of Governments that have executed a participating addendum with the Supplier to utilize
this Confract and provide notification to ViTA of their participation in this Contract.

E. Claim
Any and ali losses, damages, claims, demands, proceedings, suits and actions, including any
related liabilities, obligations, losses, damages, assessments, fines, penalties (whether criminal or
civil}, iudgmients, setflements, expenses (including attorneys’ and accountants’ fees and
disbursemanis), and cosis. Caoliectively, “Ciaims”.

F. Code
Tha Code of Virginia, as in effect and amended from time-to-time.

G. Commercial Off-The-Shelf (“COTS”) Software
Software that is general in nature, not broad enterprise applications, which can be purchased and
used immediately “as is,” without modification, in the same form in which it was scld in the
comimercial marketplace. Standard options are not considered modifications.

H. Commoenwealth
The Commaonwealth of Virginia.

Commonwealth Indemnified Parties
The Commonweaith, public bodias of the Commonwealtt, VITA, and Autherizad Users, tngether
with their respective officers, directors, agents, and ermiployees.

J.  Component
Any patt or service of the Solulion, Software, or Deliverable deiivered by Supnplier under this
Contract, including under ail crders or SOWVs.

K. Computer Virus
Any malicious code, program, malware, or other inlernal compaonent (2.9., compiuter virus,
cemputer worm, computer tirne bomb, or similar cormponent), which could damage, dastroy, alter
or distupt any computer program, firmware, or hardware or which could, in any manner, reveal,
damage, destroy, aller or disruptl any data or other information accessed through or processed by
such software in any manner.

L. Concurrent Users
The maximum number of concurrent active users ulilizing the Software at a given point in time.

M. Confidential Information

Non-public proprietary or trade secret information of VITA, Suppiier, or an Authiorized User,
whether the information is in written, graphic, machine readable or other tangible form, and which
at the fime of disclosure to any other Party is either (i) marked as being “Confidential” or
“Proprietary”; {ii} Heaith Records; {ili) Persenally ldentifiabie information, including information
about VITA's employees, contractors, and customers, or Sensitive Data, including PHI; or (v}
information that is protected by statuie or other applicabie law. In the case of VITA, “Confidentiai
Infarmation” alsc inciudes any (a) information to which the Supplier has access in VITA faclilities
or VITA’s systams, (b) Work Product and information pertaining to the Work Product, {c) VITA
data, VITA software, and systems access codes, and () information concerning VITA's and any
other Authorized User's operations, plans, employees, contractors or third-party suppliers.

The term "Confidential Information” dees not include information that is:

i. in the pubiic domain through no fauit of the recsiving Party or of any other person or entity that
is siritarly contractualiy or ctherwise obligated;

ii. obtained independentty from a third-party without an chiigation of confidentiality to the
disclosing Party and without breach of this Contract;
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iii. deveioped independently by the recelving Party without reference to the Confidential
Informiation of the cther Party; or

iv, required to be disclosed under The Virginia Freedem of information Act (§8§2.2-3700 et seq. of
the Code of Virginia} or similar laws ar pursuani te a court arder,

N. Content
Any data, including the selection, arrangemsent and organization of such data, entered, uploaded
iz the Appiication, or cifierwise provided 1o Supplier by Authorized User or by any Application
User; and any software and related documentation, from whatever source, provided by
Authorized User or Appiication User to Supplier in connection with this Contract.

0. Contract
This agreement, inciuding ali exhibits, scheduies, and attachments, including any modifications or
amendmenis thereto, entered into by VITA and Supplier.

P. Contractor
The use of the term “Contracior” in any of the following terms, conditions, links, or IRS Publication
1075 means the same as the term “Supplier” as defined and used in this Contract.

Q. Deliverabie

Software, Documeniation, Compoenerits, pians, reports, data, Work Product, and any other
materials, iterns or events, in each case described or itemized as something that is developed,
prepared or created and deliverad or required o be developed, prepared or created and deliverad
or made avaliabie to VITA or other Authorized User as part of the Servicas, Maintenance
Services, Licensed Services, Application, Soluticn, Product, Systern Software, Suppiier Product,
or Updates, inciuding the developmerit or creation of Waork Product,

R. Documentation

Those materials (including user manuals, training materials, guides, product descriptions,
fechnical manuals, product specifications, sunporting materials and Updates) detailing the
information and instructions needed in order o allow any Authorized User and its agents 1o make
produciive use of trie Appiication, Solution, Produat, Service, Licensed Services or Deliverable,
including anv and all components, and to implement and develop self-sufficiency with regard o
the Applicatior, Software, Sokition, Product, Service, Licensed Services or Deliverabie, including
any and all components, provided by Supplier in fuifilling its obligations under the Contract or as
may be specified in any order or SOW issued pursiant to this Contract.

S. Effective Date
The date this Contract goes inte full force and effect as set forth in the preamble of this Coniract
above.

T. Federal Tax Information (“FTI")
Federal tax returns and federal tax return information {and information derived from i) that is in
the passession or control of any Authorized User, which is covered by the confideniiality
pratections of the internal Revenue Code (“IRC”) and subject to the IRC § 6103{p}(4}
safeguarding requiremeants including RS oversight. FT1 is categorized as “Sensitive” but
“Unclassified” information and may contain personally identifiable information.

U. Health Record

Any written, printed or elecironically recorded material maintained by a health care entity in the
course of providing health services to an individual concerning the individual and the services
provided. "Heailth Record" also includes the substance of any communication made by an
individuai to a health care entity in confidence during or in coninection with the provision of heaith
services or information otherwise acauired by the heaith care entily about an individual in
confidence and in connection with the provision of health services to the individual. (Code § 32.1-
127.1:03)

V. Industrial Funding Adjustment (“IFA”)
The fee paid by Supplier to VITA to compensate VITA for the cost of procuring and managing the
Contract.

W. Licensed Services
The operation of the Application and the necessary operating system software, hardware, and
utilities on Supplier's host computer system; furnishing Supplier Praduct io Application users;
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AA.

BB.

CC.

DD.

EE.

FF.

GG.

HH.

storing Content; and making the Application, Content, and Suppiier Produst available to
Application user(s) via the Weh Site, as more fillly described in Exhibit B or as described in any
order or SQW issued hereunder.

Maintenance Coverage Period (*MCP”)
The period of time during which Supplier is obligated to provide Maintenance Services for a unit
of Product.

Maintenance Level

The defined paramsters of Maintenance Services, inciuding the times during which, and time-
frames in which, Supplier shall respond ie & reguest for Maintenance Services. The available
Mainienance Levels are defined in Exhibit B of this Contract, or as defined in any order or SOW
issued pursuant {o this Contract. The actual Maintenance Level for a unit of Product will be set
forth in the signed order or SOW for Maintenance Services of that Softwars or Product
referencing this Contract.

Maintenance Services

Thase services, preventive and remedial, providad or performed by Supplier under the Contract
or fur an Authorized User in order te ensure continued operation of the Product. Maintenance
Services include support services..

Operating Condition

The condition that allows the Product to funciion in a normal, acceptable warking manner, as
designed by the Software or Prodiict manufacturer, and, if applicable, in compliance with any
service leveis established in the Contract or any order or SOW issued under the Contraci.

Party
Supplier, VITA, orin the case of a SOW, any Authorized User.

Performance Changes
Any enqgingering changes that affect the ability of the Product{s) provided by Supplier pursuant to
this Contract o meet the published specifications.

Preventative Maintenance
Maintenance that can be performed in advance of an actuai problem or maifunction through the
maonitoring of internal diagnastic reports generated automatically by print output devices.

Product

Hardware, paripherals, and any other equipment, including the System Software, all upgrades, all
applicable user documentation, and related accessories as set forth in Exhibit B or as specified in
any order or SOW issued pursuant to the Contract.

Protected Health Information (“PHI™)

Individuaily identifiable healih information that is (i) transmitted in electronic media, (i) maintained
in electronic media, or {jii} transmitied or maintained in any cther form or medium. PHI excludes
individually identifiable health information in {a) education records covered by the Family
Educational Rights and Privacy Act (20 U.S.C.§ 12324}, (b) records of any student whao is 18
years of age or older, or is attending a postsecandary school, that are made or maintained by a
physician, psychiatrist, psycholegist, or other recognized professicnai or paraprofessional acting
in his profassional or paraprofessional capacity, or assisting in that capacity, and that are made,
maintained, or used only in connection with the provision of treatment 1¢ the student and are not
available o anvone other than persons providing such treatment, except that such records may
be personally reviewed by a physician or other appropriate professional of the studenti's choice;
and {c} empicyment records held, in its roie as emplioyer, by a heaith plan, health care
ciearinghouse, or heaith care provider that transmits health information in electronic form. (§ 64.2-
2100 of the Code)

Receipt
An Authorized User has physically received or has unfettered access to any Deliverable at the
correct “ship-to” location.

Requirements

The functional, performance, operational, compalibility, Acceptance testing criteria, and other
parameters and characteristics of the Product, Software, Sclution, Service(s), Application and
Licensed Services and Deliverables, including any and all components, as authorized by any
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JJ.

KK.

LL.

NN.

00.

PP.

QQ.

RR.

SS.

combinatiorn: of the Contract, as set forth in Exhibit A or the applicable order or SOW, and such
other parameters, characteristics, or performance standards that may he agreed upon in writing
by the FParlies.

Response Time

The time between Supplier’s receipt of Authorized User's request for Maintenance and the time
Supplier has notified Authorized User that it has commenced repair and reselution of the reported
problem.

Services

Any work performed or service provided by Supplier — including the design and dsvelopment of
software and modifications, software updales, solution, products, implemeritation, installation,
mainienance, support, testing, training, or other provision of service — in mesting ihe
Reguirements and fulfiliing Supplier's obligations under the Contract or, as applicable, under any
order or SOW authorized by the scope of the Contract. “Services” includes all functions,
responsibilities, activities, and tasks of the Supplier that are an inherent, necessary, or customary
pait of the Setvices, or are required for the proper gerformance or provision of the Services. As
permitted by the scope of the Contract, “Services” may include the discovery, creation, or
development of Work Product.

“Software Publisher”, or “Publisher”
An entity that deveiops, owns and markats software, a third-party subcontractor entity to this
contract.

Solution

The Supplier's contractuaily committed technical approach for sgiving an information fechnclogy
business chjective and associated Regquirements as defined and authorized by the scope of the
Contract or any order or S0W issuad under the Contract. Saiution means all Supplier and
Suppliers third-pariy providers’ compoenents making up the Solution, including but not limited {o
software, Praduct, configuration design, impiemeniation, Supplier-deveioped interfaces, Services
and Work Product.

Statement of Work (“SOW")

Any document in substarntialiy the form of Exhibit C (describing the deliverabies, due dates,
assighmentt duration, Acceptance criteria, and payment obligations for a specific project,
ehgagement, or azsignment that Supplier commits to provide to an Authorized User), which, upon
signing by both Parties, is made a part of the Contract.

Subcontractor

Any entity to which Supplier (or other Subcontractor of any lier) has subcontracted for
performance of, or delegated any of its responsibilities under the Contract, including an affiliate of
the Supplier.

Supplier
The entity set forth in the preamible of this Contract and any entity thai controis, is contralled by,
or iz under common control with Supplier.

Supplier Personnel
Any and al! of Supplier's employees, agenis, contractors, or Subcontractors performing under this
Contract.

Supplier Reporting System (“SRS”)

The YITA system used by Supulier te fulfill reporting obiigations under this Contract. The SRS
can bie accessed at the following URL(s): https://www.vita.virginia.gov/procurement/supplier-
reporting/supplier-reporting-system-access/, or any successor URL(s}).

SWaM

Any entity certified by the Commonwealih's Depariment of Small Business and Supplier Diversity
as a small, women-owned, minority-owned, or service-disabled veleran-owned business, as
defined in Code §§ 2.2-2000.1 and 2.2-4310, or a cerlified micro business as defined in Execulive
Order Nurriber 35 (2019}

System Software
The operaiing system cede, including software, firmware and microcode, (object code version) for
each Product, including any subsequent revisions, as well as any applicable documentation,
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TT.

uu.

XX.

YY.

BBB.

Total Sales
Sales under this Contract for which Supplier has received full and compleie payment from an
Authorized User.

Transition Out Plan

The written plan developed by Supplier addressing the fransition of Supplier's contractual
obligations, in whole or in part, away from the Supglier and to Authorized User, or its designee,
after the expiration or termination of the Contract.

Transition Period

The pericd of time after the expiration or lermination of the Confract that Supplier is obligated to
continue providing assistance io Authorized Users so as to transition the Supplier's contractual
obiigaticns, or any portion therecf, to any other supoplier.

Translation Memeory

The solutior-created and saved record of Authorized User's praviously translated content, which
Pubiisher may use io match new cantent to previousiy transiated jobis. A data dictionary of
written renderings of the meaning of a word, phrase, or oiher text, as transiated via Artificial
Intefligence or human from one fanguage into another language.

Update
Any update, modification, or new release of the System Scftware, Appiication, Documentation, or
Supplier Product that Supplier makes generally available to its customers at nc additional cost.

VITA
The Virginia Information Techneiogies Agency, an agency of the Commonweaith of Virginia
pursuant to Chapter 20.1 (§§ 2.2-2005 et seq.) of the Code, or any successor agency.

Warranty Period
The period of time during which Supplier is obligated te provide corrections, free of charge, fora
unit of Software or Produst.

Web Site
The Internet site operated by Supplier to provide access to the Application, with the Uniform
Resource Locator ("URL"} specified in the applicable order or SOW {or any successor URL(s)).

Work Product

Inventions, comkinations, machines, methods, formulae, techriques, processes, improvements,
sofiware designs, computer programs, strategies, specific compuier-related know-how, data and
original works of authorship discovered, created, or developed by Supplier, or jointiy by Supplier
and an Authorized User(s) in the performance of this Contract. Work Product does not include
configuration of software, nor does it include anvthing developed by Supplier prior Lo, or outside
of, this Contract,

3. TERM AND TERMINATION

A.

Contract Term

This Contract is effective and legally binding as of the Effective Date and, unless terminated as
vrovided for in this section, will be effective and legally binding for a perind of one (1) year (“Initial
Term”}. VITA, in its sole discretion, may renew this Contract for up o four {4) additional one (1)
year renewal periods after the expiration of the Initial Term (collectively with the Initial Term, the
“Contract Term”). ViTA will issue a written notification io the Supplier stating VITA's intention io
exercise a renewal period nio less than 30 calendar days prior 1o the expiration of any current
term. In addition, performance of an order or SOW issued during the Contract Term may survive
the expiration of the Coniract Term, in which case all contractual terms and conditions required
for the cperation of such order or SOW will rernain in fuil force and effect until all of Supplier's
obligations pursuant to such order or SOW have met the final Acceptance criteria of the
applicabie Authorized User.

Termination for Convenience

YITA may terminate this Contract, in whole or in part, at any time and for any reasen upon not
less than 3C caiendar days pricr written netice to Supplisr. An Authorized User may terminate an
order or SOW, in whale or in part, at any tirne and for any reason upon not fess than 30 caiendar
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days prior written notice to Supplier. Any termination under this provision will not affect ihe rights
and obligations attending any order or SOW outstanding at the terminaiion date.

C. Termination for Breach
In the event of breach by the Suppiier, VITA wili have the right to termirate this Contract, in whele
or in part, and an Authorized User may terminate an order or SOW issued hereunder, in whoie or
in part. Supplier will be deemed in breach in the event that Supplier fails to meet any materiat
obligation set forth in this Contract or in any order or SOW issued hereunder, Any termination
under the provisions of this section will be deemed a “Termination for Breach”.

If WITA deams ihe Suppiier to be in breach, VITA shall provide Supplier with notice of breach and
aliow Supuplier 15 business days to cure the breach. If Supplier fails t¢ cure the breach as noted,
YVITA may immediately terminate this Contract or any order or SOW issued pursuant to this
Contract, in whole or in partl. If an Authorized User deems the Supplier to be in breach of an order
or SOW, that Authorized User shall provide Supplier with notice of breach and allow Supplier 15
business days to cure the breach. If Suppiier fails to cure the breach as noted, the Authorized
User may immediately terminate its order or SOW, in whole or in part. In addition, if Supplier is
found by a court of competent jurisdiclion to be in victation: of or 1o have violated 31 U.S.C. §
1382, or if Supplier becomes a party excluded from Federal Procurement and Nonprocurement
Programs, ¥ITA may immediateiy terminate this Coniract, in whole or in part, for breach, and
VITA shall provide written notice to Supplier of such termination. Supyplier shall orovide prompt
written notice to VITA if Supplier is charged with viclation of 31 U.S.C. § 1352, or if federal
debarment proceedings are instituted against Supplier.

D. Termination for Non-Appropriation of Funds
Ali payment cbligations from public bodies under this Conlract are subject to the availability of
legisiative appropriations at the feceral, state, or incai ievel for this purpsose. in the event of non-
apprepriation of funds, irrespeactive of the source of funds, for the items under this Contract, VITA
may terminate this Contract, in whole or in part, or any order or SOW, in whole or in pari, or an
Authorized User may ierminaie an order or SOW, in whoie or in part, for those geods or services
for which funds have not been appropriated. Written notice will be provided to the Supplier as
soon as possible after legislative action is completed.

E. Effect of Termination
Upon termination, neither the Commonwealth, nor VITA, nor any Authorized User will have any
future liability except for Deliverables accepted by an Authorized User or Services (including any
applicakle Licensed Services and Maintenance Services) rendered by Supplier and accepted by
the Authorized User prior to the termination date.

In the event of a Termination for Breach, Supplier shall accept return of any Deliverable that was
riot accepted by the Authorized User, and Supplier shall refund any monies paid by any
Authorized User for the unaccepted Deliverabis.

F. Termination by Supplier
In no instance will termination by Supplier be considered. Failure by an Authorized User o make
timely payments owed to Supplier for its performance under this Contract will constitute & breach
by that Authorized User. Supplier's remedy for a breach is limited to the remedies set forth in
Code § 2.2-438% and the "Remedies” section of this Contract below.

G. Transition of Services

At the request of an Authorized User prior to or upon expiration or termination of this Contract,
Supplier shali provide ali assisiance as the Authorized User may reasonabiy require to transition
the Supplier’s contractiial obligations, or any portion thereof, to any other supplier with whorn the
Authorized User contracts for provision of same. This Transition Period obligation may extend
heyond expiration or termination of the Contract for a period of 6 {six} months or as agreed upon
in any order or SOW issued hereunder. If this Contract inciudes Supplier's provision of licensed
products, Supplier shall take no action to restrict or terminate the use of such licensed producis
after the dafe of expiration or termination of the Coniract or during any Transition Period, or both.
Authorized Users shall pay for any additional maintenance or licensing fees during any Transition
Period at the hourly raie or at a fee agreed upen by Supplier and the applicabie Authorized User.
Supplier shall provide ali reasonable fransition assistance requested hy the applicable Authorized
User to ailow for the expired or terminated portion of the Services to continue without interruption
or adverse effect, and to facilitate the orderly fransfer of such Services to Authorized User. The
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transition assistance will be deemed by the partigs to be governed by the terms and conditions of
this Contraci, except for those terms or conditions that do net reasonably apply to fransition
assistance. Further, any Transition Period will not affect any Authorized User's righis in regards to
any purchased Sofiware perpetual licenses which are paid in full,

Contract Kick-Off Meeting

Within 30 calendar days of the Effective Date, Supplier may be reguired o aitend a contract
orientation meeting, aiong with the ¥ITA contract manager/adminisirator, Authorized User project
manager(s) or authorized representative(s}, and any other significant stakehciders who have a
part in the successful performance of this Contract. The purpose of this meeting will be o review
all contraciual obiigations for both parties, all administrative and reporting requirements, and to
discuss any other reiationship, responsikility, communication and performance criteria set forth in
the Coniract. Supplier may aiiend such meefing virtuaily in its sole discretion.

Transition Out Plan

Within three {3) months of the Effective Date, Supplier will develop and distribute te the applicable
Authicrized User a Transition Out Pian. The Suppiier will maintain the Transition Gut Plan
throughout the Contract Term, and updaie the Transition Out Pian as needed and subject to
Authorized User's approval.

Contract Closeout

Prior to the Contract’s expiration date, Suppiier may be provided contract closeout documentation
by VITA. if contract ciosesut decumentatich is provided, then Supplier shali compiete, sign, and
return to VITA Supply Chain Management any required docurnentation within 30 calendar days of
receipt to ensure compietion of closeout administration and to mainlain a positive performance
reputation with the Commaonwealth. Any required closecut documentation not received within 36
calendar days of Supplier's receipt of the Commonweaith’s request will be decumented in the
contract file as Supplier non-comgliance. Suppiier's non-compliance may affect any pending
paymerits due to the Supglier, inciuding final payment, until the documentation is returned to
YVITA,

4. SUPPLIER PERSONNEL

A.

Selection and Management of Supplier Personnel

Supplier shall ensure that all Supplier Personnel performing under this Contract are competent
and knowledgeabie of the contractual arrangements and the applicable order or SOW between
Authorized User and Supplier. Supplier acknowiedges that Supplier is the empioyer of all Supplier
employees and shall have the sole responsibility 1o superviss, counsel, discipline, review,
evaliate, sal the pay rates of, provids {lo the extent required by law) heaith care and other
benefits for, and terminale the employment of Supplier employees, Supplier shall be solely
responsitile for the supervision and conduct of Supplier Personnel, including al! acts, omissions,
gross negligence, and willful misconduct of Supplier Personnel. Additionally, Supplier shall
ensure that Supplier Personnel comply with the aporopriate Authorized User's site security,
information security and personnel conduct ruies, as well as applicabie federal, state and local
laws, including export regulations. Authorized User reserves the right 1o require the immediate
removal from such Authorized User's premises of any Supplier Personnel whom such Authorized
User pelieves has falied to comply with the above or whese corduct or behavior is unaccepiabie
or unprofessional or resuits in a security or eafety breach.

Key Perscnnel

An order or SGW may designate cerlain of Supplier's personnel as "Key Personnei” or “Project
Managers”. Supplier's obligations with respect to Key Personnel and Proiect Managers wiil be
described in the applicable order or SOW. Any changes to Key Persennel must be mutually
agreed to in writing by Supplier and Authorized User. Failure of Supplier t¢ perform in
accordance with such obligaticns may be deamed a breach of this Contract or of the applicabie
order or SOW.

Subcontractors

Supglier shall not use Subcortractors to perform its contractual obligations or any order or SOW
issued pursuarit ic the Contract unless speusifically authorized in writing @ do so by the
Autherized User. Supplier may utilize individual human transiators as subcontractors but must
ensure that these individuais comply with all terms and conditions set forth in this agreement. All
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support and maintenance staff and subcontractors shall be based in the US and be US Citizens
ar H1B visa holders. For larger soale subcontractors (such as cioud service providers or othier
solution providers) onty with explicit written authorization from the Authorized User, which must
be obtained prior 1o the exacution of ihe order or SOW. If an arder or SOW issued pursuant to
this Contract is supporied in whaole or in part with federal funds, Supplier may not subcontract to
any Subconiractor that is a party exciuded from Federail Procurement and Nonprecurement
Programs. In no event may Supplier subcontract to any Subcontractor that is debarred by the
Commonwealth or that owes back taxes o the Commonwealth and has not made arrangements
with the Commonweatth for payment of such back taxes.

If Supplier subcontracts the provision of any parfermance cbiigation under this Contract to any
other party, Supplier shaii (i) act as prime contractor and wiil be the sole point of contact with
regard to aii obligations under this Contract; and {ii) represent and warrant that any authorized
Subcontracters shali perform in accordance with the terms and conditions, including warranties,
set forth in this Coniract.

5. NEW TECHNOLOGY

A.

Access to New Technology

Supplier will bring 1o VITA's attention any new products or services within the scope of the
Contract that Supplier beileves will be of interest to VITA and will work to develop proposals for
the provision of any such producis or services as VITA requests.

New Services Offerings Not Available from Supplier

If new or replacement product or service offerings become available and cannot be competitively
provided by the Supplier under the scope of this Conitract, VITA will have the rigiht to purchase the
riew or replacemeant products or services from a third party. If VITA elects to use such new or
replacement product or service offerings, Supplier will reasonably assist VITA to migrate to such
products or services, provided that such assistance is within the scope of services under this
Contract and does not require Supulier to provide additional resources or incur additional costs
n¢t contemplated by this Contract.

If VITA alects to acquire new products or services as described in the paragraph above and such
services replace axisting Supplier-provided services, discount tiers and any commitments (as
applicable per the Contracl) will he reducad to reflect reduclions in purchases of the replaced
products or services.

6. GENERAL WARRANTY
THE OBLIGATIONS OF SUPFLIER UNDER THIS GENERAL WARRANTY SECTION ARE
MATERIAL., SUPPLIER MAKES NO OTHER WARRANTIES, EXPRESS OR IMPLIEDR, ANY
CONCERNING MERCHANTABILITY OR FITNESS FOR ANY OTHER PARTICULAR PURPOSE.

Suppiier warrants and represenis to VITA that Supplier will fuffiil its contraciual obligations and meet
all Requiremenits as described in Exhibit A. Supplier warrants and represents to VITA that:

A.

Ownership

Suppiier has the right to perform and provide ali contractual cbiigations and provide all needed
services or products without violating or infringing any law, rule, regulation, copyright, pateni,
frade secret, or other preprietary right of any third party. Supplier is the cwner of the Product or
otherwise has, io the best of its knowledge, the right to grant to the Commonwealth or any
Authorized User titie or the right to use the Product provided pursuant io this Contract. Upon
Supplier's receipt of payment, the Commonwealth or ordering Authorized Liser, as applicable, will
obtain good and clear title to the Product, excluding the System Software, free and clear of ail
liens, claims, security interests, and encumbrarnices.

Coverage Requirements

Durirg the Warranty Period of ninety {90) calendar days, or as specified in the applicable order or
SOW, Supplier warrants that any Deliverabies provided by Supplier under this Contract will meet
or exceed the Requirements. Supplier shall correct, at no additional cost 1o any Authorized User,
ail errors identified during the Warranty Period that result in Supplier's faliure te meet ihe
Requirement, or its contraciual obligations.
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The Warranty Period will begin at the Acceptance date of the first Deliverable provided under this
Contract. For the purposes of this Section, “Deliverable” refers to the initial setup and launch of
the first agency’s site utilizing Suppiier's Services. This start date shall appiy uniformiy to all
subsaqguent agencies and sites added under the Contract, withoui triggering additional Warranty
periods.

C. Performance Warranty
With respect to Supplier's performance under this Contract:

i. Supplier shall perform all contraciual cbligations with the care, skill and diligence, consistant
with or above appiicable professional standards currently recognized in Supplier's profession, and
Supplier shall be respansible for the professional quality, technical accuracy, completeness, and
coordination of all plans, information, specifications, Deliverabies, and Services furnished under
this Contract; and

ii. Supplier shall ensure that any contractuaiiy obligated Services or Deliverables, or both, meet or
exceed the Requirements and that any Product will function in conformance with the
Requirements.

D. Documentation and Deliverables
i. Any required Documentation Supplier is ebligated o provide under this Contract will be
sufficient in detail and content to allow an appropriately trained user/programmer 1o understand
and fully uilize, as applicabie, the Deliverabies without reference 1o any other materials or
information.

ii. Ali Deliverables provided or delivered pursuant {o this Confract are at the current release level
uniess an Authorized User specifies an oider version in its order or SOW.

iii. No Update, engineering change, or revisicnh made to any Supplier-provided Deliverables will
(a) degrade the performance of any Deliverable or its components {0 a level below that defined in
ithe Reguiremenits or the Product manufacturer's or Software Publisher's puttlished specifications,
as applicable; {b) cause any cther warranty to be breached; or (c) require an Authorized User to
acuire additional nardware equipment or scfiware.

E. Interoperability Warranty
Supplier warraris that each Component, regardless of the origin of the Component, delivered
under this Contract or pursiuiant {o an order or SOW shall be inferoperable with other Components
so as to meset or exceed the performance specified in the Requirements and the applicable order
or SOW.

F. Licensed Services Application and Documentation
Supplier warrants the following with respect to the Licensed Services and the Application:

i. The Apgplication is pursuant tc a particular Reguest for Proposal ("RFF”), and therefore such
Application shall be fit for the particular purposes specified by VITA in the RFP and in this
Contraci. Supplier is possessed of superior krowiedge with respect e the Application and is
aware that all Authorized Users are relving on Supplier's skill and judgment in providing the
Licensed Services, inciuding the Appiication.

ii. Suppiier represents and warrarts (a) that it shall perform the Licensed Services in conformity
to the spedifications set forth in Exhibit A in a professional and workmanlike manner and () that
ihe Licensed Services shall not infringe any third-party proprietary rights inciuding (without
limitation) any trademark, frade name, trade secret, copyright, moral rights, patents or similar
inteliectual property rights.

fit. Supplier warrants that the Application and Licensed Services will conform in all material
respects to the Requirements set forth in this Contract and any order or SOW issued hereunder.,
Supplier warranis that the Application Licensed Services will conform to the applicable
specifications and Documentation, not including any posi-Acceptance madifications or aiteralions
1o the Documentation which represerit a maierial diminishment of the functionality of the
Appiication, Licensed Services or Supplier Product. Suppiier also warranis that such Application
and Licensed Services are compatible with and will eperate successtully when used on the
equipment in accordance with the Documentation and all of the terms and condlitions herecf.
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iv. The Application provided hereunder is at the current release leveal unless an Authorized User
specifiss an older version in its order or SOW,

¥. Np corrections, work arounds or futiire Appiication releases provided by Suppiier shail degrade
the Application, cause any other warranty 1o be breached, or require an Authorized User to
acquire additional hardware equipment or software, or licensed services;

vi. Supplier warrants that all post-Acceptance Updates, changsas, alterations or modifications fo
tha Apglication, Licensed Services and Documenritation by Supplier will be compatible with,and
will not materiaily diminish the features or funciicnality of the Appiication, Licensed Services
and/or Supplier Produsct when used on the equipment in accordance with the Documentation and
all of the terms and conditions hersof.

vii. Supplier warrants that the Documentation and aii modifications or amendments thereto which
Supplier is required to provide under this Contract shaill be sufficient in detail and content to allow
a user to understand and utiiize fully the Application without reference to any sther materials or
information.

G. Privacy and Security

Supplier warranis that Supplier and its employees, subcontractors, partners, and third-party
providers have taken all necessary and reasonable measures {o ensure that the Application,
Licensed Services, Supplier Product, and any related deliverabies do not include any
degradation, known security vulnerabilities, or breach of privacy or security. Supplier agrees (o
notify YITA of any occurrence of such as soon as possible after discovery and provide VITA with
fixes or upgrades for security vulnerabilities within 90 days of discovery.

H. Access to Product and Passwords
Supplier warranis Supplier has used commerciaily reasoriable efforts through quality assurance
procedures to verify that the Appiication and Licensed Services do not cantain disabling code or
any program device or other undisclosed feature, inciuding bul not limited to, viruses, worms,
trojan harses, or other code which is desigred to permit unauthorized access, delete, disable,
deactivate, interfere with or otherwise harm the Application, Licensed Services or the hardware or
software of any Authorized User or its Application Users. In addition, Supplier warrants that
Authorized User and its Application Users will be provided commercially reascnable uninterrupted
access fo the Application. Supplier also warrants that it wili not cancel or otherwise terminate
access to the Application by disabling passwords, keys or tckens that enable continuous use of
the Application by the Authorized User and its Application Users during the Ceniract Term or any
order or SOW issued hereunder. Suppiier further warrants that the Application and Licensed
Services are compatible with and wili operate successfully on the equipment.

Operating System and Software Supportability

Supplier warrants that Supplier ard its empioyees, subconiractors, partners and third-party
providers have taken all necessary and reasonable meastres to ensure that the Application,
Licensad Services, Supplier Product, and any deliverables do not have dependencies on other
operating sysiems or software that are no lenger supported by Supplier, or its Subconiractors,
partriers and third-party providers.

J. Malicious Code
Supplier has used commerdially reasonable etfforts through guality assurancs procedures 1o verify
that there are no Computer Viruses or undocumentied features in any of the Deliverables, as
cbligated and provided by Supplier under the srder or SOW, at the time of delivery to the
Authorized User. Supplier has used the best available means te scan any media provided to the
Authorized User. Supplier warranis that the Deliverabiss, as obiigated and provided by Suppiier
under the order or SOW, do not contain any embedded device or code (e.q., time bomb} that is
intended to obstruct or prevent any Authorized User's use of the Deliverables.

Notwithstanding any rights granted under this Contract or at law, Supplier waives, under ary and
all circumstances, any right it has or may have in the fuiure (o exercise iis license termination
rights by electronic means. Supplier agrees that an Authorized User may pursue all remedies
provided under law in the evant of & breach or threaisned breach of this section, including
injunctive or other equitable relief.
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Supplier Viability

Supplier has the financial capacity 10 perform and continue o perform its obligations under this
Contraci. Supplier has no constructive or actual knowiedge of a potaential legal proceeding being
broughit against Supplier that could materially adversely affect performance of this Contract.
Further, Supplier is not prohibiied by any contract, or order by any court of competent jurisdiction
from entering into this Contract.

L. Supplier's Past Experience
Supplier has met gimilar contractual obligations and fulfilled the Requirements as set forth in
Exhibit A and in this Contract, in simiiar or greater compiexity, to other customers without
significant probiems due to Suppiier's performance and without causing 2 contractuai breach or
defauit claim by any customer.
RIGHTS TO WORK PRODUCT

Any license to pre-existing work will be heid, and ali rights in, title 1o, and ownarship of Work Product
will vest, pursuant to the terms of the “Licensing Within the Commionwealth” section of this Contract
helow.

A.

Work Product

VITA and Supplier mutually acknowledge that performance of this Contract may resuit in Work
Product. The Parties shail document all Work Product specifications and these specifications will
e set forth in Exhibit A and incorporated into this Contract. Supplier shall prompily and fully
disciose to the Commonwealth or the Authorized User any and all Work Product generated,
conceived, reduced to practice, or learned by Supplier or any Supplier Persorinel, either sciely or
jointly with others, during the term or performance of this Contract, which in any way relates to the
business of the Commonwealth, ITA, or any Authorized User. Supplier and Supplier Personnel
shall not make use of, or discicse to others, any proprigtary information relating to the Work
Froduct, other than as is required in the performarnce of this Coniract. All Eervices perfarmed
pursuant to this Contract will inciude delivery of all scurce and object code and all executables
and documeritation for all Work Product. At no time miay Supplier deny VITA or an Authorized
User access to the Work Product, regardiess of form.

Ownership

All Work Product discovered, created, or developed under this Cornitract, or in the course of
executing an order or SOW issued pursuant to this Contract, is and will remain the sole property
of the Authorized User, regardiess of whether the Deliverable or Services are considered “works
made for hire” or “*hired to invent”. Supplier agrees that the Authorized User wili have ail righis
with respect to any Work Product discovered, created or developed under this Contract, or any
order or S3OW issued hersunder, withoui regard fo the origin of the Work Product,

Supplier irrevocably transfers, grants, conveys, assigns and relinquishes exclusively to the
Authorized User any and all right. titte and interest it now has or may hereafier acquire in and to
the Work Product under patent, copyright, trade secrat and trademark law in perpetuity, or for the
longest period otherwise permitted by law. If any moral rights ars created, Supplier expressly
waives all moral rights created in the Work Product. Supplier shail assist the Authorized User in
every reasonable way to obtain and, from time 1o time, enforce patents, copyrights, trade secrets
and cther rights and protection relating to the Work Product. Upon the reasonable request by
Authorized User with respect to the Work Product, Supplier and any required Supplier Perscnned
ahall execute all documents necessary for use in applying for and obiaining patents, copyrights,
and other rights and proiection, and in protecting trade secrets with respeact to the Work Product.

Supplier agrees that the provisions of this section wiil survive any termination of this Contract by
YiTA, or the termination of any order or SOW issuad hereunder by an Authorized User. Supplier
also agrees that in the event of a breach of this Contract by VITA or any Authorized User,
Supplier's remedy will not include any right to rescind, revoke, or otherwise invalidate the
provisicns of this section,

Supplier acknowledges that in the case of an Authorized User which is a public bady of the
Commonwealih, all rights and remedies afforded that Authorized User under this section shall
also be held and exercisable by the Commonwesith,
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C. Pre-existing Work
If, and to the extent that, any pre-existing rights are embodied or reflecied in the Work Product,
Supplier grants to the Commonwealth or the Authorized User the irrevocable, parpeiual, non-
exclusive, warldwide, royalty-free right and license o (i) use, execute, reproducs, display.
perform, distribute copies of, and prepare derivative works kased upon such pre-existing rights
and any derivative works thereof; and (ii) authorize others to do any or ail of the foreguing.
Supplier will retain all ownership fights in any pre-existing works.

D. Return of Materials
Upon termination of this Conitract or in the event Authorized User terminaies any order or SOW
issiled pursuant to this Coniract, Suppiier shall immediately refurn to ViTA or the appropriate
Authorized User all copies, in whatever form, of any and all Confidential Infermation, Waork
Product and other properties provided by ¥ITA or the Authorized User that are in Supplier's
possession, custody, or control.

8. PRODUCT SCOPE OF USE
Any Authorized User may use the Product, and any Software licensed in connaclion with the Product,
on a worldwide basis for the benefit of itself and its agenis. Suppiier further authorizes use of the
Product by third parties who are under contract with an Authorized User to provide outsourcing
services. if the Commonwealth or an Authorized User takses titie under the terms of this Contract io
ariy Products with Systermn Software that is integral to the Products, there will be no resirictions on
subsequent resale or distribution of the Products and System Software by the Commonweaiih or the
Autharized User,

9. SMARTLING SOFTWARE LICENSE
As part of its offerings pursuant te this Contract, Suppiier’s SaaS solution contains products that were
developed by and licensad from Smartling, a third-party software pubiisher, The use of Smartling’s
products is governed by an End-User License Agreement ("EULA”) provided by Smartiing, the form
of which is attached heretc as Exhibit F-2 for reference purpoeses. As the EULA may contain terms
ard conditions that Authorized Users, as governmential entities, cannot accept, and for the
convenience of using Srnartling’s standard EULA language, the EULA will be subject to the License
Agreement Addendum {"LAA”}, the: form of which is attached hereto as Exhibit F-1 for reference
purpeses. The EULA, along with the LAA executed by VITA and Smartiing and acknowledged by the
Supptier, will be added to the order or SCGW for that purchase and govern the use of any and all
Smartling products or software licensed under the Ceniraci, but will not become a part of this
Contract, whether or not specificaily referenced in the order document.

10. SERVICES

A. Nature of Services and Engagement
This Contract is optional use and non-exclusive,all Authorized Users may, at their sole discretion,
receive benefits from third party suppliers of services similar to, or in competition with, Services
provided by Supplier.

VITA, in its sole discration, ray cancei any order or SOW resuiting in a commitment of any
individual Supplier Personnel for mora than 1,000 hours of work during any six {€) month periocd
or of any such individuatl Supplier Personnel for more than gight (&) months in any twelve (12)
month period. Any order or SOW cancelled by VIiTA will no longer be binding on either Party, and
ali obligations with respect io the cancelied order or SOW shali expire.

11. DELIVERY AND INSTALLATION

A. Scheduling of Solution Delivery
Supplier shall deliver the Solution, including any Component parts, and complete performance of
Services according to the delivery dates set farth on the appropriate crder or SOW.

Supplier shall make available all apprepriate and/or related Documentation ai the time of delivery
of the reievant Component of the Solution. Any Soluticn Cemponent deiivered without the
apprepriate and required Documentation will be censidered "shipped short" uniil the applicable
documentation has been received.
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B. Deployment of Solution
1. Supplier Deployiment of Solution

The Soiution fee listed in Exhibit B includes initial depioyment of the complete Solustion. Supplier
shali depioy the Sclution in accordance with the depioyment scheduie set forth on the applicable
order or SOW. Deployment wiil inciude the instailation of any Software Component and, if
agreed, any Product or hardware Component, of the Solution. Supplier shall conduct its siandard
appropriate diagnostic evaluation ai the Authorized User’s user siie 1o determine that the Solution
is properly deployed and fuily ready for productive use, and will provide the Authorized User with
a copy of the results of the diagnostic evaiuation promptiy after completion of depicyment.

Supplier agrees that failure to deploy the Sciution in accordance with the delivery schedule in the
applicakie order or SOW constituies a material breach of this Contract resuiting in damages o
ihe Authorized User. As an estimate of the damages the affected Authorized User will suffer,
Supplier agrees to credit such Authorized User an amouni equai to three percent {3%) of the {olal
Solution feg, for each day after the schediled deployment date that the Seiution has not been
deptoyed for a periad of 30 calendar days following the agreed upen delivery date. If the delay
lasts longer than 30 calendar days, the affected Authorized User may immediately cancel the
order or SOW and collect damages for each day of that period of late delivery. The affected
Authorized User may aiso pursie any and all other remedies avaliable at law or in equity for
delays lasting longer than 30 calendar days or for non-depioyment.

2. Authorized User installation of Sofiware

For a Solution that includes Software that Authorized User elects to install itself, the Software will
be deemed io be installed when all Acceptance criteria as specified in the Authorized User's
order or SOW have been met. Upon completion of installation and successiul Acceptance festing,
Authorized User shall provide to Supplier writtan notice of Accepiance. Supplier shall proceed
with full deployment of the Solution concurrently with or after Authorized User’s installation of the
Software, as agreed between the Authorized User and Supplier in the order or SOW.

C. Documentation of Software Configuration

If the Soiution includes configuration of Software by Suppiier, Suppiier shall provide
Documentation containing a description of the configuration to the appropriate Authorized User,
The Documentation must be of sufficient detail so that any appropriately frained empioyes or
Agent of any Authorized User may reconstruct the configuration of the Software.

D. Product Delivery Procedure

Supplier shall deliver all Products F.O.B. destination, with the destinaticn being the "ship to"
address specified in the applicable order or SOW. If the order or SOW stipuiates that the
Supplier will provide instailation of the Product, Suppiier will bear all risk of loss of or damage to
the Product until ReceiptiAcceptance by the Authorized User. If the order or SOW stipuiates thai
the Supplier will not provide installation of the Product, Suppiier will bear all risk of loss or
damage io the Product untii Receipt. In all cases, Supplier shall arrange and pay for all
transportation and insurance sufficient to fully protect the Product while in transit. Each shipment
must include a packing stip indicating this Coniract number, the Authorized User's order number,
the SOW number, if apgiicable, the part number, a description of the Product shipped and the
guantity shipped. Each package in any shipmeni must (i} be numbered; {iij have a description
stenciled on the outside indicating the quantity of Product confained by part number and
descripticn; and {iif) must conspicuousiy display the number of the package in that shipmert
which cortains the packing siip. if reauired by the Authorized User, Supplier shall bar code all
packages shipped. If any Ioss te, or damage of, the Product occurs prior to Acceptance by the
Authorized User, Supplier shall immediately provide a replacement item. Title to Producst,
excluding System Software, will pass upon Acceptance.

Supplier will make available aii appropriate and required Documentation at the time of delivery of
the first unit of each different Product type. Product delivered without the appropriate and
required Documentation wili be considered "shipped shor" until the applicable documentation has
been received.

E. Late Delivery of Product
Supplier acknowledges and agrees that failure to deliver the Product ordered in sirict accordarce
with the agreed upon delivery schedule as set forth in this Section will constituie 2 material
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breach of this Contract resilting in damages to the ordering Authorized User, the total sum of
which would be impracticable or impossible to ascertain as of the Effective Date of this Contract.
As an estimate of the minimum amount of damages such Authorized User will suffer, Supplier
agrees to credii the Authorized User an amount equai to fen percent (10%) of the fotal purchase
price for each day that the Product is undelivered or nonoperational for a periced of fifteen {15)
calendar days foilowing the agreed upon delivery date, or if none specified, following the date
order or SOW was received by Supplier. lf the delay lasts longer than fifieen {(13) calendar days,
the Authorized User may immediately cancel the order or SOW and collect as late delivery
damages ten percent {10%) of the totai purchase price. Any credit due the Authorized User will
be applied o the next pericdic invoicea,

In addition, in the eveni the Suppiier fails for any reason o deliver the Preduct within thirty (30)
calendar days of the agreed upon delivery date set forth in the order/schedule, or if no date was
specified, following the date the order or SOW was received by Suppiier, then the ordering
Authorized User, at its own discretion, may give Supplier orai ar written notice of breach
regarding the subject order or SOW. Unce notice by the Authorized User is sent or given, the
Authorized User may immediately procurs the undelivered items, or substantiaily similar items,
from another scurce. Once the Authorized User has effected a purchase from an aiternate
source, the Aulhorized User may charge-back Suppiier. Supplier agrees io reimburse the
Autherized User for any difference in cost betwesn the original coniract price and the Authorized
User's cost to cover from the alternaie source. In no eveni will any Authorized User be heid to
pay Supplier any costs incurred by Supplier, including but not limited to ordering, marketing,
mantifacturing, or delivering the item(s}, which are subject of such Authorized User's notice of
breach. Further, the Authorized User reserves any and all other remedies available at law or in
equity.

Product Installation

Unless otherwise agreed, Supplier shall provide the initiai installation of all Product at no
additional chargs. Installation will include: unpacking, removal of ail shipping/packing materials,
positioning, connacting to internal utility services, testing, and related necessary services to aliow
for Acceptance by the Authorized User.

All Product installations shall comply with building and faciiities standards established by the
ordering Authorized User. if Authorized User installs the Product, Supplier shall provide all
reazcnably necessary telephinne assistance at no charge.

12. ACCEPTANCE AND CURE PERIOD

A.

Deliverable Acceptance Criteria

Deliverables are deemed accepted when the Authorized User determines thal the Deliverables
successfully operate in accordance with the Requirements and applicable order or SOW.,
Acceptance of the Deliverables, and for the Solution as a whole, requires delivery to the
Authorized User of all of funciionality listed in the Requirements as set forth in Exhibit A and
required by the Authorized User in the applicable order or SGW. Supplier shal! be responsibie for
ensuring that all Deliverables function praperty within the Solution. Acceptance of any oneg
Deliverable wiil not imply Authsorized User's concurrence that the Deliverabie will function property
with or within the Solution. In the event that a previousiy Accepted Deliverable reguires further
modification in order fo waork properly with of within the Solution, Supplier shall provide the
modification and cover all associated costs.

Authorized User shail commence Acceptance testing within five {8) business days, or within the
agreed {o period set forth in the applicable order or SCW, after (i) receipt of the Deliverable or {ii)
heing granted access to the Soiution. The Acceptance testing period for the first instance of each
Product type set forth in Exhibit B will iast no longer than fifteen (15) business days uniess a
longer period is agread o in writing between Authorized User and Suppiier. Throughout the
Acceptance testing period, Suppiier shall provide to the Authorized User any assistance and
advice as the Authorized User may reasonably require. Supplier shali provide this assistance and
advice at no additional cost, other than pre-approved travel expenses incurred which are
reimbursabie by the Authorized User pursuant to the terms and conditions of the “Reimbursement
of Expenses” section of this Contract below. Authorized Uiser shall provide to Supplier wriiten
notice of Acceptance upon completion of successfui Acceptance testing. in the event that
Authorized Liser fails to provide Supplier wriiten natice of successful or unsuccessiui Acceptance
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testing within ten {(10) business days following the end of the Acceptance testing period, the
Supplier shall provide Authorized User with written notice that Supplier has not raceived a notice
of successful or unsucceassiul Acceptance testing from the Authorized User. If the Authorized
User fails to pravide Supplier with written notice of successful or unsuccassful Accepiance testing
within five (5) business davs after receiving such notice from Supplier, the Software or
Deliverable will be deemed Accepted.

B. Solution Acceptance Criteria
The Soluticn will be deemed accepied when the Authiorized User determines that the Solution
successfuliy operates in accordance with the Raguirements and, if applicable, successful
completion of Acceptance testing. Autherized User shall commience Acceptance testing within
five {&) business days after deployment of the Solution. The Acceptance testing period will be
compieted within fitteen {1%) business days after deployment of the Solution, or such ionger
period as may be agreed {o in writing between Authorized User and Suppiier. Supplier shail
pravide Authorized User with any assistance and advice the Authorized User may reasgenably
require during the Acceptance testing. Throughout the Acceptance testing period, Supplier shall
provide to the Authorized User any assistance and advice as the Authorized User may
reasonably recuire. Supplier shall provide this assisiance and advice at no additional cost, other
ihan pre-approved fravei expenses incurred which are reimbursabie by the Authorized User
pursuant to the terms and conditions of the "Reimbursement of Expenses” section of this Contraci
beicw. Authorized User shall provide to Supplier written notice of Acceptance upen compiletion of
successful Acceptance testing. In the evenit that Authorized User faiis to provide Supplier written
niotice of successful or unsuccessful Accepiance testing within ten (10) business days foliowing
the end of the Acceptance testing period, the Supplier shali pravide Authorized User with written
notice that Supplier has not received a notice of successfui or unsuccessful Acceptance tesling
frem the Authorized User. If the Authorized User fails to previde Supuplier with writien notice of
successful or unsuccessful Acceptance testing within five (8) business days after receiving such
nctice from Supplier, the Solution wiil be deemed Acoepted.

C. Deliverable Cure Period
Supplier shall correct any non-conformities identified during Acceptance itesting and re-submit the
correcied Deliverable for re-lesting within seven (7) calendar days of receipt of the appropriaie
Autherized User's written notice of non-conformance, or as otherwise agreed between the
Authorized User and Suppiier in the applicable order or SOW. In the event Supplier fails to cure
the non-conformity or deliver Deliverable that meeis the Regquirements, the Authorized User may;,
by taking one of the following actions within thirly (30} calendar days of receipt of the re-submitted
solution, in its sole discretion: (i) reject the Deillverable in its entirety and recover amounts
previously paid to Suppiier; (i) issue a "partial Acceptance” of ihe Deiliverable with an equitable
adjustmeri in the price to account for any deficiency; or {iii) conditionally accept the applicable
Deliverable while reserving its righi to revoke Acceptance if timely correciion is not forthcoming.
Failure of the Deliverable tc meet, in all maiegrial respects, the Requirements after the second set
of Acceptance tests will constitute a breach by Supplier, and the Authorized User may, at its sole
discretion, terminate its order or SOW, in whaie or in part, for the Seiution to be provided by
Supplier.

D. Solution Cure Period
Supplier shail correct any non-conformities identified during Acceptance testing and re-submit the
correcied Soiution or Cormiponent products or Services for re-testing within 15 business days of
receipt of writlen notice of non-conformance to Supplier, or as otherwise agreed between the
Authorized User and Supplier. in the event that Suppiier fails fo deliver a Solution which meeis
the Reguirements, the Authorized User may, by taking one of the following actions within thirty
{30) calendar days of receipt of the re-submitted soiution, in its sole discretion: (i) reject the
Soiution in its entirety and recover amcunts previcusty paid to the Suppilier; (i) issue a "partiai
Acceptance” of the Solution with an equitable adjustment in the price to account for such
deficiency; or (jil} conditionally accept the applicabie Solution while reserving its right to revoke
Acceptance if timeiy correction is not forthcoming. Failure of the Seolution fo meet, in all material
respects, the specifications and performance standards after the second set of acceptance tests
wil! constitute a breach by Supplier, and the Authorized User may, at ifs scle discretion, terminate
its order or SOW, in whole or in part, for the Solution to be provided by Supplier.
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E. Licenised Services Commencement Date
The Sunplier shall begin delivery of Licensed Services on the date requesied by the Authorized
User and agreed io by the Supplier in an order or SOW. An Authorized User may delay the
Licensed Services commencemeant date by natifying the Supplier st least ten (10) days before the
scheduied Licensed Services commencement date.

F. Licensed Services Acceptance Criteria
Authorized User shall commeance Acceptance testing within five (5) business days after receiving
written notice from Supplier of the ability of such Authorized User and its Application Users to
access the Application, or within such other period as set forth in the appiicable order or SQW.
Throughaout the Acceptance testing period, Supplier shali provide to such Authorized tser any
assistance and advice as such Authorized User may reasonabiy require. Suppiier shali provide
this assistance at no additionai cost, other than pre-appreved travel expenses incurred which will
be reimbursabie by such Authorized User pursuant io the terms and conditions of the
"Reimbursement of Expenses” section of this Contract below. Authorized User shali provide 1o
Supplier writtzn notice of Accepiance upon completion of successfui Acceptance testing. In the
event that an Authorized User faiis to provide Supplier with written notice of successful or
unsuccessful Acceptance testing within ten (1(¢) business days following the end of the
Acceptance testing period, then Sunplier shall provide the Authorized User with writien notice that
Suppiier has not received notice or successful or unsuccessiul Acceptanse testing from the
Authorized User. If such Authorized User fails to provide Supplier with written notics of successiul
or unsucoessiul Acceptance testing within 5 {five) businass days after receiving such notice from
Supplier, the Service wili be deemed Accepted.

G. Licenised Services Cure Period
If during the Acceptance test period, Authorized User is unable 1o acoess the licenserd
functionaiities of the Application, Supplier shall provide Authorized User wiil such accass, and
such Authorized User's Application Users with their required access, within seven (7) days of
written notice of inability to access, or as otherwise agreed between the Authorized User and
Supplier irt the applicable order or SOW. Should Supplier fail to provide access (o the licensed
functionaiities of the Application, such Authorized User may, in its sole discretion: (i) reject the
Application in its entirely and recover amounts previously paid hereunder; (i) issue a “partiai
Acceptance” of the Appiication access with an equitable adiustmeni in the price to account for
such deficiency; or {iii) conditionally accept the applicable Application access while reserving its
right to revoke Acceptance if timely correction is not forthcoming.

If the Authorized User and its Application Users are unable to access the licensed functionalities
of the Application after a second set of acceptance tesis, Supplier shall ke deemed in default of
the order or SCW. in the event of such defauit, the Authorized User may, at its sole discretion,
terminate its order or SOW, in whole ar in part, for the Licensed Setvices to be provided
thereunder by Suppiier.

H. Services Acceptance Criteria
Servicel(s) will be deemed accepted when the Authorized User determines that the Service(s)
meei(s) the Requirements set forth in the apolicable order or SOW. Supplier shaill ensure any
individual Deliverable functions properly with any other Deliverabies provided pursuant o the
order or SOW. in the event that a previsusiy Accepted Deliverable requires further maodification in
order to work properiy with any other Deliverable, Supplier shall be responsible for all costs
associated with the modification.

Authorized User shall commence Acceplance testing within five {8) calendar days after Receipt of
ihe Service, or within such cther period as set forth in the applicabie order or SOW Acceptance
iesting will iast no longer than fifteen {15) calendar days, unless otherwise agreed to in wriling
between Authorized User and Suppilier, for each Deliverable, or for the first instance of each
Service type set forth in Exhibit B. Suppiier shall provide ihe Authorized User any assisiance anid
advice as the Authorized User may reasonably require, at no additional cost, during Acceptance
testing. Authorized User shall provide Supplier written notice of Acceptance upon compietion of
instatlation and successful Accepiance testing. In the event that the Authorized User fails to
provide Supplier written notice of successful or unsuccessful Acceptance testing within five (5}
business days following the Acceptance testing period, the Service wiill be deemed Accepted.
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l. Services Cure Period
Suppiier shall correct any non-cenformities identified during Acceplance testing and re-submit the
non-conforming Service for re-testing within seven (7) calendar days of Supplier's receipt of
written notice of norn-conformancea, uniess otherwise agreed o betwesan the Authorized User and
Supplier irt the applicable order or SOW. Should Supplier fail to cure the nan-conformity or
deliver a Service which meets the Requirements, the Authorized User may, by taking one of the
foliowing actions within thirty {30) calendar days of receipt of the re-submitted solutionin its soie
discretion:

i. reject the Service in its entirety, and any other Service(s) rendered uriusable due to the non-
conforming Service, and recover amounts previously paid to Supplier for all such Services;

ii. issue a “partial Acceplance” of the Service with an equitable adjusiment in the price to account
for such deficiancy; or

iii. condittonally accept the applicable Service while reserving its right to revoke Acceptance if
Supgplier faiis to make a timely corraction.

Failure of a Service 1o meet, in all material respects, the Requirements after the second sef of
accaptance tesis may conslitute a breach by Supplier. In the event of such breach, the
Authorized Lser may, at ils sole discretion, terminate iis order or SGW, i whole or in part, for the
Services to be provided by Supplier.

J.  Product Acceptance Criteria
Product will be deemed accepted when the ordering Authorized User determines thal the Product
successfully operates in accordance with the Requirements. The Authorized User shail
commience Acceptance testing within five (5) calendar days, or within the period set forth in the
applicable order or SOW, afler Receipt/instailation of the Product. Accepiance testing will ke na
longer than fifleen (15) caiendar days, or any ionger period as may be agreed in writing between
Authorized User and Suppiier. Authorized User shail provide to Supplier written nolice of
Acceptance upon successful Acceptance testing. Should Authorized User fail to provide Supplier
written notice of successful or unsuccessful Acceptance testing within five {(8) calendar days
foliowing the Acceptance tesling period, the Product{s) will be deemed Accepted.

Throughout the Acceptance testing period, Supplier shall provide to the Authorized User any
assistance and advice as the Authorized User ray reasonably require. Suppilier shall provide this
assistance and advice at no additional cost, other than pre-approved frave! expenses incurrad
which are reimbursable by the Authorized User pursuant o the terms and conditions of the
“Reimbursement of Expenses” section of this Contract below.

K. Product Cure Period
Supplier shall correct any non-conformities identified during Acceptance testing and re-submit the
corrected Product for re-testing withiin sever: (7] calendar days of Supplier's receipt of a written
notice of non-conformarnce, or as otherwise agreed between the Authorized User ard Supplier in
ithe applicable order or SOW. If Suppiier fails ¢ cure the non-conformity or deiiver Product that
meets the Requirements, the Authorized User may, in its sole discretion: {i) reject the Product in
its entirety and recover amounts previousiy paid to Supplier; {ii) issue a "partial Acceptance” of
the Preduct with an equitable adjustment in the price to account for such deficiency; or (iii)
conditionally accept the appiicable Product while reserving its right to revoke Acceptance if timelby
correciion is rot forthicoming. Faiiure of a Produci to meet, in ail matenial respecis, the
Requirements after the secend set of acceptance tests may constitute a breach by Supolier. in
the event of such breach, the Auihorized User may, at its soie discretion, terminate its order or
SQW, in whoie or in part, for the Product and any Services to be provided by Supplier.

13. SOLUTION WARRANTY AND MAINTENANCE SERVICES
At any time during the Warranly Period or MCP, as applicable, Supplier shail provide the following
warranty or maintenarnce services (inciuding uniimited telephenic support and all necessary travel and
labor) to mairtain the Solution in accordance with the Requirements. During the Warranty Period,
Supplier shall perform these services without additienai charge to any Authorized User. During the
Maintenance Coverage Period, charges will be in accordance with the terms of this section and
Exhibit B.
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A. Known Defects

Suppiier shall promptly notify all Authorized Users ire writing of any defects or malfunctions in the
Solution or Documentation of which it learns from any source. Within five (15) calendar days of
Supplier's knowiedge of any defects or malfunciions, Supplier shiall correct the defects or
maifunciions, or provide a work around uniil corrected, and provide all Authorized Users with
correcied copies of same.

B. New Releases

No later than the first day of general reiease, Supplier shall provide te ali Autherized Users copies
of the Software and Documentation revised {o reflect any enhancements, inciuding ali new
releases, upgrades, and access modes, to the Software made by Supplier, including, without
limitation, maodifications to the Softwars which can increase the speed, efficiency or base of
operation of the Scoftware or add additional capakbilities to or otherwise improve the functionality of
the Scftware.

C. Coverage

Supplier shall provide all reasonably necessary telephone or written consuliation requested by
any Authorized Users in connection with use, problems, and operation of the Solution. Suppiier is
obligated 1o provide coverage under this provision Moenday through Friday, 10:0C am io 6:00 pm
U.S. Eastern Time, exciuding U.8. Federal holidays. For critical issues, support is available 24
nours per day, seven days per week.

For issues requiring immediate altention, Supplier provides the fellowing escalation process:

e Critical (Priority 1): Response fime within 15 minuies, with a resolution target of six (€} hours.
Cuslomers may call the designated support number direcily [Insert contact number hera].

« High (Priority 2): Response time within 2 business hours, with a resolution target of twenty-four
{24) hours, Issues should be reporied via email ic the Cusiomer Success Manager {CSM).

e Medium (Priority 3): Response time within 8 business hours, with a resolution target of three (3)
calendar days. Issuas can be reported via email to the CSM and Support at
support@smartling.com.

¢« Low (Priority 4): Response time within 15 business hours. General piatform questions or issues
can be addressad by opening & tickel with support@smartling.com.

Additionally, Supplier provides live system health updates and service availability performance
at https://status.smartling.com/.

D. Service Levels

Supplier shall respond to problems with the Solution identified by an Authorized User in no more
than one (1) hour after notification. Supplier shail resolve all problems according to the following
schedule:

i. Priority 1 (system down) within six (6) hours;

ii. Pricrity 2 (certain processing interrupted or maifunctioning but system able to process) within
twenty four (24) hours;

iii. Priority 3 {mincr intermitteni malfunclioning. svstem able to process data) within thres (2)
calerdar days.

The level of severity will be defined by the Authorized User.

E. Software Evoiution
In the event that Supplier or Software Publisher merge or splinter the Software previoisly
provided to any Authorized User, Supplier shall not charge any Authorized User additional
suppoit fees in order o receive enhancements, releases, upgrades, cr support for the Software.

If Supplier or Scftware Publisher reduces or replaces functionality contained in a licensed
Software product and praovides the same or subsiantiaily similar functionality as or within &
saparate or renamed Software product, then the Commonwealth or the Authorized User will be
eniitled io license such Software product at no addiiional license or maintenance fee, and subject
o the {erms and conditions in this Contract,
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If Suppiier or Software Publisher releases an option, fulure Software preduct, or other release
that has substantially the same funclionality as the Software products provided under this
Contraci, and the Sofiware Publisher, or Supplier, or both, ceases to provide Maintenance
Services for the oider Saoftware product, then Supplier shall offer the Cemmaonwealth or the
Authorized User the option to exchange licenses for such replacement Software product or
function at no additional charge.

Escalation Procedures

Suppiler shall make commercially reasonable efforts to correct any errcr reported by an
Authorized User in accordance with the severity levels and response targets referenced in
Sections C and [. If iszsues are not rescived within the specified timeframes, they will be
escalated foilowing the escalation process defined in Section C.

Solution Remedies

If the Sclution or any Component faiis to conform in ail material respects to iis order or SOW,
Authiorized User shall provide written notification of the failure to Supplier. If Supplier is unable to
make the Sciution or any Compenent conform within 30 calendar days of receiving Authorized
Liser's natice Suppiier shall, at such Authorized User’s request, accept return of the tangibie
Solution Compenents at the Authicrized User’s request. If the failure of the Solution or any
Compoenenis cccurs during the Warranty Period, Suppiier shall return all monies paid by an
affected Authorized User for the returned Solution Components and Documentation. if the failure
of the Sclution or any Components occurs during any subsequent MCP, Supplier shall return all
unused prepaid monies paid by an affecied Authorized User for the returned Solution
Components and Documentation. Authorized User shail discontinue use of any Selution
Componant Software or produict.

Solution Support Services and Renewal Options

Sixty (63) calendar days prior i the expiration of the Warranty Period, Suppiier shall notify the
Authorized User in writing of such expiration. Authorized User may, &t its sole discretion, order
from Supplier Sciution Maintenance Services inciuding new Software releases, updates and
upgrades. The MCP will be for a perind of one (1) year and at an annual fee of ten percent {(10%)
of the Software license fee paid by any Authorized User for its then current instalied base.
Supplier shall notify the Authorized User 80 days priar to the expiration of the MCP, and the
Attnorized User may, at iis sole discretion, renew Maintenance Services for an additicnal one (1]
year period. Any increase in the annual fee for renewed Maintenance Services may not exceed
the lesser of {i) thres percent (3%}, or (ii} as dafined in the “Fees, Ordering and Payment
Procedure” section of this Contract below, in effect at the time of renewal. Supplier warrants that
it shail make Support Services available for all the Soiution compaoanenis iisted in Exhibit B for a
period of at least five (8) years from the expiration of the inifial Warranty Period of any Solution
provided (o an Authorized User pursuant to this Contract., Canceliation of Maintenance Services
by an Authorized User shali not affect this Conitract or the grant of any licenise by Supplier.

14. APPLICATION AND LICENSED SERVICES SUPPCRT
Al any time during the term of any order or SOW issued pursuant to this Contract, Supplier shail
provide the following Application Services (including uniimited telephonic support and all necessary
travel and labor) without additional charge to any Auihorized Usar in order to ensure such Authorized
User and its Application Users are abie ic access and use the Application in accordance with the
Reguirements.

A.

Coverage

Supplier shall provide to any Authorized User all reasonably necessary telephone or written
consultation requested by such Authorized User in connection with use, problems and operation
of the Application in aceordance with Section 13 C of this Coniract.

Service Levels

Within one (1) hour of a request from an Authorized User ar VITA, in its governance rele, Suppiier
shall respond to such request for support of Licensed Services regarding the Application and
iL.icensed Services, inciuding Application, Supoiier Product, and Decumentation in accordance
with the schedule defined in Section 13 D of this Contract and the procedures identified in Exhibit
| of the Coniract, “Tabie of Service Levels, Responise and Resolution Times and Escalation
Procedures for Licensed Services”. Authorized Liser may describe the probiem by teiephone,
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electronic mail, or via a web site provided by Supplier. Supplier shall use its bast efforts io meeat
Resporise Time and Resolution Time and other chligations under this Coniract.

The: level of severity {e.g., 1, 2, 3), wiil be defined in accordance with Section 13 C of this
Coniraci, uniess otherwise enhanced by an SOW as agraed by the applicabie Authorized User
and Supplier.

Application Evolution

Should Supplier merge or splintar the Application previously provided o any Authorized User,
such action on the part of Suppiier shall not in any way resuit in any Authorized User being
charged additional license or support fees in crder {0 access the Application, to enabie its
Appiication Users 1o access the Application, or 1o receive enhancemerits, releases, upgrades or
support for the Application.

15. SERVICE LEVELS AND REMEDIES FOR CLOUD SERVICES

A.

Availability

The failure by Supplier io make the Licensed Services Available to Authorized User and its
Application Users at ieast 99% of the time in any givern month - excluding scheduled
maintenanca or excusable downiima — during the term of such Authorized User's order or SOW,
will be: deemed a service level default ("Servica Level Dafauit”). In the event of a Service Level
Default, the Authorized User may obtain tha rion-exciusive remedies set forth in Exhibit | of this
Contract, “Tabie of Service Levels and Hemedies for Licensed Services”. For purposes of this
Contraci, “Available” means that Authorized User and its Applicaiion Users are able {6 access all
features and funclions of the Application and Licensed Services required by Authorized User,
including but not iimited to the Application and Supplier Product.

Supplier shall issue a credit to an Authorized User for any downtime or period where the Licensed
Services are not Available ("Service Level Credit”) during any given month of the term of the
applicable order or SOW. Service Level Cradiis will be applied against the next invoice to the
Authorized User. In the event Authorized User is eligibie for a 100% Service Level Credit under
this Section during any given month of the term of the applicable order or SCW, Authorized User
may terminate the order or SOW without penaity upon written notice to Supplier and, in addition
io the remedies available under this Seclion, receive any additional remedies set forth in the
Conlract.

In the event a Service Level Defauit occurs after VITA or an Authorized User has given notice of
termination pursuant to the Term and Termination section of this Coniract or due to non-
appropriation of funids, or Authorized User has made final payment to Supplier for the Application
and Licensed Services and no further invoices will issue as a resuit, Suppiier shali refund tc
Authorized User the amourit of the appropriate Service Level Credit due for the period of default.

Provisioning

For provisioning outside the scope of seif-provisioning capabilities, incremental adds, access
authorizations, moves or reductions, including disabled access updates, in the scope of the
Licensed Service (e.g., USERIDs), shall be complated within one (1) business day of a writien
reguest {including e-mail or submission to Supplier's provisioning website) fram an Authorized
User’s designated Administraior. In the event that provisioning is noi made available withir: cne
{1} business day of the request, a credit for the incremental amount of the revision shail be
applied against the next invoice for 1/30th of the corresponding pro-rated amount. Authorized
User shall also have the capacity to self-provision, add, administer, and manage access
authorizations directly within the Licensed Service.

Cioud Reporting Requirements
1. Monthly Reports:

By the 5th of each calendar menth during the Contract Term, Supplier shall provide Authorized
User with the fnliowing written monthiy reports:

{a) Service Level Performance Repaort - a report that contains information wilh respect to the
performance of the Application and Licensed Services, Such report, uniess otherwise agreed
upon by the parties, shall be in conformity with the reporting Supplier provides to its other
customers utilizing an application and licensed services identicai or similar o the Application and
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Licensed Services provided to Authorized User. The parties agree that the performance report
generated from Supplier's existing systems is acceptabie and satisfies this requirement.

(b) System/Appiication Paiching Compliance Report — a report thai illustrates that the supplier
has insialled security relevant software and firmware updaies within 30 days of the release of the
updates. Suppiier's internai patching compliance reports meet the requirements set forth in this
section.

(¢} Scanning Reports (08, Middleware, Appiications and interfaces) Report — a repori that
ifiustrates vulnierabiitty scanning of Cloud Service Providers Qperating Systems/infrastructure,
daiabases and web appiications. The parties acknowledge that the Supplier's scanning reporis,
as generated from its existing security protocols, are acceptaile for fulfiliing this requirement.

{d) Geographic Locations of Data Being Hosted Raport — a report that illustrates the lacation of
Commonwealih data. Suppiier's data lecation reporting, as generated by its systems, has been
deemed acceptakie by Autharized User to meet this requirement.

2. Quarterly Reports:

By the Hth day of the first month of a calenaar quarter, during the Contract Term, Suppiier shall
pravide Authorized User with the following written quarterly recort

{a) Summary Report of intrusion Detection Scans and Intrusicn Prevention Scans — a report that
demonstrates that supplier protects commonweaith data with intrusicn monitoring tools from
unauthorized access, modification and deistion. Suppiier and Autherized User agres that the
intrusicn detection and prevention reporis generailed by Supplier’s existing systerms meet this
requirement.

Supplier shall submit a capy of each report to VITA at: enterpriseservices@vita. virginia.gov.

Represenlatives of Supplier and Authorized User, and ¥ITA at its option, shall meet as ofien as
may be reasonably reguested by either party, but nc iess often than once each calendar quarter
during the Contract Term, o review Supplier’s performance of Licensed Services and the
performance of the Application and 1o discuss technical plans, financial matters, system
performance, service levels and any other matters reiated to the above required reports and to
this Contract in general that may be reasonably requested by either Suppiier or Authorized User
or ¥ITA. Supglier shall notify ViTA of such meetings by emaii to:
enterpriseservices@vita.virginia.gov. Authorized User or ViTA may independently audit the report
at its expense no more than two (2) times annually.

Failure by Supplier to submit the required reports listed above will constitute a breach of
Contract. In the event of such a breach, VITA, in its governance role, may elect to
immediately terminate the Contract, which will also result in the Supplier and Application
being removed frem the Approved Application List.

D. Failure to Meet Service L.evel Commitments
In the event that such Appilication fails to meet the Sarvice Levels specified herein, Supplier will:
(i) promptiy repiace the Application with an Application that cenferms to this Contract and such
specifications; (ii) repair the Application, at Supplier's expense, so that it conforms i this Contract
and such specifications; or {iii) refund to Authorized User ali fees unused prepaid paid for the
Applicaticn and the Licensed Services after the failure of the Appiication to meet the Service
Laveis. In the event Supplier fails to comply with these remedies, Authorized User may exercise
ali available rights and remedias under iaw and squity.

E. Escalation Procedures
Supplier shall make commercially reasonable efforts to corract any error repartad by an
Authorized User in accordance with the severity levels and response fargets referenced in
Sections 13 C and D. If issues are not resolved within the specified timeframes, they will be
escalated following the escalation process definad in Section 13 C.

16. CLOUD EXIT ASSISTANCE
Upon execution of an order or SOW pursuant to this Contract, Supplier and Authorized User will
develop an exit plan (“Exit Plan”) detailing each Parly’s respective tasks for the orderly transition and

WA-Z241030-TCTL Paga 22 of 45



17.

18.

19.

migration of all Conient stored by Suppiier pursuant to such order or SOW o Authorized User's
archive and/or to a system or application maintained by Authorized User.

At a minimum, the Exit Plan must provide ihat within 30 days of the expiration or terminatiorni of this
Contract for any reason, Suppiier shall return to the Auihorized User ali Content in its possession and
stored by the Application on behalf of the Authorized User. Suppiier shail return all such Content in a
format accessible without the use of Supplier's Apglication. Supplier's failure to do se will constiiute a
matierial breach of this Contract and the Autheorized User may exercise ail availabie righis and
remedies under law and equity, in addition to any remedies set forth in this Coniract.

in addition, at Authorized Uset’s option, Supplier shall continue to provide Licensed Services for up to
six (6) months after the date of expiration or iermination of an applicable order or SOW in order to
facilitate Authorized User’s fransition to ancther service model or provider upon terms mutually
agreed to by the Authorized User and the Suppiier. Supplier shall also provide such reasonable
assistance as may ke reguested by the Authorized User and agrees such assistance will not be
unreasonably withheld. Suppiier will perform such assistance at the hourly rate or for the fee agreed
upon by Supplier and Authorized User.

RECORDS AND AUDIT

In order to support charges invoiced to an Authorized User, Supplier shall maintain accurate records
and other evidence perfaining to the costs and expenses for all Licensed Services performed or
delivered under any order or SOW issued pursuant to this Coniract. The records will be to the extent
and in sufficient detail to properiy refiect all direct and indirect costs associated with the applicable
order or SOW. in addition, Suppiier shall maintain accurate records of the Licensed Services
including, but not limited fo, the “Uptime” and "Downtime” as set forth in the Supplier Responsibililies
Section of this Confract. An Authorized User will have the right, ai any reasonable time during reguiar
business hours after giving reasonable advance notice, to inspect and audit the records applicable to
its arderi{s} or SOW({s). Supplier shall preserve such recards for three (3) years after termination or
completion of the Licensed Services agresd to under this Contract, or any order or SOW issued
hereunder.

DESCRIPTION OF LICENSED SERVICES

During the term of any order or SOW issued pursuant 1o this Contract, Suppiier hereby agrees to host
the Application{s] listed and described in Exhibit A and specified in such order or 3OW by the
ordering Authorized User on servers owned, operated, housed, and mainiained by Supplier and shaill
make such Application(s) avaliable to Authorizad User's designated Application Users through the
Internet. Supplier has acauired any and all license rights in the Applicationis) necessary and
appropriate for Supplier o provide the Licensed Services as listed and described in Exhitit A for all
Authorized Users.

Suppiier hareby grants each crdering Authorized User and its Application Users a non-exclusive,
tranisferable, worldwide license to acoess and use by any miethod this Application during the term of
the applicabie order or SOW issued pursuant 1o this Contract. The license fee for the rights shall be
as set forth in Exhibit B, and shall apply regardiess of access mode. Any such license(s) granted will
he held pursuant to the provisions of the "Licensing Within the Commonwealth” section of this
Contract below.

Noiwithstanding any other provision or other unilaieral license terms which may be issued by Supplier
after the Effective Dale of this Contract, and irrespective of whether any such provisions have been
proposed prior io or aiter the issuance of an order or SOW for Licensed Services, including access to
the Application{s}, or the fact that such cther agreemient may be presented o an Authorized User or
its Application Users at the time of accessing the Application{s) (“click wrap”), the terms and
conditions set forth herein in this Contract and any amendmanis or modifications thereto shall
supersede and govern licensing and use of all products and services hereundger.

SUPPLIER RESPONSIBILITIES

A. Standard Application Responsibilities
Uniess otherwise indicated in Exhibit A, Supplier shall acguire and maintain, at no charge to
Authorized User, the hardware and software required to host the Application(s). The hardware
and software on which the Application(s) is hosted will be maintained in good operating condition,
consistent with or exceeding generally accepted industry practices and procedures. Additionally:
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i. Supplier shall maintain sufficient hardware capacity to satisfy the tecknical requirements and
the bandwidth and required storage capacity indicated in Exhibit A,

ii. Suppiier shali be responsible for all telecommunication connections from the server hosting the
Appiication to the internet.

iii. Supplier may collect user-specific data only as necessary 1o provide the Licensed Services
orderad by an Authorized User. No information regarding any Authorized User or any Application
User shail be disciosed, provided, rented or soid to any third party for any reason unless required
by law or regulation or by an order of a court of competent jurisdiction. This obligation will extend
beyond the Contract Term.

iv. The Appiication wili e made availabie to Authorized User and/or designated Application
Users, as specified in the applicabie order or SQW, twenty-four (24) hours a day, seven {7} days
a week ("Uptime”) less Excusable Downtime. For the purposes of this Contract, “Excusable
Downtirng” is defined as that period of time when the Licensed Services are not available to
Authorized User or its Application Users dus to scheduled network, hardware or service
maintenance and/or upgrades. Excepi in cases of emergensgy, Authorized User shali be provided
a two (2) business day advance notification of such maintenanae and/or upgrade. In cases of
emergency, Supplier will use its best efforts to notify Authorized User of a planned Bowntime as
soon as practicable. Maintenance or urgrades are not to exceead thirty-six {36) hours in duration
in a singie month and cannot occur dMonday through Friday, between the hours of 6:00 a.m. and
8:G0 p.m. Eastern Time.

¥. Excusabie Downtime shall not include (a) an electronic hardware failure; (b} a failure in the
Supplier's Application; (c) an electric wiility failure at Supplier's facility where the Application is
hostad; or (d) a network failure up 1o, but not inciuding, the intercorinection point of Supplier's
network ta the public swilched telephone network.

vi. Supplier guarantees the Application wili ke available for use at least ninety-ning percent (99%)
of ihe total iime during each month, excluding Excusable Downtime.

vii. If non-Excusable Downtime exceeds the parameters lisied above, Suppiier will credit o
Authorized User the total recurring fees that would otherwise be owesd by Authorized User under
this Contract during the month of such failure. Such credit will be issued in the monih immediately
following the failure.

viii. Supplier shall be required to notify VITA in writing at least sixty (83) days prior to of any
planned changei(s) or Update{s) to the Application; its functionality; Content storage/
backup/disaster recovery, including physical iocation; security architecture, features or settings;
terminations and/or replacement of any Supplier subcentractor that materially adversely affect the
secure and efficient use of the Application, as understood and agreed to between Suppiier and
VITA ai Contract award. The purpese of this notice is to allow sufficient time for Supplier and
VITA to discuss any technicalfunctional considerations and/or changes that wouid require action
by the Commonweaith.

ix. Supplier is responsipble for documenting and maintaining any customizations made for
operational use of the Appiication and/or for interoperability use with other systems or
apolications used by ar: Authorized User and paid for sniely by Authorized User. The asscciated
technical data, code, documentation and other necessary information about such customizations
shall be provided by Supplier 1o Authorized User within ten {10) business days of the
customizations’ operational use. Suppler shall be required to routinely transfer knowledge
regarding the Application and Licensed Services, inciuding Updates and all material changes, to
Autriorized Users in a reasorable manner to ensure proper and efficient use of Application and
Licensed Services without degrading performance thereof.

x. Supplier agrees to work with the Authorized User to enisure compliance with any approved
security excepiions or other identified gaps or reguirements provided to Authorized User in writing
by VITA.

xi. Supplier agrees to comply with the following condractual requirements:

s Apglication f¢ be configured to meet SEC 530 AC-2; integration with SSO Soiution prior
to project onset
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e Supplier agrees o meet SEC 530 IR-6 requirements for 24 hour security incident
notification

s Suppiier agrees that Authorized User Agency is responsibie for opting for the US based
personnel madel only.

In addition, and at no additicnai cost to Autharized Users, Supplier shall provide access to
additional Updates, features, and functionatities of the Application as are provided by Supplier to
cther custiomers of Supplier who require functionality similar te that of the Application provided to
Autherized Users. Al such additional features and functienality, where reasonably necessary,
shail be accompanied by updated Documentation, whether in hard copy format or distribuied
elestronically via email or the Suppglier website. Notwithstanding the provisions of this Section and
except as agreed to in writing by VITA and Supplier, nothing in the Contract shall oblige Supplier
o undertake any modifications o the Application, and ali such modifications are at Suppiier’s scle
discretion whether sugaested by an Authorized User or angther party.

B. Ancillary Responsibilities
Throughout the Contract Term, Supplier shall make avaiiable such resources, including Supplier
Personnel, as are reasonably required to: (i) train designated Authorized User personnal in the
use of the Appilication; (ii) develop modifications to the Application as agreed by VITA and
Supplier in any exhibit hereto or as agreed to by Supplier and Authorized User in any order or
S0W issued hereunder; and (iii) ctherwise support the Application as provided under this
Contract and any exhibits hereto or as agreed in any order or SOW issued pursuant o this
Contraci.

C. Subcontractors for Cloud Services
It is understoad that Suppiier may ufilize Subceniractors to provide integral components of the
Licensed Services and Application; however, except for those 50 named at time of Contract
award, Suppiier shail not uise new or replacement Subconitractors o perform or provide integral
compcnents of the Licensed Services or Application during perfermarnice of this Contract without
advance written notification to and approval by VITA.

Supplier iz responsible for the performance of ifs Subcontractors used in providing any portion of
ine Licensed Services or Application. Additionally, Supplier is responsible for its Subcontractors’
compliance with the terms and conditions of this Contract.

20. AUTHORIZED USER RESPONSIBILITIES
Unless otherwise agreed and as applicable, an Authorized User, or an Application User, will be
responsitle for input of Content into Supphier's Application and such Authorized User will be
responsible for keeping said Content current and accurate. Supplier will have no responsibility for
assisting an Authorized User in creating, maodifyving or inputting the Content, unless specified in
Exhibit A.

if Suppiier issuas unigue USERIDs and passwerds 1o an Appiication User:

a. Authorized Users are responsible for protecting said passwords and for any authorized and
unauthorized use made of the passwords. Authorized Users will fully cooperate with law enforcement
authorities in the detection and prosecution: of illegal activity related to unauthorized use of the
Licensed Services.

b. Each Authorized User will have the right o add, activate, change access for, or disabie USERIDs
al its sole discretion. Authorized Users shall designate Administrators who will be authorized to add,
activate, change access for or disable USERIDs.

c. Upon rotification by an Authorized User of an Application User's disabled access, Supplier shall
remove access authorization by said Application User from its server within one {1} hour of receipt of
such ngtification, ensuring that historical access audit detalls of such Application User will not be
deleted or test. If Supplier fails to make such a removal of access, Authorized User will not be held
liable for any charges or damages incurred due to use of the unauthorized USERID.

d. Authorized Users of this Contract agree to notify Supplier of any degragation, potential breach, or
breach of the Conteni and Application privacy or security as soon as pessible after discovery.
Autharized Users further agree te provide Supplier the opporiunity to pariicipate in the investigation of
the reported situation.
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21.

e. Each Authorized User agrees to subrit any required Security exceptions via Archer to
commonwealthsecurity@vita.virginia.gov prior to the award of an order or SOW.

f. Each Authorized User agrees to comply with the foiiowing contractual requirements:
e Authcrized User Agency is responsibile for opling for the US based personnai medel only.

o Authorized User will assure Agency awareness of self-service process for exporting of
Transiation Memaory.

e Authorized User will define and implement periodic cadence for exporiing of Translation
Memory.

g. Each Authorized User agrees to submii a service request for ECCS Oversight via the YITA Service
Portal immediately afier award of its order or SOW.

CONTENT PRIVACY AND SECURITY

Suppiier shall provide a sacure envirenment for Content and any hardware and software, including
servers, network and daia componenis provided by Supgilier as part of its performance under this
Contract. Supplier shaii provide a secure envircnment for Content and any hardware and software in
accordance with VITA's Security Standards located at: https://www.vita.virginia.gov/it-
governance/itrm-policies-standards/ in order to prevent unautherized access to and use or

modification of, and to protect, the Application and Content. Supplier agrees that all Content of
Authorized Users is intended solely for the business of the Authorized Users and is considered
privaie data. Therefore, Supplier shail, at a minimum, implement the following procedures designed to
protect the privacy and security of Content:

i. User ideniification and access conirals dasigned to limit access o Content fo Application Users in
acoordance with the principles of least privilege.

ii. Suppiier shall ensure that all personnel with physical or logical access to Content will receive
industry standard annual security awareness fraining and ali ether training as required by Coritent
owner, Commonwealth security standards, regulation, or law.

iit. Supplier shall ensure that the Appiication and/or Licensed Services are capable of audiling the
following events. Successful and unsuccessful account logon events, account managemert events,
object access, policy change, priviiege funciions, process tracking, and system everits.

iv. Supplier shall ensure that the Applicaiion and/or Licensed Services are capabie of auditing the
foliowing events, for Web applications. All administrator activity, authentication checks, authorization
chacks, daia deletions, data access, data changes, and permission changes.

v. Supplier shail ensure that the Application and/or Licensed Services employs automatsd
mechanisims to centrally review, analyze and correlate audit and log records from multiple
components of the Application and/or Licensed Services to support organizational processes for
investigation, alerting and response o suspicious activities.

vi. Supgplier shali ensure that the Application and/or Licensed Services support exporting of log files to
the Commonweaith for review and analysis.

vii. Suppiter shall ensure that the Application and/or Licensed Services are capabie of maintaining all
audit records in accordance with Commonwealth record retention pelicies found at the following LURL.
http://www .lva.virginia.gov/agencies/records/

viii. Provide evidence of a comprehensive continuous monitoring prograrm encompassing ail systems
with access ic Content,

ix. Provide evidence that the Application and/or Licensed Services adhere 1o a security basaline,
which ig based on least funclionality.

X. Supplier shail ensure that all changes to proposed Application and/or Licensed Services are
authorized according to change management policies.

X Supplier agrees o maintain all metadata assaciated with any original Content submitfed into the
Application and/or Licensed Services by the Authorized User for easy retrieval and access, using
secure industry standard protocols, within a predefined period as specified in the Authorized User's
Statement of Work.
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xil. Supplier agrees to provide a secure method of exporiing Content when requested,

xiii. Supplier shaii ensure that the Content exporied from the supplier’'s Application or infrastructure is
in an industry standard formati that provides for intercperabiiity and portabiiity.

#iv. Supplier shall ensurs that the Application and/or Licensed Services provides and maintain a
backup of Conient that can be recovered in an orderly and timely manner within a predefined
freguency consistent with recovery time and recovery point objeciives, as specified in the Authorized
User's Statement of Work.

xv. Supplier shall ensure that the Application and/or Licensed Services can store a backup of
Content, at least daily, in an off-site "hardened” facility, located within the continental United States,
mainiaining the security of the Content.

xvi. Implement a cantingericy plan designed to maintain thie access to the Agplication and/or Licensed
Services and to prevent the unintended destruction or loss of Content. This plan sheuld provide a
predefined frequency, consisient with recovery time and recovery point chjectives, as specified in the
Authaorized User's Statement of Work, for disaster recovery and archival purposes of Content at a
secure faciiity located within the continental United States.

xvil. Suppiier shall partiticn, in aggragate for this contract, ail Content submitied into the Application
and/or Licensed Services by the Authorized User in such a manner that it will not be impacied or
forfeited due to E-discovery, search and seizure or other actions by third parties abtaining or
attempling o obiain records, information or Content for reasons or activities that are not directly
related to the business of the Authorized User.

xviii. Service must support muiti-factor authentication for access to any administrative portal and/or
any remote administrative interface.

xix. Suppiier shall fully cooperate with Commornweaith incident response resources and all required
law enforcement personnet for assistance in the handling and reporiing of security incidents.

xx. Supplier shall maintain an incident response program that implements incident handling for
security incidents that includes preparation, detection and analysis, containment, eradicaiion, and
recovery processes.

xxi. Incident response must have the cagability 1o support automaled mecharnisms for supporting
incident handling processes.

xxii. Supplier ensures that ait Content is removed or destroyed in accordance with and/or exceeding
the raquirements of the Commenwealth Data Remgval standard localed at the following URL.
https://www.vita.virginia.gov/it-governance/itrm-policies-standards/

xxiii. Supplier shall support physical security measures, including securing ail Content on a secure
server, in iocked data cabinets within a2 secure facility located within the continental United States.

xxiv. Supplier shall ensure that access to facilities housing Content or supporting applications are
resfricted o oniy aliow access to Supplier's personnegl and agents who have a need o know in
connection with operation and support of the Application and/or Licensed Services.

xxv. Supplier shall ensure that notification is serst o Autherized Users in writing 30 days prior to iis
intention o replace or add any third-party that will be provided acoess to Content whether that access
is provided by Supplier or Supplier’s subcontractors. The Authorized Users may reject any additional
or new third parties who may he provided access o Content.

xxvi. Supplier shall ensure that the Application and/or Licensed Services operating systems,
middieware, applications, and interfaces will be scanned for vuinerabiiities every 30 days and
scanning reports be provided to Authorized Users as required by Commonweaith security standards.

xxvii. Supplier shall cooperate with the Commoenweaith ic allow monthiy vuinerability scans against all
public-facing interfaces with access to Commonwealth data,

xxviil. Application and/or Licensed Services must have the capability to set affinity on tiered systems.
Supplier ensures that nc one hypervisor can hast the application and the data storage.

xxix. Supplier shall ensure that all Content is stored, processed and maintained within the continental
United States at all times,
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xxx. Supptier shail repart the geagraphic location of all Commonwealth data at all imes if that Coritent
is hot stored in a Commoenwealtnh facility. Supplier shall provide a report to cornifirm the designated
region used by the hosting party of any Content not stored in a Commonwealik: facility every 39 days.

xxxi. Supplier shali, at ail times, remain compliant with the privacy and security reguirements
mandated by federal, state and local laws and reguiations.

xxxii. Supplier shall ensure performance of an AICPA 80C-2 (Tyvpe 2) audit at least ence annuaily of
the Application’s environment. Upon request from the Authorized Users, Suppiier shall provide & non-
redacted copy of current AICPA SOC-Z (Type 2) audit. Supplier shall assist the Authorized Users in
obtaining the current AICPA SOC-2 {Type 2) audit report from any third-party providing services to
Supplier, if said third-party services involve the processing or siorage of any Content. The Trust
Service Principles that should be covered in the SOC -2 Type 2 are: Sscurity, Availability, Processing
integrity, Privacy and Confidentiality.

xxxiil. Supplier understands that YiTA or a third-party audit organization is responsitile for performing
a security audil within 90 days after contract award to determine conirol gaps between the supplied
audit and the Hosted Environmeant Information Security Standard (SECS539). If no audit is suppliad, a
complete security controis audit utilizing SECS30 miust be performed. Faiiure 1o do so may result in
remedies being levied as provided in the terms and conditions of the Contract.

xxxiv. Supplier shall ensure that external connections incerperated inio the Application and/or
Licensed Services have appropriate security contrals inciuding industry standard intrusion detection
and countermeasures that will detect and terminate any unauthorized activity prior to entering the
firewall maintained by Supplier.

xxxv. Supplier shaii ensure that the Application and/or Licensed Services wili utilize industry standard
firewalils reguiating ail data entering the internai data network from any external source which will
enforce seciire connections belween internai and external systems and wili permit only authorized
data o pass through.

xxxvi. Supplier shall ensure that the Application and/ar Licensed Servicas will use industry standard
encryption techniques to protect Content that is transmitted or stored on behaif of the
Commonwealth. Supplier shall ensure that the Application will provide for the Cormmonweaiik io
maintain exciusive conired of all encryption keying rnaterial.

xxxvii. Suppiier shali ensure that they will apply all security updates to their systems as required by
Commonwealth security standards. For third-party hosted systems, updates should be installed in
cempliance with SEC £25, “Hosted Environment information Security Stardard”. This information is
located under “Information Security Standards” at: hitps://www.vita.virginia.gov/it-governance/itrm-
policies-standards/

xxxviil. Suppiier shiail ensure that they will utilize indusiry standard malware protection, incorporating
koth signature and non-signature-hased detection rmechanisms, on all systems with access tc
Content.

x¥xxix. Supplier shall ensure that maiware protection will be centrally managed and receive reguiar
automatic updates t© malicious code protection mechanisms and data files from the software vendor.

xi. Within 15 business days afier the expiration or termination of this Contract, Supplier shali confirm
in writing to Authorized Users and ViTA that all Content has been removed from all systems where
the Content resided during perfoermance of this Coniract in a manner that complies with and/or
exceeds S8ECH514, “Removal of Commonweasith Data from Electronic Media Standard”. This standard
is located ai the following URL: hitps://www.vita.virginia.gov/it-governance/itrm-policies-standards/.
The written confirmation shall include {a) sufficient detail describing the processes and procedures
used in removing the Content, {b) information about the locations of where it was removed from within
the Appiication and storage and other locations, and () the date the removals were performed. All
metadata, in its original form, shall be returned to the respective Authorized User(s).

xH. Regular training for Supplier Personne! regarding the security and data recovery programs
referenced in this Seciion.

xlii. Reguiar iesting of the systems and procedures outlined in this "Content Privacy and Security”
sectian.

xlili. Audit conirols that record and moniter Application and Licensed Services activity continuously.
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xliv. Supplier agrees to provide written notice within 24 hours to VITA of all incidents that threaten or
could puientially threaten the security of the Commoriwealth's Conterit and/ar an Authorized User's
use of the Licensed Services. This notice is required io allow the Commonwealth to commence any
nacessary internal actions {0 remediate such incident, which may include a lemporary suspension of
use of the Licensed Service by Authorized Users, as directed by the CiO. If a suspension of use
becomes necessary, the Supplier further agrees not to impose any penaity on VITA, the Authorized
Users, or the Commonwealth.

Shouid Supplier fail to perform in compliance with any provision of this Section, ¥ITA may provide
Supplier with a written notice to cure. Supplier shali have 15 days to cure its noncompliance, or with
agreement from ¥ITA may request a reasonable extension for ima to cure by providing a written plan
of action to cure o ViTA al: enterpriseservices@vita.virginia.gov. If Suppler fails te cure, VITA may
deem Supplier in breach and/er default of the Contract and imay immediaiely terminata the Contract,
in whole or in part. Upon such termination, neither the Commionwealth, nor VIiTA shall have any future
izahility except Autharized User will be responisible for deliverables accepted by Authorized User and
Licensed Services rendered to Authorized User(s) by Supplier. in the event of such termiriation,
Suppilier shali accept return of any Daliverabie that was not accepted by an Autharized User, and
Suppiier shall refund any monies paid by such Authorized User for such Deliverable and for any
unused, remaining term paid for in advance by Authcrized User for the Licensed Services up to the
date of guch termination. Supplier agrees that VIiTA may pursue ali remedies provided under law in
the event of a breach or threaiened breach of this Section, including reprocurement or fransition cosis
or injunciive or cther squitable relief.

22. PROPRIETARY RIGHTS

A. Supplier's Proprietary Rights
Except as otherwise siated herein, the Licensed Services {including without limitation, the
Application and Updates, and Supplier Product, except to the extent that Supphier Produci
conitains Content) and Documentation are the zole and exclusive property of Supplier and its
licensors. All modifications, enhancemenis, Updates, and translations of the Licensed Services
shall be deemed a part thereof,

B. Authorized User Requirements and License Restrictions
Except as otherwise provided in this Contract or as provided by law:

i. An Authorized Users will use commercially reasonable efforiz 1o ensure that their Application
Users compiy with all of the terms and conditions heracf;

ii. Authorized Users shall not reverse engineer, decompile, disassembig, or otherwise attempt to
derive source cade or other trade secrets from any of the scftware comprising or in any way
making up a part of the Appiication;

iii. Authorized Users shall not directly or indirecily copy or reproduce all or any part of the
Appiication, whether electronically, rmechanically or otherwise, in any form including, but not
limited to, the copying of presentaticn, siyle or organization, withcut prior written permission from
Supplier; provided, however, an Authorized User may reproduce and distribute any Application
oulput generated from the relevant Auihiorized User Content, and an Application User may
reproduce and distribute any Application cutput generated pursuant to the permissions set forth in
the applicable Authorized User's order or SOW,

iv. Authorized Users shall not rent, lease, sublicense, reseli for profit, loan, distribute, network or
maodify the Application ¢r Supplier Product or any coempaonent thereof, provided as vart of the
Licerised Services, except as otherwise authorized by Supplier. However, an Authorized Usaer
may repraduce and distribute any Application output (e.g., reporis) generated by Authorized User
using the Appiication, and an Application User may reproduce and distribuie any reports or ouiput
generated by the Application User using the Application and pursuant {o the permissions in the
applicable Authorized User’s order or SOW,

v. Authorized Users shall only use the Application and Supplier Product in the normal course of
buginess, in connection with, and as pant of, the Licensed Services;

vi. Authorized Users shall not altempt to gain unauthorized access to the Application or Licensed
Services, oiher user accounts, computer systems or networks connected to the Licensed
Services:
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vii. Authorized Users shall not remove, obscure or aiter Suppiier's proprieiary notices,
disclaimers, trademarks, or other proprietary righis notices of any kind affixed or contained in the
Apgplication or Licensed Services or any writien or elecironic report, output or resuit generatad in
connection with the Licensed Services;

wili. Authorized Users shall take reasonabie care niot to, and shail not intentionaliy or knowingly,
use the Application 1o post, transmit, distribute, store or destroy any information: (a) in violation of
any appiicable law, statute, ordinance or reguiation; {b) in a manner that shiall infringe the
intellectual property righis of others; (c) that is defamaiory or trade libeious, or {d) that coniains
any Computer Viruses,;

ix. Authorized Users shall niot use the Application or Licensed Services for any iliegal, cbscene,
offensive or immoral purpose.

Authorized User Proprietary Rights

Except as otherwise staied herein and with the exception of any applicable third-party righis,
Content and any customizations made for Authorized Usear's operation of the Appiication or for
interoperability with other Authorized User's systems or applications paid for by the Authorized
User, are and shali remain the sole and exclusive property of Authorized User, including all
applicabie rights to patents, copyrighis, trademarks, trade secrets or other proprietary property
rights thereto. Additicnally, all right, title and interest in and to any Content or customizations
reiating to Auihorized User's business shall rernain the property of Authorized User, whether or
not supplied to Supplier or upioaded into the Application. Nothing in this Contract shall be
consirued as convaying any righis or interest in Content cr customizations to Suppiier. Upon
termination of an order or SOW issued hersunder, Sugpiier agrees to either provide the Content
and customizations to the applicable Authorized User, or, at such Authorized User's reguest,
certify in writing that said Content and customizations in ail formats, have been desiroyed.

23. CLOUD SERVICES ESCROW AGREEMENT

A.

Application Escrow Agreement

“Supplier is providing a General Use or COTS Application and no cusiom-built source code is
authorized under this Contract or any order or SOW issued thereunder. Therefore, Application
Escrow is not reguired.

Content Escrow

Autherized User conient, including but not limited to Translation Memery and Style Guides, is
always available for downioad. Authorized User retainis rights to access and retrieve this content
at any time, and it may be expoerted in TMX file format. This ensures continuous access to
Authorized User content without the need for a formal escrow arrangement.

i. Supplier certifies that the solution provides and maintaing a Translation Memory that can be
downloaded by the Authorized User in an orderly and timely manner within 2 predefined
frequency consistenit with recovery time and recovery point objectives, as reguired by the
Autherized User.

ii. Supplier shall provide a documented process descriking self-service download of Translation
Memary to Authorized User.

iii. Supplier shaii ensure that the data exported from the soiution is in an industry standard format
ihat provides for interoperabiiity and portability.

iv. Supplier shall provide a secure method of sxporting Translation Memory when requested by
Autheorized User.

24. FEES, ORDERING, AND PAYMENT PROCEDURE

A.

Fees and Charges

In consideration for the Suppiier's performance ubligations under this Contract, an Authorized
Usar shall pay Supplier ihe fea(s) owed pursuant fo the schedule of fees and charges as set forth
on Exhibit B attachad to this Contrast. Suppiier will only be entitiad to those fees owed for
Supplier's performance obligations and any additional Products and Services provided to an
Authorized User in accordance with the scope of this Contract and the Requirements, as
autharized by Exhibit A, and per the Authorized User's order or SOW. The faes, and any
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associated discounts, will be applicable throughout the Contract Term unless modified pursuant
to the terms and conditions beiow.

In the event the fees or discounts appiy for any period less than the entire Term, Supplier agrees
that it will not request an increase in the fees during the first tweive (12) month pericd following
the Effective Date and wiii not request an increase in the fees more than once in any subsequent
iwelve (12) month period thereafter. Beginning 12 months after the Effective Date, Supplier may
requast in writing an adjusiment o the prices set forth in Exhibii B to this Contract. No increase in
fee amounis will exceed the lesser of three percent (3%) or the annual increase in the Consumer
Price Index for All Urban Consumers {CPi-U)), U.S. City Average, Al items, Not Seasonally
Adjusted, as published by the Bureau of Labor Statistics of the Department of Labor
(http://www.bls.gov/cpi/home.htm) for the period ending 60 to 90 days prior to the effective date of
the increase comgared with the same index one (1) year prior. Supplier and VITA will work in
good faith to agree ori an appropriaie change in pricing. Supplier must submit any change in price
in writing to an Authorized User if the change impacis any order or SOW and in accordance with
the above and will not become effective for 80 calendar days thereafier. Supplier agrees to offer
price reductions 10 ensure compliance with the “Competitive Pricing” seciion of this Coniract
balow.

B. RESERVED

C. Demonstration and/or Evaluation
If the Supplier's contraciual obligations inciude the provision of a Sciution, an Application and
Licersed Services, or Software-as-a-Service, at the request of any Authorized User, then
Supplier shall perform any reasonable demonstration of its Solution, Appiication and Licensed
Services, or Software-as-a Service at the Authorized User's location and &t no charge.

If the Supglier's coniractual obligations include the provision of Software, then the Supplier shall
provide the Software io any Autharized User for evaluation purposes at no charge. The
evaluation period will he determined by the compiexity of testing but will be a pericd not less than
30 calendar days. Each new proiect is entitied to an evaluation copy regardiess of whether an
Authorized User has previousiy purchased the Software.

D. Supplier Quote and Request for Quote
An Authorized User may, at its sole discretion, issue a Request for Quote ("RFQ") for any
combination of the Solution, Product, or Services provided under this Contract. Suppiier shali
respond to the RFQ by providing a written quote. Supplier's guote must include (a) a detailed
description of each product or service proposed, inciuding any appiicable components, at the
Exhibit B line item fee ievel; {b) the quaniity of each line item; (¢} the total contract price; (d) any
additiona! percentage discount offered; {e) an extended price; (f) any cptionai or alternate pricing;
and (g) any pricing assumptions. If requesiad by the Authorized User, Supplier's guote must ajsoe
inclide a detailed description of the approach Supplier plans to take in developing, impiemanting,
and maintaining its offering pursuant to the RFQ for the Authorized User. If Supplier is unabie to
maet the reguirements of the RFQ, Suppiier shall notify the Authorized User in writing of its
inability to perform the work requested by the Authorized Usear, and provide the reasons for its
inability to perform, prior to the due date for the submission of quotes in response to the RFQ.
Supplier's faiiure to respond o an RFQ may be deemed a breach of this Coritract.

E. Competitive Request for Quotes
If an Authorized User determines that a competitive process is reguired 1o ensure i receives the
best vaiue for any combination of its needed Sclution, Product, or Services under this Coniract,
then the Authorized User may, at its sole discretion, use a Competilive Requesi for Quote
("CRFQ") process to cbtain identical or similar Solutiens, Products, or Services to those provided
by Supplier pursuant e this Caontract. The CRFQ will ciearly outline the project timing and
reguiremsnts. f the Authorized User is niot abls to identify the exact specifications required, then
the CRFQ respondents will be given the opporiunity to identify and propose their recommended
apecifications.

F. Ordering
Supplier shall not accept any crder or SOW from an Authorized User if the order or SOW is o ke
funded, in whole or in part, by federai funds and if, at the time the order or SOW is placed,
Supnlier is not aiigibie to be the recipient of federal funds as may be noted on any of the Lisis of
Parties Excluded from Federai Procurement and Nonprocuremeni Programs.
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All Authorized Usars have the right to license or purchasa Supplier's producis or services under
this Contract, but have ne obligation to purchase or license from Supplier any of Supplier's
producis or services. [[Modify the following sentenca only if this Contract is mandatory use for any
Authorizad User]] This Contract is optional use and non-exchusive, and all Autherized Users may,
at their sole discretion, purchase, license or atherwise receive benefiis from third party suppliers
of products and services similar to, or in competition with, the prodicts and services provided by
Supplier.

Suppiier shall accept any order or SOW piaced by an Authorized User through the
Commanwealth’s elecironic procurement website poriat, eVA (http://www.eva.virginia.gov/}.
Ageiicies, as defined by Code § 2.2-2008&, and legislative, judicial, and independent agencies of
the Commionweaith, must order through eVA. All other Authorized Users are encouraged to order
through VA, but may order through the foliowing means:

[I3N

i. Purchase Order {"PO"): An official PO form issued by an Authorized User.

ii. Any other erder/payment charge or credit card process, such as AMEX, MASTERCARD, or
VISA under contract for use by an Authorized User. This ordering authority is limited fo issuing
orders or SOWs for the coniractual offerings and Requiraments availabie under the scope of this
Contraci. No Authiorized User will have the authority to modify this Contract under any
circumstances. An order or SOW may contain additicnal terms and condifions. In the event that
the terms and conditions of an order ar SOW are inconsistent with the terms and conditions of
this Conitract, the terms and conditions of this Contract will supersede.

ALL CONTRACTUAL OBLIGATIONS UNDER THIS CONTRACT IN CONNECTION WITH AN
ORDER QR 8OW PLACED BY ANY AUTHORIZED USER ARE THE SOLE OBLIGATICN OF
SUCH AUTHORIZED USER AND NOT THE RESPONSIBILITY OF ¥iTA UNLESS THE
AUTHORIZED USER IS VITA.

G. Statement of Work
A S0OW, in the format providad for in Exhibit C attached to this Contract, is reguired for any orders
placed ty an Authorized User pursuant to this Contract, Supplier shall perform any and all
contractuai obligations at the times and lzcations set farth in the applicable SOW and at the rates
set forth in Exhibit B io this Contract. All SOWs will be of a fixed price type uniess ¥iTA issues a
written authorization for a time and materiais type SOW. The fixed price SCWs may, with the
written approval of ViTA, contain a cost-reimbursable line item{s) for pre-approved travel
expensas pursuant fo the provisions of the “Reimburserment of Expenses” subsection below. If a
time and materials type SOQW s authorized, Suppiier Personnel shall mainiain daiiy time records
of hours and tasks performed that must be submitted or made availabie for inspection by the
Authorized User upon 48 hours advance written noiice.

Any change 1o an SOW must be described in a writlen change request, in the format provided in
Exhibit D. Either Party to an SOW may issue a change request that will be subject to written
approval of ithe other Party before i becomes part of this Contract. In ne event will any SOW or
any modification require the Supplier {6 provide any Products or Services that are beyond the
scope of this Conitract as such scope is defined in Exhibit A, which is attached to this Contract
and incorporated by reference.

H. Invoice Procedures
Supplier shall remit each invoice to the “bill-ie” address provided with the order promptiv after all
Supplier's performance obligaticns have been accepiad and in accordance with the milestone
payment schedule, if any, in the appiicable order or SOW. Payment for any support services, as
authorized in the Contract and the Autheorized User's applicable order or SOW, will be annually in
arrears unless otherwise siated in this Contract, or in any order or SOW referencing this Contract.
No invoice may include any costs other than those identified in ihe signed order or SOW, and
those costs must be in accordarice with the schaduie of fees listed on Exhibit B, Without limiting
the foregoing, aii shipping costs are the Supplier's responsitility except to the sxtent shipping
charges are identified in Exhibit B and noted in any signed order or SOW referencing this
Contract. Supplier shall issue invoices that identify, at 2 minimum:

i. Datesipericds thai invoice covers, including any service or subscripfion periods, as applicable.

ii. Line item description of the Deliverable(s) applicable to this Contract, inciuding any
coimponents or service type, and, if applicable, the project milestore.
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iil. Quantity, chargs and extended pricing for each line item

iv. Appiicable date of the order or SOW or both

v. This Contract number and the applicable order number or SOW number cor both
vi. Supplier's Federal Empioyer identification Number (“FEIN”)

Any terms inciuded on Supplier’s invoice will have no force or effect and will in no way bind the
Auihorized User.

. Purchase Payment Terms
Supplier is respensible for the accuracy of its billing information. Supplier may not issue invoices
pursuani to this Confract until ali of Supplier's performance cbligations have been accepted and
are in accordance with the milesione payment schedule in the appiicable order or SOW, or until
after services have been rendered. Charges for Deliverabies, Components or Services accepted
more than 20 calendar days prior to receipt of & vaiid invoice may not be paid. in the event
Supglier repeatediy over-bills an Authorized User, the Autherized User may assess a one percent
(1%6) charge for the amount over-billed for each month that such over-billing continues.

J.  Reimbursement of Expenses
An Authorized User will oniy be liable to pay for Supplier’s travel-related expenses, inciuding
transportation, meals, icdging and incidental expenses, that have been authorized by the
Authorized User in advance in the order or SOW. Thie travel-ralated expenses will be
reimhursable at the then-current per diem amounts and other travel regulations as published by
the Virginia Depariment of Accounts (http://www.doa.virginia.gov/)

Authorized Users who are not puklic bodies may have their own per diem amounts or cther
travel regulations applicable 1o Supplier's pre-approved travel expenses.

Ali reimbursed expenses will be hilled 1o the Authorized User on a pass-through basis without any
markup by Supplier. At Authornized User’s request, Suppiier shall provide copies of receipts for all
trave! expenses over US$30.060.

K. Disputed Charges
If, before pavment of an invoice, an Authorized User notifies the Supplier in writing of a disputed
charge, Authorized User will have the right {o withhold payment of the disputed amount until the
dispute is settled or finally resolved. Suppiier shail resgond in writing to Authorized User’s
notification of a disputed charge acknowledging Supplier’s receipt of the dispute within five (5)
business days. Any charges disputed by Authorized User will be resolved (whether by credit or
explanation of the charge to the Authorized User’s satisfaction) in the Autharized User’s required
format within two (2) biliing cycles (60 calendar days) following Authorized User's written
notification. In the absence of the Supplier's writlen evidence identifying the merit of the dispuied
amounts, Authorized User will not be chiigated to pay the disputed amounts and may consider
the matter concerning the specific identified amounts ciosed. Authorized User will not pay any
disputed amounts that remain unresclved after 120 calendar days. If a disputed charge is
reversed, Supplier shall reverse all associated surcharges, reguiatory charges and taxes.

L. Timely Payment
Pursuant o the Virginia Prompt Payment Act {(Code §§ 2.2-4347 ef seq.), ali Commonwealth
Authorized Users are obligated {0 make timely payments io Supplier. Authorized Users shail
make fuil payment to the Suppiier within 30 days of receipt of a proper invoice from Supplier. If
any invoiced amount remains unpaid and undisputed 60 days frem the date of the invoice,
Supplier may charge that Authorized User interest at the rate of ane percent (1%) per month on
any such unpaid amount.

25. SUPPLIER SPONSORED PROMOTIONS
The Supplier, at its discretion, may sponsor Product anid Service prometions durinig the Term or any
extensions. in the event that Suppiier chooses to sponsor such a prometion, Supplier shali provide in
writing to YiTA, at least five (3) days prior to the promotion, the follewing information: {i) the daies of
the promotion or the duraticn of the promotion i include the commencement date and the endirig
date; {iij the exact Preducts or Services covered in the promotion; and (iii) the pricing or percentage
discount cffered during the promaotion. VITA will communicate to Suppiier in writing its agreament to
the promotion.
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26.

27.

Supplier shall make all sponsored Product or Service promations availabie 1o all Autharized Users.
Should the Supplier request a promotion that would be limiting, either through product configuration
or guaniities of Products and Services, VITA, at its sole discretion, may not provide & writien
agreament. VITA and Supplier agree that promotions will not target any one Authorized User, or a
few Authorized Users.

VITA and Authorized Users may, at their discretion, assist in advertising the promiotion. This
assistance may consist of adveriising space on Authorized User web sites, or other assistance at an
Authorized User's discretion.

if Supplier faiis to oblain the prior wiitlen agreement of VITA for the promction, proposes prices
different from those in the Contract withiout VITA's consent, or otherwise does not adhere io the
provisions of this section, Supplier will be deemed ic be in breach of this Contract. VITA will have all
remedies for this breach available under the Contract as well as in law and in eguity.

REPORTING
Supplier shall submit to VITA monthly reports centaining data on:

i. Amount of Total Saies; and
ii. Small Business Procurement and Subcontracting Spend

These reports must be submitted in accordance with the insiructions and further detailed
reguirements, and on the templates set forth on the "Supplier & Vendor Repoerting Reguirements”
webpage located at the following URL: https://www.vita.virginia.gov/procurement/supplier-
reporting/supplier--vendor-reporting-requirements/, or any successor URL(s). Supplier is encouraged
to review the site periodically for updates on Supplier reporting reguirements and methods. Supplier's
failure io comply with all reporting, paviment, and other reguirements in this section may be deemed
by VITA, irt its sole discretion, to be a breach of the Contract.

A. Amount of Total Sales
Supplier shall submit {o VITA a monthly repari of Tolal Sales under this Contract.

In connection to the monthly report of Tolal Sales, Suppiier shall pay to ViTA the foilowing
monthly fees in accordance with instructions described on the “Supplisr & Vendor Reporting
Requirements” webpage located at: hitps://www.vita.virginia.gov/procurement/supplier-
reporting/supplier--vendor-reporting-requirements/. The monthly report of Total Sales must

include these fees and percentages:
« IFA: 2% of monthly sales

B. Small Business Procurement and Subcontracting Spend
Supplier shall provide to VITA a report of monthly subcontracting spend data. This data must
include Supplier's total spend te all Subcontractors whe provide direct performance for obligations
under this Contract. Supplier's montily subconiracting spend daia must be submitied via the SRS
webpage located at: https://www.vita.virginia.gov/procurement/supplier-reporting/supplier-
reporting-system-access/.

In addition, every six (6) months foiiowing the Effeciive Date, Supplier shali submii to ViTA a
“SWaM Subcentracting Cerlification of Compliance” (“SSCC”) cerlifying that Suppiier has fully
complied with the Coniract’'s Suppiier Procurement and Subcontracting Plan ("Plan™. A copy of
Supplier's Plan is atiached to this Contract as Exhibit H, and is incorporated by reference. The
SSCC must inciude a written expilanation of any variances of greater than 20% between the Plan
and fhe actual subceniracior spend by Supplier. Supplier's SSCT will be maintained hy VITA In
the Suppliers procurement file. Supplier must submit the SSCL io the following address:
SCMinfo@vita.virginia.gov. In the event thai Supplier fails to comply with its contractually
obiigated Plan spend or fails to report its contractually obligated Plan spend, VITA may, at its sole
discretion, prohikit or delay any renawais or extansions of the Contract, withheid any finai
payments due, or both. Suppiier’s failure to comply will be considered in the prospective award of
any future contracts with Supplier.

SUPPLIER PERFORMANCE MEASURES
VIiTA has developed a set of performance measures relating te Supplier's performance under this
Contract and which are attached herele and incorporated by reference as Exhibit |. Suppiier agrees to
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28.

29.

30.

31.

be bound by and perform its shligations under this Contract pursuant to these performarice
measures. The remedies for Supplier’s failure t¢ meet the performance measures are sef forth in
Exhibit I.

Suppiier and ¥ITA agree to meet within 30 calendar days of the Effective Date of this Contract to set
farth the methodology and designated personnei of each Party to provide, collect, monitor, and report
the performance measures data and mutually agreed-fo incentives and remedies. Supplier agrees to
provide {o VITA a repori of its performance against the performance meszsures no less than once
every six (6) montns throtughout the Contract Term. Suppiier's report must inciude a comparisen of its
performance measures against the agreed-to targets and, in the everit of any shortfall by Supplier,
propesed remediaticn measures. Suppiier will report its performance for the Contract in aggregate
ar:d for each order or SOW over $1,000,000 for applicable Authorized Users. Any instances of
Suppiier non-compliarice will be recorded in Supplier's Contract file and shared with Contract
stakahoiders. Supplier further agraes that any degradation or failure of Supplier's performance
obligations may result in faiiure 1o renaw the Coniract, termination for convenienica of the Coniract or
termiiriation for breach of the Ceontract. YiTA will have all rights and remediss avaiiable at law.

STATUS MEETINGS

Supplier wiil be prepared to conduct monthiy stewardship meetings with YITA to provide a bread
raview of all services, projects and ongoing operations. Suprlier shouid also be prepared to conduct
semi-anniai meetings/preseniations to discuss new products and services and their potential benefit
o WiTA,

STEERING COMMITTEE

in order o facilitate mutualiy beneficiai contraciual relationships with suppliers, VITA has procedures
for establishing a steering committee (“Sleering Commitiee”), consisting of senior management
persennel, including parsonnel involved in the contractual relationship, from VITA and Suppiier.

Roles of the Stearing Committee inciude but are not be limied to (a) identifying potantial issues which
may arise during the performance of a coniract; {b) discussing and assigning roles and
rasponsibilities; {¢) establishing methods for quickiy resclving potential dispuies; (d) setting rules for
communication and decision making; (&) monitoring and measuring the business ralationship
netween the parties; and {f) acting as a final decision board for escalaled problems.

A meeting of the Sigering Committee is intended to be a forum for brainstorming and sharing ideas,
emphasizing respect, cooperation, and access, with the end goal of developing reiationships to avoid
conflict. A faciiitator may, but is not required to, conduct a meeting of the Steering Committee.

A Steering Committee for this Contract will be formed at VITA’s oplion. Meetings may be held at any
time during the Coniract Term, should VITA, at its sole discretion, determine that a meeting{s) would
be beneficial o the contractual refationship, and Supplier agrees to participate in any scheduled
meeting(s). In addition, Supplier may at any time submit a writlen request 1o VITA for a meeting of the
Steering Comimittee, which YITA will not unreasonably deny.

Suppiier will ensure the availability of the appropriate personnel to meet with the VITA coniract
management team. Additional Steering Committee meetings involving representatives from VITA, the
Suppiier, and any Authorized Users may be required prior to ¢r during performarnce on any specific
SOW issued pursuant to this Coniract.

POLICIES AND PROCEDURES GUIDE

Within 30 calendar days of the Effective Date of the Contract, Supplier will provide VITA will a policy
and procedures guide that describes how the Supglier and VITA will work together and how
performance, inchiding Deliverabies and Services, is o be measured. The guide will provide process
diagram details, working activities, and inlerface points with VITA and Supplier deliverablas. Updated
versions of the guide will be provided by Supplier to VITA and all Authorized Users every six (6)
months, or as otherwise mutually-agreed, during the Contract Term.

TRAINING AND DOCUMENTATION

A. Training
In addition to any oniine tutorial training Supplier may make avaiiable, Supplisr's fee, unisss
expresshy excluded, includes all costs for any and ali training as agreed upon for the training of at
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32,

33.

ieast [[insert appropriaie number of persannel thai meet agency husiness need]] Authorized User
trairers per order or SOW. In order o allow Authorized User the full beriefit of the applicable
Deliverable, the training will cover the use and operation of the Deliverable provided 1o Authorized
User including instruction in any necessary conversion, manipuiation, or movemerit of such
Authorized User's data. Supplizr shall provide parsonnel sufficiently experienced and gualified to
conduct such training at a time and lecation mutually agreeable to Supgtier and Authorized User.
Availabie additional and opiional training, and applicable pricing and discountis, are described in
Exhibit B.

B. Documentation
Suppiler shall deliver t¢ Authaorized User complete copies of any Documentation applicable o the
Deliverabie(s) provided to Authorized User, in a quaniity and media format as agreed upen by the
Parties under an order or SOW. Should Supplier revise or replace the Documeniation, or shouid
Documentation be modified to refiect Updates, Supplier shall deliver te the Authorized User
copies of the updated or replacement Docurnentation, in the same quantity and media format as
originaily requested by the Authorized User, cr as agreed upon beatween the Parties. Any
Autherized User will have the right, as part of any license grant, to make as many additional
copies of ihe Docurnentation, in whole or in pari, for its own use as required. This Documentation
rmusl inciude, but is not limited to, overview descriptions of ali major functions, detailed step-by-
step instailation and operating procedures for each screen and activity, and technical reference
rmanuals. Such Documentation must be revised to reflect any madifications, fixes or updates
made by Supplier. Any Autherized User, at its own discretion, will have the rigit, as part of the
license granted by Supplier, o micdify or completely customize all or part of the Documentation in
support of the authorized use of the licensed Application or Scftware. The Authorized User may
aiso dupkicate such Documentation and include it in such Authorized User's dacument or
platform. All Authorized Users shali continue to include Supglier's cepyright notice.

AUTHORIZED USER SELF-SUFFICIENCY

At Authorized User's reauest, and pursuant to an order or SOW for Supplier's Services issued under
this Contract, Supplier shail provide all assistance reasonably required by Authorized User to develop
Authorized User's self-sufficiency in operating and managing any comibination of the Solution,
Sofiware, Products, or Services that Supplier provided to Authorized User under the applicabie order
or SOW. During or after the Transition Period, Authiorized Liser may. at its scle discretion, elect to
order or continue Maintenance Services fram Suppiier, if authorized under the scope of the Contract,
for any of the Sofiware or hardware Product, Compenents, or Solution Compaonents delivered {o
Authorized User by Suppiier.

COMPETITIVE PRICING

Supplier warrants that each of the prices, charges, economic or product ferms, or warranties grantad
under this Contract are fair, reasonabls, and cornmeansurate with the price, charge, economic or
product term or warranty being offered by Supplier to other government customers that purchase
substantially similar services or products, at similar volumes, and under substantialiy simiiar terms
and conditinns. Supplier shaii notify VITA of any new services or products that become generaily
availabie o all government customers during the Coniract Term. New producls and services are
subject to the commercial teris associated with those products and services and must be formaily
added to this Contract before they can be purchased. Supplier shall aise offer WiTA commercially
available national government products and services promotions and rates avaiiable at the time of
purchase under the terms of those promotions.

34. CONFIDENTIALITY

A. Treatment and Protection
Each Party shall:

i. hoid in strict confidence all Confidential information of any other Party;

ii. use the Confidential Information solely to perform or to exercise its rights under this Coniract;
and

iii. not transfer, display, convey or otherwise disclose or make available all or any part of the
othier Pariy’'s Confidential Information to any ihird-party.
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An fAuthorized User may, however, disclose the Confidential Information as delivered by Supplier
to subcontractors, contraciors, or agenis of the Authorized User that are bound by non-disclosura
agreements with the Authorized User. Each Party shall take the same measuras to protect
against the disclosure or misuse of the Confidential Information as it takes to protect its own
proprietary or confidential information, but in no event will such measures be iess than
reasonable care.

B. Return or Destruction
Upon the termination or expiration of this Contract, or upen the earlier written ragquest of the
disciesing Authorized User, Supplier shall, at its own expense, and at the election of the
Authorized User, either:

i, prompily return all tangibie Cornfidential Information {and all copies thereof except the record
required by law} to the disclosing Authorized User; or

ii. destroy any Confidential Information in Suppiier's possession or control, and provide the
disclosing Authorized User with wriiten certification of the destruction.

Additionally, Supplier shall cease all further use of the Authorizaed User's Confidential Information,
whether in tangible or intangible form.

The Authorized User shail retain and dispose of Supplier's Confidential information in accordance
with the Commonweaith's racords relention policies or, if Authorized User is not subisct to the
Commonweallh’s policies, in accordance with the Authorized User's own records retention
policies.

C. Confidentiality Statement
Supplier shall ensure that All Supplier Perscnnel performing Services pursuant to this Contract
have signed a confidentiality siatement or non-disciosure agreement cbligating such Supplier
Personnel to maintain the confidentiality of all Cornmonwealth Confidential Information. Any
violation ¢f the statement or agreament will be deemed a breach of this Coniract ard may result
in termination of the Coniract ar any order or SOW issued hereunder.

D. Health Insurance Portability and Accountability Act
Suppiier shall comply with all provisions of the Health Insurance Portability and Accountability Act
of 1996 ("HIPAA") that are applicable to the performance of this Contract or to any order or SOW
issued pursuani to this Contract, Supplier shall:

i. not use or further disclose Protecied Health information {"FPHi") other than as permitted or
required by the terms of this Contract or any order or SOW issuad hereunder or as required by
law;

ii. use appropriate safeguards tc prevent use or disciosure of PHI other than as permitted by this
Contract or any order or 30W issued hereunder;

iii. reportto VIiTA or Authorized User, as applicable, anv use or disclosure of PHI not provided for
by this Contract or the applicable order or SOW,

iv. mitigate any harmful effect that is known to the Supplier of 2 use or disclosure of PHI by the
Supplier or Supplier Personnel in violation of the reguirements of this Coniract or the applicable
order or SOW;

v, impose the same requirerments and restrictions contained in this provision on Supplier
Persorinel performing on this Cantract or any order or SOW issued hereunder;

vi, provide access to PHI contained in its records to VITA or the requesting Authorized User, in
the time and manner designated by VITA or the requesting Authorized User, or at the reguest of
VITA or an Authorized User, to an individual in order to mest HIPAA access; and

vii. make avaiiabie PHI in its records to VITA or an Authorized User for amendiment and
incorporate any amendments fo PHI in its records at VITA's or an Authorized Usear’s request.

E. Freedom of Information Act Acknowledgement
All Supplier documenis now cr fater comprising ihe Contract may be released in their entirety
unhder the Virginia Freedom of Information Act, and Supplier agrees that any confidentiality or
similar stamps or legends that are attached to any future documents or information may be
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igrored to the extent they claim confidentiality beyond that permitted by the Virginia Freedom of
Informiation Act.

In the case of Supplier proprieiary or trade secret information, Supplier must have followed the
procedures requirad by Code § 2.2-4342(F) in order for the information io be protected from
disclosure under the Virginia Freedom of information Act.

35. INDEMNIFICATION

A.

Indemnification Generally

Supplier shall defand, indermnify, and hold harmless all Commonweaith indemnified Pariies from
and against any third-party Claims 1o the exient the Ciaims in any way relate to, arise out of, or
result from:

i. any negligent act, negiigent omission, or intentional or willful conduct of Supplier or any Supplier
Perscnnet;

ii. a breach of any representation, warranty, covenani, or ohligation of Supplier contained in this
Contract;

i, any defect in the Supplier-provided products or services;

iv, any actual or alleged infringement or misappropriation of any third parly's intellectual property
rights by any of the Supplier-provided products or services; or

v. any Claims by any Subcontractor resuliing from Supplier’s failure to pay such Subcontractor.

Defense Claims

Supplier will be solely responsibie for all costs and expenses associated with the defense of all
third-party Claims against Commonweaith Indemnified Parties. Selection and approval of
counsel, and approvai of any setllement, shiall be accomplished in accordance with ali applicable
laws, rules, and ragulations. For state agencies, the applicable laws include §§ 2.2-507, 2.2-510,
and 2.2-514 of the Codse.

Duty to Replace or Reimburse

In the eveni of a Claim pursuant i any actual or alleged infringement or misappropriation of any
ihird party’s intellectual property rights by any of the Supplier-provided produicts or services, or
Supplier's performance, Supplier shiall, at its expense and option, either (a) procure ihe right to
continue use of such infringing producis or services, or any componenis thereof; or {b) replace or
modify the infringing products or services, or any compenents thereof, with non-infringing
products or services satisfactory to VITA.

In the event that an Authorized User cannoi use the affecied Deliverable, Product, Licensed
Services, or Services, including any Components, then Supplier shalil reimburse such Authorized
Uszer for the reasonable costs incurred by such Authorized User in ebtaining an aiterniative
product or service.

Supplier Dispute of Obligation te Indemnify

If a Claim is commenced against any Cormmonwealth Indemnified Parties by a third party alleging
an infringement of the third party’s intellectual property rights and Supplier is of the apinion that
the allegations in the third-party Claim, in whole or in pari, are not covered by the indemnification
pravision in this Contract, then Supplier shall immediately notify VITA and the affecied Authorized
Useris) in writing of its opinion that i is not obligated to indemnify VITA or the affecied Authorized
User. Suppiier shall, nonetheless, take all reasonable steps to protect the rights, remedies, and
interests of the Commenweaith Indemniiied Parlies in the defsnse of the Claim, including to
secure a continuance o permit VITA and the affected Authorized Usei(s) to appear and defend
their interests in cooperalion with Supplier as is approgriate, including any jurisdictional defenses
VITA or the affected Authorized User{s) may have.

36. LIABILITY

A.

Supplier Liability
Supplier agraes that it is fully responsibie for all acts and emissions of Suppiier Personnel,
includirig their negligence, gross negligence, or wiliful misconduct, under this Contract.
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37.

38.

39.

To the extent permitied by law, Suppiier's indemnification obligations and liability will not exceead,
in aggregats, twice the value of the Coniract. For purposes of this Contract, “value of the
Contract” means the curnuiative obligations under this Contract, including any orders, SOWs, or
Change Orders thersto,

The limitaticns on liability set forth in this section will net apply to any liability arising from any
combination of the foilowing:

i. any intentional or wiliful misconduct, fraud, or reckliessness of Supplier or any Supglier
Personnel; or

ii. claims for bodily injury, including death, and darmage to real property or tangible property
resulting from the negligence of a Suppiier or any Supplier Personnet.

INSURANCE
in addition to the insurance coverage required by law as referenced in the “Incorporated Contractual
Praovisions” section of this Contract below, Supplier shall carry:

Errors and omissions insurance coverage in the amount of $5,000,000 per occurrence; and
Cyber Security Liability insurance coverage in the amount of $5,000,000 per cocurrence,

Throughout the Centract Term, Suppiier shail vrovide evidence of insurance and access o a copy of
Suppiier's policy documents upon request by WiTA,

SECURITY COMPLIANCE

Suppiier shall comply with all provisions of the then-curreni Commonweaith security poiicies,
standards, and guidelines published by VITA and which may be found at:
https://www.vita.virginia.gov/policy--governance/policies-standards--guidelines/, or any successor
URLi{s}, as are pertinent to Suppiier's operation. Further, Supplier shall comply with ali appiicable
provisions of the relevant Authorized User's then-current security procedures as are pertinent to
Suppiier's operation and that hava been provided to Supplier by the Authorized User. Supplier shaii
also comply with all applicable federai, state, and iocai laws and reguiations, including those
pertainirig to information security and privacy.

Any unauthorized release of any Confidential information, or Commonweaith proprietary or persoral
information, by the Supplier or Supplier Personnel constitutes a breach of Supplier’s obligations under
the Contract. Supplier shall notify VITA and any affecied Authorized User within 24 hours of discovery
of, or when Supplier should have discovered, any breach of “unencrypted” and “unredacted” personai
information, as those terms are defined in Code § 18.2-186.6, and cther confidential or personal
identifying information provided to the Suppiier by YITA or an Authorized User. To the exient
permitted by law, Supplier shali provide ¥ITA and any affected Authorized User the opportunity to
participate i the investigation of the breach and fo exercise coniral aver reperting the unauthorized
disclosure.

Suppiier shall ensure peiformance of an audit of Supplier's environment at least annually to provide
assurance of “Controls Relevant to Securily, Availability, Processing Integrity, Confidentiality or
Privacy” in accordance with ihe then-current standards set forih by the American institute of CPAs.

Supplier shall indernnify, defend, and hold the Commonwealth, ¥WITA, their officers, directors,
emplovees and agents karmless from and against any and all Claims, including reasonable expanses
suffered by, accrued against, or charged to or recoverabie from the Commaonweaith, VITA, their
officers, directors, agenis or employees, on account of the faiiure of Supplier to perform its obligations
pursuant this section.

YITA reserves the right to review Supplier's information security program prior to the commencement
of Licensed Services and at least once annually during the Term of this Contract. During the
performance of the Licensed Services, and on an annual basis, ViTA will be entitled, at its own
expense, io perform, or to have performed, zn on-site audit of Suppiier's information security
program. In liew of an on-site audit, upon request by VITA, Supplier shail imgiement any reasonabily
reguired safeguards as identified by any program audit,

IMPORT/EXPORT
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40.

41.

42.

43.

Supplier shall compiy with all data expori laws and regulations. In addition, VITA palicy requires that
any data deemed “resiricted” or *sensitive” by either faderal or state authorities, may oniy be
coliected, developed, analyzed, or otherwise used or obiained by persons or entities working within
the continental United States.

ACCEPTABLE USE POLICY

VITA and Authorized User agree to abide by Supplier's Acceplable Use Policy ("AUPY), as amendad
by the parlies hereby and incorporaied as Exhibit J. Because certain standard clauses that may
appear in, or be incorporaied by reference into, Supplier's standard ALP cannot be accepted by
VITA, and in consideration of the convenience of using that form, and this form, without the necessity
of specificaliy negotiating a separate contract documant, the parties hersto specifically agree that:

i. In the everi of a conflict between this Contract and the AUP, the Contract shaii control;

ii. In the avent of a material, unilateral revision to the AUP by Supplier that substantially impairs the
ability of YITA or any other public body from itg lawful use of the Service, VITA shall have the option
to (a) request that the revision be rescinded; or (b) requesi that the revision be waived as o VITA or
other public bodies receiving Services under this Agreement;

if Supplier fails to a grant a request by VITA per (@) or (b} above within 30 days of receiving the
reguest, then VITA may, at its option, terminate this Contract, in whole or in pari, or any order or
SOW, in whole or in part, without termination liability; and

THIRD PARTY TERMS AND CONDITIONS

In the event that Suppiier's pravision of the Licensed Services or any performance obligations under
the Contract, or any order or 80W issued under the Cortract, include third-party terms and
conditions, the Cermmonweaiih security policies standards and guidelines referenced in this Contract
above — i.e., SECE30 - will take precadence cover any third party terms and conditions. For the
purposes of statutory law as referenced and incorporated in this Contract, if there is any conflict with
arty third party terms, such statutory law will govern.,

BANKRUPTCY

If Supplier becomes insolvent, {fakes any step leading to its cessation as a going concern, fails to pay
its debis as they become due, or ceases business operations continuously for longer than 15
business days, then VITA may immediately terminate this Contract, and an Authorized User may
terminate an order or SOW, on notice to Suppiier unless Supplier immediately gives VITA or such
Authorized User adequats assurance of the future performance of this Contract or the applicable
order or SOW. [f this Contract has not been ctherwise terminated and bankruptcy proceedings are
commenced with respect fo Supplier, then ViTA may suspend all further performance of this Contract
until Suppiier assumes this Contract and provides adequate assurance of its performance of
Suppiier’'s contraciual obiigations or rejects this Confract pursuant to Section 365 of the Barkruptcy
Code or any similar or successor provision, it being agreed by VITA and Supplier that this is an
execuiory contract. Any suspensicn of further performance by VITA or Authorized User pending
Suppliar's assumption or rejection will not e a breach of this Contract, and will nct affect tha righis of
VITA or any Authorized User {o pursue or enforee any of its rights under this Contract or otherwise.

GENERAL PRCVISIONS

A. Relationship Between VITA and Authorized User and Supplier
Supplier has no authority to contract for, bind or commit to any agreement of any kind, or {o
assume any liabilities of any nature in the hame cf or on behaif of ViTA or any Authorized User.
Jnder no circumstances wiil Supplier, or any Supplier Perscnnel, hoid itself out as or be
considered an agent or an employee of VITA or any Authorized User, and neithier VITA nor any
Authorized User will have any duty to provide or maintain any insurance cr gther emplovee
benefits on behalf of Suppiter or any Suppiier Personnel. Suppiier represents and warrants that it
is an independent coniractor for purposes of federai, state, and iocal employment taxes, and
agrees that neither VITA nor any Authorized User is responsibie to coilect or withhold for Supplier
any federai, state, or local employment taxes, including, but not limited o, income tax withhoidirig
and social security contributions. Supplier shail pay or withhoid any and ali taxes, inferest or
penalties (including, but not limited to, any federal, state, or iocal withholding or empinyviment
iaxes, and any penalties related o health care or employse benefits faws) that are imposed,
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assessed, or levied as a resuli of this Contract or Services performed pursuant to this Conirach
Suppiier shall reimburse VITA or any Authorized User in the event that any taxes, interest or
penaliies are assessed against and paid by VITA or any Authorized User as a result of this
Contract.

B. Licensing Within the Commonwealth
Any and all licenses granied or provided pursuant to this Confract, whether to Work Product,
System Soitware, COTS Sofiware, or any other Software will be held by:

i. the Commonwealth, if the Authorized User is an agency as defined by Code § 2.2-2006 or a
isgislative, judicial and independent agency of the Commoenwealth, board, commission, or other
guasi-palitical entity of the Commionweaith of Virginia or other body referenced in Titie 2.2 of the
Code;

ii. the applicable public body, if the Autherized User is a locality, municipality, school, schooi
system, college, university, local board, local commission, or iecal quasi-pelitical entity; or

iii. ihe applicabie private institulion of higher educaticn, if the Authorized User is a private

institution of higher education listed at: hitp://www.cicv.org/Our-Colleges/Profiles.aspx.

C. Incorporated Contractual Provisions
In addition io the terms, cenditions, and obligations of this Contract, Supplier agrees o the VITA
“*Mandatory Coritract Terms” which consist of the VITA:

» “Core Coniractual Terms”;
» “Regquired eVA Terms and Conditions”; and
« “Mandatory Internal Revenue Service (IRS) Publication 1475 (required for FTi data oniy)”

Each of these Mandatory Contract Terms are set forth at the foillowing URL and incorporated into
this Caontract by reference: hitps://www.vita.virginia.gov/procurement/contracts/mandatory-
contract-terms/.

Supplier agreas that nen-compliance with the above-referenced Mandatory Coniract Terms and
IRS Publication 1075—inciuding Exhibit 7, *Safeguarding Contract Language” of iIRS Pubiication
1075 which is aftached to this Contract as Exhikit K and is incorperated by reference—may be
deamed, solely by VITA, as a material breach of the applicable Order or SOW or of the Contract.
Supplier is responsibie for verifying the correct and current version of this IRS publication and
reiated safeguarding terms language and acknowiedges that any Authorized User issuing the
Qrder or SOW will be held harmiess.

The terms and conditions set forth in documents posied at the URL above, and any successor
URL{s}, are subject to change purzuant to action by the legislature of the Commonwealth, change
in VITA policy, adoption of revised eVA business reguirements, or change {o IRS Pubiication
1075. If a change is made to any of the Mandatory Contract Terms documents, a new effective
date will ba noted in the applicable document title. Suoplier s advised to check the URLs, or their
successors, periodically.

D. Compliance with the Federal Lobbying Act
Supplier’s signed certification of compiiance with 31 U.S.C.§ 1352 (entitied "Limitation on use of
appropriated funds to influence certain Federal Coniracting and financiai iransaciions") or by the
regulations issued from fime o time thereunder is incorporated ag Exhibit G to this Coniract.

E. Ethics in Public Contracting
By signing this Contract, Supplier warrarnis thal its assent to this Coniract is made without
cellusion or fraud, and that Supplier has not offered or received any kickbacks or inducements
from any other bidder, supglier, manufacturer or subcontractor in cenneciion with their preposal
or lhe terms of this Contract. Further, Supplier warranis that it has not conferred any pavment,
Inan, subscription, advance, deposit of money, services, or anything of more than nominal value,
present or promised, on any public employee having official resgonsibility for this procurement
iransaction, uniess consideration of substantially equal or greater value was exchanged. In
additicn, Supplier warrants that it will notify VITA if it becomes aware of a potential conflict of
interest in the future.
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F. Governing Law
This Contract is governad by and will be construed in accordance with the laws of the
Commeornwealth of Virginia without regard to that body of law conirolling chaice of law. Any and all
litigation relating to this Contract must be broughi in the circuit courts of the Commaonwealih of
Virginia. The English language version of this Contract prevails when interpreting this Contract.
The United Nations Convention on Coniracts for the International Sale of Goods and all other
iaws and international treaties or conventions relating o the sale of goods are expressly
disclaimed. The Uniform Computer information Transactions Act applies to this Contract oniy to
the extent required by Code § 58.1-501.15.

G. Dispute Resolution
In accordance with Code § 2.2-4363, contractual claims, whether for money or other relief, must
be submitted in writing to the public body from whom the relief is sought no laier than 60 calendar
days after final payment; howevear, writien notice of the Sugplier's intention to file such ciaim must
be given to such public body at the time of the sceurrence or bBeginning of the work upon which
the ciaim is based. Pendency of ciaims will not delay payment of amounis agreed due in the final
payment. The relevant public body shali render a final decision in writing within 30 calendar days
after its receipt of the Supplier's written claim.

The Supplier may not invoke any available administrative procedure under the Code nor institute
lagal action prior o receipt of the decision of the relevant public body on the ciaim, unless that
public hody faiis to render its decision within 30 calendar days, The decision of the relevant
public body will be final and conclusive unless the Supplier, within six (6) months of the date of
the finai decision on the claim, invokes appropriate action under Caode § 2.2-4364 or the
administrative procedure authorized by Code § 2.2-4365.

In the event of any breach by a Commonwealth agency, Suppiier's remedies wiil ke limited to
ciaims for damages and interest alicwabie under the Code and, if available and warranted,
equitabie relief. Ali such claims ¢ be processed pursuant to this Section. In ne event will
Supplier's remedies include the right to ferminate any license or support services hereunder.

H. Assignment
This Contract is binding upon and will inure o the benefit of the permitied successors and
assigns of VITA and Supglier. Suppiier may not assign, subcentract, delegate or otharwise
corivey this Contraci or any of its rights and obligations under this Contract, {0 any entity without
the prior written consent of VITA, and any attempied assigniment or subcontracting without
conzent will be void. YVITA may assign this Contract {o any entity, so long as the assignee agrees
in writing 1o be baund by the all the terms and conditions of this Contraci.

if any law fimiis the right of VITA or Suppiier i prohibit assignment or nonconsensual
assignmantis, the effeciive date of the assignment will be 30 calendar days afier the Suppiier
gives VIiTA prompt writtar: notice of the assignment, signed by authorized representatives of hoth
the Supplier and the assignee. Any payvments made pricr to receipt of such notification will not be
covered by this assignment.

Severability

Invalidity of any term of this Centract, in whole or in part, will not affect the validity of any other
term. VITA and Supplier further agree that in the event such provision is an essential part of this
Contraci, they shall immediately begin negotiations for a suitable replacement provision.

J.  Swurvival
Any provisions of this Contract regarding Scftware License, Rights To Work Product, Warranty,
Escrow, Confidentiality, Content Privacy and Security, Liability, indemnification, Transition of
Services, the right to purchase Maintenance Services, and the Generai Provisions wili survive the
expiration or termination: of this Contract,

K. Force Majeure
No Party will be rasponsible for the delay or failure 1o meet its obligations under this Contract if
the delay or failure arises from causes bevond the reasonable contre! and withaut the fault or
negligence of the gbligated Party. If any performance date under this Coniract is postponed ar
extended pursuant o this Section for longer than 20 calendar days, VITA, by written natice given
during the posiponemient or extension, may terminate Supplier's right to render further
parformance after the effective date of termination without ability for that termination, and in
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addition an Authorized User may terminate any order or SOW affected hy such postponement or
delay.

L. No Waiver
Any failure 10 enforce any ferms of this Contract wiil not constitute a waiver.

M. Remedies

The remedies set forth in this Contract are intended to be cumuiative. In addition to any specific
remedy, VITA and all Authorized Users reserve any and all othier remedies that may be available
at iaw or in equity.

N. Right to Audit
VITA reserves the right to audit those Supplier records that relate to the Contract or any SOWs or
orders issued there under. VITA's right to audit is limited as foliows:

i. three (3) vears from end dale of the Coniract;
ii. atViTA's expernse;
iii. no more than once every twelve (12} months;

iv. performed at Supplier's premisas, during normal business hours at mutually agreed upon
times; ang

v. access to Supplier cost information is exciuded.

In no event will Suppiier have the right t¢ audit, or requiire to have audited, VITA or any
Authorizad User.

0. Taxes

The Commonwealih is exempt from Federal excize and ail State and Local taxes and any suchi
taxes may not be inciuded in Contract prices. Tax certificates of exemption, Form ST-12 can he
obtained from Autharized Users upon request. Deliveries against this Contract shall he free of
Federal excise anid transportation taxes. The Commonwealth’'s excise tax exempfion regisiration
number is 54-73-0076K.

P. Currency
All prices, costs, or fees in this Contract and all exhibits, schedules, arders, or SOWs will be in
Linited States dollars.

Q. Non-Disparagement

tach Party agrees that it shall not engage in any conduct or patiern of conduct that invoives the
riaking or publishing of written or orai statements or remarks (including without limitations, the
repetition or distribution of derogatory rumers, aillegations, negative reports or cornments) which
are disparaging, deieterious or damaging tc the integrity, reputation or good name of any cther
Party or the Party's affiliates, empioyees, agents, contraciors, or subcontractors. This section will
not be construed to prevent a Party from responding publicly to incerrect public statemants or
from raking truthful statements when required by subpoena, court order, or othiernwise required
by law,

R. Advertising and Use of Proprietary Marks
No Party may use the name of the other Party or refer to the other Party, directly or indirectly, in
any press release or farmal advertisement withoui receiving prior writien consent of the other
Party. In no event may any Party use a proprietary mark of the other Party without receiving the
pricr written consent of the other Party.

S. Notices
Any notice required or permitted to be given under this Contract musi be in writing and wiil be
deemed ic have been sufficiently given if deliverad in person, or if deposited in the U.S. mails,
postage prepaid, for mailing by registered, certified mail, or overnight courier service addressed:

. To VITA and to Supplier, if Supplier is incorporated or formed pursuant to the laws of the
Commonwealih, to the addresses shown on the signature page.

ii. To Supplier, if Supplier is incorporated or formead outside the Commonwealih, 1o the address
shown on the signature page and to the Registerad Agent registered with the Virginia State
Cuorporation Commission.
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Pursuant to Title13.1 of the Code, VITA or Supplier may change its address for notice purposes
by giving the other Party notice of such shange in accordance wiih this Section.

Adminisirative contract renewals, modifications or non-claim related notices are excluded from
the above requirement. Such wiitten, or signed, or koth, contract administration actions may be
processed by the assigned VITA and Supplier points of contact for this Contract and may be
given in person, via U.S. mall, courier service or electronically.

T. Offers of Employment
During the first iweive {12) months of the Contract, should Suppiier hire an emplayee of any
Authorized User who has substantially worked on any project covered by this Contract without
prior written consent, the Supplier will be billed for 50% of the emplovesg’s annual saiary in sffect
at the time of termination.

U. Contract Administration

Supplier agraes that at all imes during the Contract Term an account execuiive, at Suppiier's
senicr managament levei, will be assigned and available to VITA. Suppiier reserves the right to
change such account executive upon reasonable advance written notice o VITA.

V. Captions
The caplions of sections and subsections of this Contract are for convenience and in no way
define, limit, or enlarge the scope of this Contract or any of its sections.

W. Entire Contract
The following exhibits, inciuding aii subparts thereof, are atiached to this Contract and are madse
a part of this Confract for all purposes:

Exhibit A - Reguirements

exhibit B — Pricing

Exhibit C — Statement of Work (30W) Template

Exhibit D) — Change Order Template

Exhibit E - RESERVED

Exhibit F — License Agreement Addendum, End User Licensing Agreement
Exhibit F-1 — License Agreement Addendurn (LAA)
Exhibit F-2 — End User License Agreement or Service Agreement (EULA/SA)

Exhibit G - Certification Regarding Lokbying

Exhibit H - Supplier Procurement and Subcontracting Plan

Exhibit | - Service Level Agreement

Exhibit  — RESERVED

Exhibit K ~ Internal Revenue Service Publication 1075 - Exhibit 7 Safeguarding Contract
Language

This Contraci, its exhibits, and any prior non-disciosure agreement constitute the entire
agreement between VITA and Supplier and supersede any and all previcus reprasentations,
undersiandings, discussions or agreements hetwaen VITA and Supplier as to the subiect matter
of this Contract. Any and all terms and conditions containad in, incorporated into, or referenced
by the Supplier's proposal are desmed invalid. The provisions of the Virginia Department of
General Services, Division of Purchases and Supply Vendor's Manuai wiil not apgiy to this
Contract or any order issued pursuant to the Contract. This Contract may only be amended by an
instrument in writing sighed by ¥ITA and Supplier.

An Authorized User and Supplier may enter into an ordering agreemerit pursuant to this Contract,
Te the extent that an ordering agreement, or any order or SOW issued pursuant o this Contract,

includes any terms and conditions inconsistent with the terms and conditions of this Contract, the
terms and conditions of the order or SOW will be of no force and effect.
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X. Order of Precedence
In thie eveni of a conflict, the following order of precedence shall apply: this Contract documeni,
Exhibit A, any individual SOW, Exhibii B, then any project specific ordar. in the event of a conflict
or inconsistency between the negotiated terms of this Coniract and any provision incorporated by
refarence into the Contract {&.q., a section of a License Agreement), the negotiated terms of this
Contract will take precedence. For purposes of this section, a “conflict” exists with respectic a
subject that has baen comprehensively addressed in the Coniract when supplementary lerms
contained in a provision incorporated by reference would aiter the rights and obligations of the
Parties set forth in the Contract.

Y. Counterparis and Electronic Signatures
This Contract may be executed in multiple counterparts, each of which, whien assembled to
include an originai signature for each of Supplier and VITA, wili constitute a compiete and fuily
executed original. All fuily executed original counterparts will collectively constitute a singie
agreement. Signatures transmitted by fax or elecironic mail (in portabie data format (“PDF™)) are
also permitied as binding signatures to this Contract.

Z. Opportunity to Review
VITA and Suppiier each acknowledge that it has had the opportunity to review this Contract and
o obtain appropriate legat review if it so chose.

[SIGNATURE PAGE(S) TO FOLLOW]
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Signed by the undersigned authorized representatives of VITA and Supplier and effective as of the

Effective Date set forth in the preamibie of this Contract above.

Supplier:
ThunderCat Technology LLC

) Jeoin K

By

' (Signature)

Hame: Jean Kim

(Print)

Titte: Coniracts Manager

Date: November 1, 2024

Address for Notice:

11180 Sunrise Valisy Drive Suite 200

Reston, VA 20161

Attention: Suppiier Coniact

Acknowledged by Publisher:
Smartling, Inc.

By:

'{Signature)

Name: Tim Kirby

(Print)

Titie: _Chief Revenue Cfficer

Date: November 1, 2024

VITA, on behalf of the
COMMONWEALTH OF VIRGINIA

Robeirt Osmonel
By:

(Signature)

MName:_Rebert Osmond
(Print)

Title: Chief Information Officer (C10)

Date: November 1, 2024

Addrass for Notice:

7325 Beaufont Springs Drive

Richimond, VA 23225

Attention: Contract Administrator

VA-241020-TCTL



