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LANGUAGE TRANSLATION SOLUTION AND CLOUD SERVICES 
INFORMATION TECHNOLOGY CONTRACT 

THIS LANGUAGE TRANSLATION SOLUTION AND CLOUD SERVICES INFORMATION 
TECHNOLOGY CONTRACT (“Contract") is entered inm by and between the Virginia information 
Technologies Agency (“VITA”), pursuant t0 § 2—2-2012 of the Code of Virginia and an behalf 0f the 
Commonwealth of Virginia (“Commonwealth”), and ThunderCat Technoiogy LLC ("Supplier”), a 

corporation headquartered a1 1119f} Sunrise Valley Drive Suite 200, Reston, Virginia, 26191 t0 be 
effective as 0f Contract Award Date (“Effective Date”), November 1, 2024. 

1. PURPOSE AND SCOPE 
VITA, on behalf of the Commonwealth, Es engaging Suppiier to provide language translation services 
to Commonwealth public: bodies and ather Auihorized Users using the cioud-basec} Software as a 

Service (“SaaS”) deveiaped b3! Smanltng, inc., a subcentractor partner m Supplier. Supplier shail 
provide the foiiowing services: i) Artificiai inteiligence (“Al”) E Machine Learning (“ML") based 
translation salution far agency documents and webpages in the fallowing required Ianguages: 
English, Spanish, Chinese (inciuding Mandarin and Cantonese}, Karean, Arabic, Vietnamese, 
Tagaiog, Urdu, French, Hindi, and Amharic; ii} human transiation services t0 facilitate refinement of 
RIEML translation and 1'0 manually transiate content a3 needed: iii) a soiutéon that estabfishes VITA as 
an account administrator for overali utilization of the soiution through the iength ofthe Contract; and 

iv) a solution that can estabiish agenc r-specific sub—accounts in which agencies wili have use of the 
platform for their web systems and documents, while segregating agencies from seeing other sub- 
account activities . This Contract sets farth the terms and conditions under which Supplier shali 
provide language translation services. Supplier shall provide these products and services 10 aii 
Authorized Users, as defined below 

This Cuniract is ajointiy and cooperatively pracured cantract pursuant 13 § 2.2 41304 of the Code. 
Accordingly, Supplier agrees that other public bodies Gutséde fifthe Commonweaith may purchase 
the products and services furnished pursuant ta this Cantract even if those public bodies did not 
participate in the prflcurement, provided thase entEties, En advance of purchase, execute a 

participating addendum with Supplier that incerporates ihe terms and conditions fifthe Contract and 
pravide notification 10 VITA of their participation in {hi3 Contract. 

DEFINITIONS 
Capitalized terms; med in this Contract have the meaning as provided (i) where each term is used in 
the Contract unless the term is (ii) set forth En this “Definitims” section below which lists the 
capétalized terms used in this Contract and provides a definititm for the term. 

A. Acceptance 
The written acknowledgement by the Authorized User of sumessful delivery and performance by 
the Supplier of its cnntractual commitments at the iocatiflnm] designaied in the applicable order 
or Statement 0f Work (”50W"), including completed and successful acceptance testing in 
conformance wiih the Requirements as determined by the Authnrized User and set forth in the 
applicable order 0r 80W. 

B. Application 
The software programs En object code and other related data, inciudlng intellectual data, 
proprietary informaiion and Documentation contained and appiicable =10 Licensed Services hosted 
and supported by Supplier under the Contact, as described in Exhibit B 0r a5 described in any 
order or 80W issued under the Contract, inciuding any Updates, enhancements, and 
repiacements to 1he Application. 

C. Application User 
Application User(s) include employees 0E an Authorized User, independem contractors engaged 
by an Authorized User, or entities contfacting with an Authorized Userfor services, as specified in 
the applicable order or 80W. Application Usenjs) also inciude customers, suppliers, members of 
the general public, and other entities with whom an Authofized User may find it necessary or 
desirable to process 0r communicate electronically in pursuit of its business In the event that the 
Authorized User i3 a private ingtitution of higher education which is listed at: 
htto:Nwww.cicv.orgl0ur-CollegesfProfilesasnx Application User(s) may include students of that 
private institution. 
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D. Authorized Users 
All pubiic bodies, including VITA, as defined by Code § 22-4301 and referencad by Code §§ 2.2- 
4304 and 22-2012, authorized to participate in the procurement of information technology under 
this Contract. Authorized Users include private institutions of higher education that are listed at: 
httoflwww.cicvorqz’Our—Co_|IeaeslProfilesasnx. 

Pursuant to Code § 22-4304, "Authorized Users" also inniudes those pubiic bodies, 0r pubiic 
agencies or insiituiions or localities of the severe! states, 9f the United Stakes or its territories, the 
Déstrici of Calumbia, the US. General Servises Administration, 0r the Metropolitan Washington 
Council 0f Governments that have executed a participating addendum with the Supplier to utilize 
this Contract and provide notification t0 VITA 0f their participation in this Centracfi. 

E. Claim 
Any and all losses, damages, ciaims. demands, proceedings, suits and actions, including any 
related iiabilities, obligatéona, losses, damages, assessments, fines, penalties (whether criminal or 
civil), judgments, sefilements, expenses (including attorneys’ and accountants‘ fees and 
disbursements), and 00313! Coliectively, “Claims“! 

F. Code 
The Code of Virginia, as in effect and amended from time-to-time. 

G. Commercial Off-The-Shelf (“COTS”) Software 
Software {hat is general in naiure, not broad enterprise applications, which can be purchased and 
used immediately “as is." wi‘lhout modification, in the same form in which it was sold in the 
commercial marketplace. Standard opiions are not considered modifications— 

H. Commonwealth 
The Commanwealth of Virginia, 

Commonwealth Indemnified Parties 
The Commonweaith, public bodies ofthe Commonwealth, VITA, arid Authorized Users, tugeiher 
with iheir respective officers, directors, agents. and empioyees. 

J. Component 
Any par: or service 0f the Solution. Saf’tware, or Deliverable delivered by Supplier under this 
Contract. inciuding under ail orders 0r SOWS. 

K. Computer Virus 
Any malicious code, program, malware, 0r other internal camponent {agu computer virus, 
computer worm, computer time bomb, 0r similar component), which couid damage, destroy, alter 
0r disrupt any computer program, firmware, or hardware or which could, in any manner, reveal, 
damage, destroy, alter or disrupt any data or other information accessed through 0r processed by 
such software in any manner. 

L. Concurrent Users 
The maximum number of concurrent active users utilizing the Software a1 a given point in time. 

M. Confidentiallnformation 
Non-public proprietary 0r trade secret information 0f VITA, Suppiiee“, or an Authorized User, 
whether the information is in written, graphic, machine readable or other tangible form, and which 
at the time of disclosure t0 any oiher Party is either (i) marked a5 being “Confidentiaé” or 
"Proprietary": {ii} Heaith Records; (iii) Personally Identifiable Information? including information 

about VITA‘S employees. contraeztors, and customers, or Sensitive Data. including PHE; or (iv) 
information that is pretected by statuie or oiher applicabée law. In the case of VITA, “Confidential 
Infermation” also includes any (a) informatien t0 which the Suppiier has access in ViTA facilities 
or VETA’S systems, (b) Work Product and information pertaining to the Work Product, {c} VITA 
data, VITA software, and systems access codes, and (d) infnrmation concerning VITA’S and any 
other Authorized User’s operations, plans, employees, contractors or third-party suppliers. 

The term “Confidential Information" does not incéude informaiion that is: 

i. in the public domain through n0 fauit 0f the receiving Party 0r 0f any other person 0r entity that 
is similariy contractuaiiy or otherwise obiigated; 

ii. Obtained independently from a third-party without an obligation 0f confideniiality to the 
disciosing Party and wiihout breach of this Contract; 
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iii. developed independently by the receiving Party without reference t0 the Confidential 
Information of the other Party; or 

iv, required to be disciosed under The Virginia Freedom 0f Information Act {§§2~2—3700 et seq. of 
the Code of Virginia) or similar flaws 0r pursuant to a court order‘ 

N, Content 
Any data, including the selectien, arrangement and organization of such data, entered. uploaded 
to the Appiication, or athea'wise provided to Supptier by ALflhorized User 0r by any Appiication 
User; and any software and related ducumentation. from whaiever source, previded by 
Authorized User 0r Application User to Supplier in connection with this Contract 

O. Contract 
This agreement, including ali exhibits, schedules, and attachments, including any modifications 0r 
amendments thereto, entered into by VITA and Supplier. 

P. Contractor 
The use of the terrrl “Contracter” in any orthe following terms, canditions, a ns, or IRS Publication 
1075 means the same as the term “Suppléel” as defined and used in this Contract. 

Q. Deliverable 

Software, Documentatian, Componants, plans, reparts, data, Wark Product, and any other 
materials, items or e?ents, in each case described 0r itemized as something that is developed. 
prepared or created and deiivered or required t0 be developed, prepared or created and delivered 
0r made availame t0 VITA or other Authorized User as part 0f the Services. Maintermnce 
Services, Licensed Services, Application, Solutiun, Product, System Software, Supplier Product, 
or Updates; including the development or creation 0f Work Product, 

R. Documentation 
These materials {including user manuals, training materials, guides, product descriptinns, 
technical manuals, product specifications, supporting materials and Updates) detailing the 
information and instructions needed in order to allow any Authorized User and its agents to make 
productive use of the Application, Salutitm, Product, Service‘ Licensed Services 0r Deliverable, 
including any and all components, and to implement and develop selflsufficiency with regard t0 
the Application, Saftware. Solution Product. Service, Licensed Services or Deliverable, inciuding 

any and all components, provided by Supplier in fulfilling its obligations under the Contract or as 
may be specified En any order or 80W issued pursuant t0 this Contract. 

S. Effective Date 
The daie this Contract goes inio full force and effect as set forth in the preamble 01‘ this Contract 
above. 

T. Federal Tax Information (“FTI”) 
Federal tax returns and federal tax return information (and informatiom derived from é?) that is in 
the possession or control of any Autherized User, which is covered by the confiden‘liality 
prateciions 9f the internal Revenue Code (“IRC"} and subject to the IRC § 6103(p)(4} 
safeguarding requirements inciuding IRS oversight. FTI is categorized as “Sensitive" but 
“Unciassified” information and may contain personally identifiable information. 

U. Health Record 
Any written, printed or electronically recorded materiai maintained by a health care entity in the 
course of providing health services to an individual concerning the individual and the services 
provided. "Health Record" also inciudes the substance of any communication made by an 
individuai to a health care entity in confidence during 0r I'n connection with the provision 0f heaith 
services or information otherwise acquired by the heailh care entity about an individual in 
confidence and in connection with the provision of health services 10 the individual. [Code § 32.1- 
127.1:03) 

V. Industrial Funding Adjustment (“IPA") 
The fee paid by Suppiier to VJTA to campensate VITA far the cast of precuring and managing the 
Contract. 

w. Licensed Services 
The operation 0f the Appiication and the necessary operating sysiem software, hardware, and 
utiiities on Suppiier’s host computer system; furnishing Suppiier Product 1.0 Application users; 
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AA. 

BB. 

CC. 

DD. 

EE. 

FF. 

GG. 

HH. 

storing Content; and making the Application, Camera, and Suppiier Produci available t0 
Application userfs) via the Web Site, as more fully described in Exhibit B or as described En any 
order or 80W issued hereunder. 
Maintenance Coverage Period (“MOP”) 
The period 0f time during which Supplier is obligated t0 provide Maintenance Services for a unit 
0f Product. 

Maintenance Level 
The defined parameters of Maintenance Services, inciuding the times during which. and time— 
frames in which. Suppiier shall respcnd t0 a request for Maintenance Services. The available 
Maintenance Levels are defined in Exhibit B 0f this Contract, 0r a3 defined in any order or 80W 
issued pursuant 10 this Contract, The actuai Maintenance Levei for a unit of Product will be set 
forth in the signed order or 80W for Maintenance Services of that Software or Product 
referencing this Contract 

Maintenance Services 
Those services, preventéve and remedial, provided 0r performed by Supplier under the Contract 
or for an Authorized User in order 10 ensure continued operation 0fthe Product. Maintenance 
Services include suppert services“ 

Operating Condition 
The condition ihai allows the Produci to function in a normal, acceptable waking manner. as 
designed by the Software or Product manufacturer, and. if applicable, in compliance with any 
service Ieveis established in the Ccntract or any order or SQW issued under the Contract. 

Pady 
Supplier, VITA, or in the case of a 30W, any Authorized User. 

Performance Changes 
Any engineering changes that affect the ability of the Produciis) provided by Supplier pursuant t0 
this Contract to meet the published specifications. 

Preventative Maintenance 
Maintenance that can be perfumed in advance of an actual problem 0r maifunction through the 
monitoring of internal diagnostic reports generated automatissally by print output devices. 

Product 
Hardware‘ peripherals, and any other equipment, including the System Software. all upgrades, all 
applicable user documentation. and- related accessories a5 set forth in Exhibit B 0r as specified in 
any order 0r 80W issued pursuant to the Centractl 
Protected Health Information (“PHI") 

Individuaily identifiabJe health information that is (i) transmitted in electronic media, (ii) maintained 

in electronic media, 0r {iii} transmitted or maintained in any other form or medium. PHI excludes 
individuaily identifiabie heaith infmrmation in (a) education records covered by the Family 
Educationai Rights and Privacy Act (20 U.S.C.§ 12329); (h) records 0f any student who is 18 
years 0f age or elder, or is attending a postsecondary school, that are made or maintained by a 

physician, psychiatrist. psychaiegist, or ether recognized professienal or paraprofesséenal acting 

in his professional or paraprofessionai capacity, Gr assisting in that capacity, and ihat are made‘ 
maintained. or used only in connection with the provision of treatment 10 the student and are not 
available t0 anyone other than perscns providing Such treatment, except that such records may 
be perscnaliy reviewed by a physician 0r other appropriate professional ofthe student's choice; 
and (c) empioyment records held, in its role as employer. by a health plan, health care 
ciearé‘nghouse. 0r heaith care provider that transmits: health information in electronic form, £§ 64,2— 

21.00 0f the Code) 

Receipt 
An Authorized User has physically received or has unfettered access to any Deliverable at the 
correci “ship-to” location. 

Requirements 
The functional. performance, operatianal, compatibility, Acceptance testing criteria, and oiher 
pazameters and characteristics 0f the Product, Software, Selution, Servicfis}, Application and 
Licensed Services and Deliverables, including any and all components, as authorized by any 
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JJ. 

KK. 

LL. 

NN. 

00. 

PP. 

QQ. 

RR. 

SS. 

combination 0f the Contract, as set forth in Exhibit A or the appiicable order or 30W, and such 
ether parametem, characteristics, 0r performance standards that may be agreed upon in writing 
by the Parties. 

Response Time 
The time between Suppiier’s receipt 0f Authorized User's request for Maintenance and the time 
Supplier has notified Authc-rized User that it has commenced repair and resolution of the reported 
problem. 

Services 

Any work performed or service provided by Supplier — including the design and develspment of 
soflwafe and modifications. scftware updates. solution, products. implementation, installation, 
maintenancei support, testing, training, or other provisien of service — in meeting the 
Requirements and fulfilling Suppiier's obligations under the Contract or, as appEicable, under any 
order or 80W authorized by the scope of the Contract “Services“ includes all functéonal 
responsibilities, activities, afid tasks 0f the Supplier that are an énherent, necessary, or customary 
paft of the Services, or are required for the proper performance or provision 0f the Services. As 
permitted by the scope of the Contract, “Services" may include the discovery, creation? or 
development of Work Product. 

“Software Publisher“, or “Publisher" 

An entity mat develops. owns and markets software, a third—party subcontractor entity t0 this 
contract. 

Solution 
The Supplier's contractuaaly ccmmified technical approach for selving an information technoiogy 
business 0b}ective and associated Requirements as defined and authorized by the scope of the 
Contract 0r any order 0f 80W issued under the Contract. SoEution means all Suppliar and 
Supplier’s thifd-pariy providers‘ components making up the Solution, including but not limited to 
softwara, Pmduct, configuration design, impiemen‘latéan, Suppéier-deveioped interfaces, Services 
and Work Prfiduci. 

Statement of Work (“80W”) 
Any document in substantially the form of Exhibit C (describing the deliverabies, due dates, 
assignment duration, Acceptance mriteria, and payment obiigations for a specific project, 
engagement, 0r assignment that Supplier commits to provide t0 an Authorized User), which, upon 
signing by both Parties, is made a part 0f the Contract 

Subcontractor 
Any entity to which Suppfiier (0r other Subconiracior 0f any tier) has subcontracted for 
performance: of, or delegated any of its responsibilities under the Contract, inciuding an affiliate of 
the Supplier. 

Supplier 
The entity set farth in the preamble of this Contract and any entity that controis. is controlled by, 
or i5 under Gammon control with Supplier. 

Supplier Personnel 
Any and 3|! of Supplier's employees, agents, contractors. or Subcontractors performing under this 
Contract 

Supplier Reporting System (“SR8”) 
The VITA system used by Supplier to fuifill repofliw obiigations under this Contract. The SR8 
can be accesaed at the following URLis}: httnsdiwwwxita.vifqini-a.uoviprocurementisupnlier- 
reDortinqJ'suDDlier.-renortinq—svstem-accessf. or any successor URL{S)€ 

SWaM 
Any emity certified by the Commonweafih‘s Department of Small Business and- Suppiier Diversity 
ass a small, womenwowned, minority-owned, or sewice-désab§ed veieran-owned business, as 
defined En Code §§ 22-20001 and 22-4310. or a certified micro business as defined in Executive 
Order Number 35 (2019}. 

System Software 
The operating system code, including software, firmware and microcode, {obfiect code version) for 
each Product, including any subsequent xevisions, as well as any applicabée documentation 
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UU. 

XX. 

YY. 

ZZ. 

Total Sales 
Sales under this Contract far which Supplier has received full and complete payment fmm an 
Authorized User. 

Transition Out Plan 
The written plan developed by Supplier addressing the transition of Supplier's centrachial 
obligations, in whole 0r in part, away from the Supplier and to Authorized User, 0r its designee, 
after the expiratian or termination of the Contract. 

Transition Period 
The period oftime after the expiration or termination of the Contract that Suppiier is obligated to 
continue providing assistance ‘te Authorized Users so as to transition {he Supplier‘s contractual 
obiigations. or any portion thereof, t0 any other supplier. 

Translation Memory 
The solution-areated and saved record of Authorized User’s previously translated content, which 
Puhiisher may use to match new content to previousiy translated jfibs. A data dictionary of 
written renderings ofthe meaning 0f a word, phraae, or other text, as transiated via Artificial 
Inteiligence or human fmm one ianguage into another language. 

Update 
Any update, modification, or new release 0f the System Software, Appiication, Documentation, 0r 
Suppiier Pmduct Ehat Supplier makes generally avaifable 10 its customers at no additimal cost 

VITA 
The Virginia Information Technologies Agency, an agency 0f the Cornmonweaith of Virginia 
pursuant t0 Chapter 20,1 {§§ 262-2005 et seq.) of the Code. or any successor agency. 

Warranty Period 
The period 0f time during which Supplier is obligated $0 provide corrections, free 0f charge, for a 

unit of Software 0r Product 

Web Site 
The Internet site operated b3: Supplier to provide access tca the Application, with the Uniform 
Resource Locator (“URL") specified in the appliaable order or 80W {or any successor URL{s}}. 
Work Product 
Inventions, combinatisns‘ machines, methods, formulae, techniques. processes, improvements. 
soffiware designs, computer programs, strategies, specific computer-related know-how, data and 
original works of authorgship discovered, created, 0r deveéoped b3; Supplier, orjointly by Supplier 
and an Authorized User(s} in the performance ofthis Contract. Work Product does not include 
configuration of software, nor does it include anyihing developed by Supplier prior to. or Gutside 
of, this Contract, 

3. TERM AND TERMINATION 

A. Contract Term 
This Contract is effective and legally binding as 0f the Effective Date and, unless terminated a5 
provided for in this section, will be effective and Iegaléy binding for a period of one (1} year (“Initial 
Term”). VITA. in iis sole discretien, may renew this Contract fer up to four {4} additional one (1} 
year renewal periods afier the expiration 0fthe Initial Term [collectiveiy with the lnitia! Term, ihe 
“Contract Term"). VITi-‘z will issue a written notificatian to the Supplier stating VITA’S intention 10 

exercise a renewal period no less than 30 caiendar days prior t0 the expiraiion 0f any current 
term. In addition, performance 0f an order or 80W issued during the Contract Term may survive 
the expiration orthe Contract Term, in which case all contractuai terms and conditions required 
for the operation of such order 0r 30W will remain in fuil force and effect uniil all of Supplier's 
obligations pursuant to such order 0r 80W have met the final Acceptance criteria 0f éhe 
appiicabie Authorized User. 

Termination for Convenience 
VITA may terminate this Contract, in whole 0r in part, at any time and for any reascn upon not 
less {han 30 caEendar days prim written notice to Supplier. An Authorized User may terminate an 
order or 80W, En whale or in part, at any time and for any reaaon upon not [ass than 30 calendar 
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days prim" wriiten notice t0 Supplier. Any termination under this provision will not affect the rights 
and obligations attending any order or 80W outstanding at the terminatinn data 

c. Termination for Breach 
In the event 0f breach by the Supplier, VITA wili have the right to terminate this Contract, in whoie 
or in part5 and an Authorized User may terminate an order 0r SOW issued hereunderi in whim 0r 
in part Suppiier will be deemed in breach in the event that Supplier faiés to meet any materiai 
obligation set forth in this Contract or in any“ order or 80W issued hereunder. Any termination 
under the provisions of this section win be deemed a “Termination for Breach”. 

If VITA deems the Suppiier to be En breach, VITA shall provide Supplier wiih notice of breach and 
aliow Suppiier 15 business days t0 cure the breach. If Supplier'faiis t0 cure the breach as noted. 
VITA may immediately terminate thig Contract or any order 0r 80W issued pursuant t0 this 
Contract. in whole or in part. If an Authorized User deems the Supplierto be in breath 0f an order 
or 80W, that Authorized User shall provide Supplier with notice of breach and allow Supplier 15 
business days t0 cure the breach. If Sugaplier fails to cure the breach as noted, the Authorized 
User may immediately terminate its order or 80W, in whole or in part. In addition, if Suppiier is 

found by a court of campetentjurisdiction to be in violation of or to have violaied 31 U.S.C. § 
1352, er if Suppiier becomes a party excluded from Federal Procurement and Nonprocurement 
Programa VITA may immediaie¥y terminate this Contracév in whole or in part, for breach, and 
VITA shall provide written notice to Supplier of such termination. Supplier shall provide prompt 
written notice to VITA if Supplier Es charged with violatifon cf 31 U.S.C. § 1352, or if federal 
debarmem proceedings are institmed against Supplier. 

D. Termination for Non-Appropriation of Funds 
Ali payment obligations e rm public bodies under this Contract are subject to the availability of 
legisiative appropriations at the federal, state, or local level for this purpose. in the event of non- 

appropria‘lion of funds, irrespective of the source of funds. for the items under this Contract. VITA 
may terminate this Contract. in whale 0r in part. 0r any order or 80W, in whole or in part, or an 
Authorized User may terminafie an order or 80W, in whoie or in part, forthose goods 0r services 
for which funds have not been appropriated Written notice will be provided to the Supplier as 
soon as possibie after legislative action Es completed. 

E. Efiect of Termination 
Upon termination. neither the Commonweaflh, nor VITA, nor any Authurized User will hewe any 
future liability except for Deiiverables accepted by an Authorized User or Services (including any 
applicable Licensed Services and Maintenance Services) rendered by Supplier and accepted by 
the Authorézed Use? prior to the termination date. 

In the event of a Termination for Breach, Supplier shall accept return 0f any Deliverable that was 
not accepted by {ha Authorized User, and Supplier shall refund any monies paid by any 
Authorized User for the unaccepted Deliverable. 

F. Termination by Supplier 
In no instance will termination by Supplier be consédered. Failure by an Authorized User :0 make 
timely payments owed 10 Supplier for its performance under this Contract will constitute a breach 
by that Authorized User. Supplier’s remedy fer a breach is limiter} to the remedies set forth in 
Cnde § 22-4363 and the “Remedies” section of this Contrac‘t below. 

G. Transition of Services 
At the request 0f an Authorized User prior to or upon expiration 0r termination of this Contract, 
Supplier shall provide ali assistance as the fluthorized User may reasonably require t0 transition 
the Supplier's contractuai Obligations}, 0r any portion thereof, t0 any other supplier with whom the 
Authorized User contracts for provision 0f same, This Transition Period obligation may extend 
beyond expiration or termination ofthe Contract far a period of 6 (six) months or as agreed upan 
in any order or SOW issued hereunder. If this Contract infiludes Suppiier‘s grovésim of licensed 

products. Supplier shall take nan action ta restrict or terminate the use of such licensed productg 
after the date 0f expiration 0r termination of the Contract 0r during any Transition Period, er both. 
Authorized Users shall pay for any additional maintenance or licensing fees during any Transition 
Perisd at the hourly raie 0r at a fee agreed upon b3: Supplier and the applicable Authorized User. 
Supplier shall provide alt reasonable transition assistance requested by the applicable Authorized 

User to allow for the expired 0r terminated ponion of the Services to continue without interrupiien 
or adverse effect, and to faciiitate the orderly transfer of such Sewices to Autharized User. The 
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transition assistance wiII be deemed by the parties to be gmerned by the terms and conditions 0f 
this Contract, exsept for these terms or conditions that d0 r101 reasanabiy apply to transition 
assistance. Further, any Transition Period wiil not affect any Authorized User's rights in regards t0 
any purchased Software perpetual licenses which are paid in full. 

Contract Kick-Off Meeting 
Within 30 caiendar days of the Effective Bate. Supplier may be required {a attend a contract 
orientation meeting, along with the VITA contract manageriadminisirator, Authorized User project 
managerfs) 0r authorized representative(sj, and any other signifiaant stakehoiders who have a 
part in the successful performance of this Contract. The purpose 0f this; meeting will he to review 
alT contrac’iuai obligaiions for boih parties, all administrative and reporting requirements, and to 
discuss any other relationship, responsibility, communication and pen‘ormance criteria set forth in 
the Contract. Supplier may attend such meeting virtuaiiy in i‘iis soie discretion. 

Transition Out Plan 
Within three {3) mantras 0f the Effective Date, Supplier will develop and distribufie t0 the applicable 
Autharized User a Transition Out Pian, The Supplierwill maintain the Transition Out Han 
throughout the Contract Term, and update the Transition Out PEan as needed 3nd subject to 
Authorized User's approval. 

Contract Closeout 
Prior t0 the Contract's expiration date, Suppiier may be provided contraci cioseout documentation 
by VITA. if contract cleseout documentation is provided, then Supplier shaii compéete. sign, and 
return to VITA Suppiy Chain Management any required documentation within 30 calendar days 0f 
receipt to ensure completion of closeout administration and t0 maintain a positive performance 
reputation with the Commonwealth, Any required Closeout documentation not received within 30 
calendar days of Supplier‘s receipt of the Commonweaith’s request will be documented in the 
contract file as Supplier non—compliance. Supplier’s non—compliance may affect any pending 
payments due to the Suppiier, inciuding finai payment, until the documentation is returned t0 
VITA. 

4. SUPPLIER PERSONNEL 

A. Selection and Management of Supplier Personnel 
Suppiier shail ensure that all Supplier Personnel performing under this Contracfi are competefit 
and knowledgeabie of the contractua! arrangements and the applicabie order 0r SOW between 
Autherized User and Supplier! Supplier acknowledges that Supplier is the employer 0f all Supplier 
employees and shall have the sole responsibiiity to supervise, counsel, disciptine. review, 
evaluate. set the pay rates of, provide {t0 the extent required by law} health care and other 
benefits for, and terminate (he employment of Supplier employees. Supplier Bhall be $0!er 
responsible for the supervision and conduct 0f Supplier Personnel. inciuding all acts! omissionsi 
gross negligence, and willful misconduct 0f Supplier Personnel, Additionally. Supplier shall 
ensure that Supplier Persannel comply with the appropriate Authorized User’s site Security. 
information security and personnel cenduct rules, as well a3 applicable federal, state and local 
Laws, including export regulations. Authorized User reserves the right t0 require the immediate 
removal from such Authorized User's premises of any Suppiier Personnel Wham such Autherized 
User believe3 has failed to comply with the above or whose conduct or behavior is unacceptabie 
or unprofessional 0r results in a security 0r safety bfeach. 

Key Personnel 
An order 0r 80W may designate certain of Supplier’s personnel as “Key Personnel" 0r "Project 
Managers‘i Supplier’s obligations with respect to Key Personnel and Project Managers will he 
described in the applicable order 0r 80W, Any changes to Key Personnei must be mutually 
agreed to in writing by Supplier and Authorized User. Failure 0f Supplier 10 perform in 

accordance with such :nbiigations may be deemed a breach of this Contract er of the applicabie 
order or 80W. 

Subcontractors 
Supplier shall not use Subcontractors 19 perform its contractual obligations or any order or 80W 
issued pursuant 10 the Contract unless specifically authorized in writing {a do so by the 
Authorized User. Supplief may utilize individual human translators as subcontracters but must 
ensure that these individuais comply with ail terms and conditéuns set forth En this agreement. All 
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support and maintenance staff and subcmtractors shall be based in the US and be US Citizens 
0r H1 B visa holders‘ For burger scale subcontractors (such as cioud service providers 0r other 

soiution providers} onty with explicit written authorization from the Authorized User, which must 
be obtained prim to the execution of the order or 80W. If an Qrder 0r 80W issued pursuant to 
this Contract Es supported in whoie 0r in part with federal funds, Supplier may not subcontract to 
any Subcontractor ihai is a party exciuded frem Federal Prflcurement and Nonpmcuremefit 
Programs. In n0 event may Supplier subcontract to any Subcontractor that is debarred by ihe 
Commonwealth or mat owes back taxes to the Commonwealth and has not made arrangements 
with the Cammonweaiih for payment 0f such back taxes. 

If Supplier subcentracts the provision of any performance sbiigation under this Contract to any 
ather party, Supplier shaii (i) act as prime contracior and wii’I be the sole point of contact with 
regard to ail obligations under this Contract; and {ii} represent and warrant that any authorized 
Subcontractors shali perform in accordance with the terms and ccnditions, including warranties, 
set forth in this Contract. 

5. NEW TECHNOLOGY 
A. Access to New Technology 

Supplier will bring to VITA’s attention any new products or services within the scope 0f the 
Contract that Supplier believes will be 0f interesi t0 VITA and wiil work t0 develfip proposals for 
the provision of any such producis or services as VITA requests. 

New Services Offerings Not Available from Supplier 
If new or replacement product or service offerings become avaiiable and cannot be competitiveiy 
previd'ed by the Supplier under the scope 0f this Contract. VITA will have the right t0 purchase the 
new 0r replacement products or services frcm a third party. If VITA elects t0 use such new 0:" 
replacement product or service offerings. Supplier wiil reasonably assist VITA to migrate to such 
products or services, provided that such assistance is within the acope of services under this 
Contract and does not require Supplier to provide additional resources or incur additionai costs 
nGt centemplated by this Cantract. 

If VITA elects to acquire new products 0r services as described in the paragraph above and such 
services replace existing Supplier-provided services, discount tiers and any commitmefits (as 
applicabie per the Contract) will be reduced to reflect reductions in purchases ofthe replaced 
products or services! 

6. GENERAL WARRANTY 
THE OBLJGATIONS OF SUPPLIER UNDER THIS GENERAL WARRANTY SECTION ARE 
MATERIAL. SUPPLIER MAKES NO OTHER WARRANTiES, EXPRESS OR IMPLIEDi ANY 
CONCERNING MERCHANTABILITY OR FITNESS FOR ANY OTHER PARTECULAR PURPOSE. 

Suppfier warrants and represents to VITA that Supplier will fuifill its contractuai obligations and meet 
all Requirements as described in Exhibit A. Supplier warrants and represents 10 VITA that: 

A. Ownership 
Suppiier has the right to perform and provide all contractual obligafions and provide all needed 
services 0r products without violafiing 0r infringing any éaw, rule, regulation. copyright, patent, 
trade secret, 0r other prcsprietary right 0f any third party. Supplier is the owneé" of the Produc: or 
otherwise has, 10 the best 02‘ 51$ knnwledge, the right to grant to the Commonwealth or any 
Authorized User title or the right to use the Product provided pursuant to this Contract. Upon 
Supplier's receipt of payment, the Commonwealth or ordering Authorized User, as applicable, wéli 
obtain 909d and ciear title ta the Product, excluding the System Software, free and clear of ail 
liens, claims, security interests, and encumbrances. 

Coverage Requirements 
During the Warranty Period of ninety (90) calendar days, or as Specified in the applficable order 9r 
80W. Supplier warrants that any Deliverabfies provided by Sugaplier under this Contract will meet 
or exceed the Requirements, Supplier shail correct, at no additional cost to any Authorized User, 
all errors identified during the Warranty Period that result in Supplier's failure i0 meet the 
Requirement, or its contractual obligations. 
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The Warranty Period wiil begin at the Acceptance date of the first Deliverable provided under this 
Contrast. For the purpases ofthis Section, “Deliverable" refers to the initial seiup and launch 0f 
the first agency’s site utilizing Suppiier‘s Services. This start date shall appiy uniformly to all 

subsequent agencies and sites added under the Contract, without triggering additicma! Warranty 
periods. 

C. Performance Warranty 
With respect to Supplier’s performance under this Contract: 

i, Supplier shail perform all contractual obligations with the care, skill and diiigence, consistent 
with or above appiicabie professional standards currently recognized in Supplier's professian. and 
Supplier shall be responsible for the professional quality, technical accuracy, completeness, and 
coordination of all plans, information, specifications, Deiiverablesi and Services furnished under 
this Contract; and 

ii. Supplier shall ensure that any contractuaiiy obligated Services or Deliverablefi, 0r both, meet or 
exceed the Requirements and that any Pmduct wiil functian in conformance with the 
Requirements. 

D. Documentation and Deliverables 
i. Any required Documentation Suppfier is Gbligated t0 provide under this Contract will be 
sufficient in detail and content t0 allow an appropriately trained userfprogrammer to understand 
and fully utilize, as applicable. t‘ne Deliverabies without reference 10 any other materials 0r 
information. 

ii! Ali Deiiverables provided 0r delivered pursuant to this Contract are at the curreni release level 

uniezss an Authorized User specifies an older version in its order or 80W. 

iii‘ No Update, engineering change, or revision made to any Supplier—provided Deliverables wiil 
{a} degrade the performance of any Deéiverable 0r its components to a level belaw that defined En 
the Requirements 0r the Preduct manufacturer's or Software Publisher's published specifications, 
a5 applicable; {b) cause any cfiher warranty to be breached; 0r (c) require an Autharized User to 
acquire additienal hardware equipment or soflware‘ 

E. Interoperability Warranty 
Suppiier warranis {hat each Component, regardless 0f {he origin 0f the Component, delivered 
under this Contract or pursuant to an order or 80W shall be interoperable with other Components 
so as to meet or exceed {he performance specified in the Requirements and the applicable order 
0r 30W. 

F. Licensed Services Application and Documentation 
Supplier warrants the following with reaped t0 the Licensed Services and the Application: 

i. The Application is pursuant t0 a particular Request for Proposal {“RFP"), and therefore such 
Applicatim shali be fit for the particular purposes specified by VITA in the RFP and in this 
Contract Supplier is possessed 0f superior knowiedge with respect to the Appiication and is 
aware that all Authorized Users are relying on Suppiier's skill and judgment in previding the 
Licensed Services, including the Application. 

ii. Suppiier represents and warrants {a} that it shali perform the Licensed Services in conformity 
to the specifications set forth En Exhibit A in a pmfessionai and workmanlike manner and (b) that 
the Licensed Services shall not infringe any third-party proprietary rights including {without 
limitation} any trademark, trade name, trade secret, copyright. morai rights, paienis or similar 
intelfiectuai property rights. 

iii, Supplier warrants that “the Application and Licensed Services will conform in all material 
respects {o the Requirements set forth in this Contiact and any Ofder 0r 80W issued hereunder, 
Supplier warran‘ls that the Application Licensed Services will conform to the applicable 
specifications and Documentation, not including any postwAcceptance modifications or alteraiions 
to the Documentation which represent a material diminishmeni of the functionaiity of the 
Appiicatéon, Licensed Services or Supplier Product. Suppiier also warranis that such Application 
and Licensed Services are compatibie with and will operate successfully when used on the 
equipment En accordance with the Documentation and ail 0f the terms and conditions hereof. 
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iv. The Application provided hereunder is at the cuyrent release level unleas an Authorized User 
specifies an older varsion in its order or 80W; 

v. Na corrections, work arounds or future Appiication releases provided by Supplier shall degrade 
the Application, cause any other warranty to be breached, or require an Authorized User to 
acquire additional hardware equipment or software. or licensed services; 

vi. Suppiier warrants that all post-Accepiance Updates, changas, alteratiflns or madifications to 
the Application. Licensed Services and Decumentation by Supplier will he compatible with,and 
will not materiaily diminish the features or functionaiity of the Appiication, Licensed Services 
andfor Supplier Product when used on the equipment in accordance with the Documentation and 
all ofihe terms and condétions hereof. 

vii. Supplier warrants ihat the Documentation and ali modifications or amendments therein whiczh 
Supplier is required t0 provide under this Contract shail be sufficient in detail and content t0 aliow 
a user to understand and utilize fully the Application withfiui reference t0 any other materials or 
infermation. 

G. Privacy and Security 
Supplier warrants {hast Supplier and its emplayees, subcontractors, partners. and third-party 
providers have taken all necessary and reasonable measures t0 ensure that the Application, 
Licensed Services, Supplier Pradtmt. and any related deliverabies do not include any 
degradation, known security vulnerabilities, 0r breach 0f privacy 0r security. Suppiier agrees t0 
notify VITA of any occunence 0f such as soon as possible after discovery and provide ViTA with 
fixes or upgrades for security vulnerabilities within 90 days af discovery. 

H. Access to Product and Passwords 
Supplier warrants Supplier has used commercially reasonable efforts through quality assurance 
procedures 10 verify that the Appiication and Licensed Services d0 not contain disabling code 0r 
any program device or other undisclosed feature, including but not limited m, viruses, worms, 
trojan horses, or other code which is designed ten permit unauthorized access, delete, disable, 
deactivate, interfere with or otherwise harm the Appiication. Licensed Services; or the hardware or 
sofiwam of any Autharized User 0r its Application Userg. In addition, Suppiier warrants that 
Authorized User and its Appliaation Users will be provided commercially reasonable uninterrupted 
access to the Application. Supplier also warrants that i1. wili not cancel 0r otherwise terminate 

access to the Application by disabling passwords, keys or tokens that enable continuous use of 
1he Appiication by the Authorized User and its Application Users during ihe Contract Term 0r any 
order or 80W issued hereunder. Supplier further warrants that the Appiication and Licensed 
Services are compatible with and wili operate successfuliy on the equipment. 

Operating System and Software Supportability 
Suppfierwarranis ihat Supplier and its employees, subcontractors. partners and third-parfiy 
pmviders have taken all necessary and reasonable measures to ensure that the Application, 
Licensed Services, Suppiier Prariuci, and any deliverables do not have dependencies on other 
operating systems or software that are n0 longer supported b3! Supplier, or its Subcontractors, 
partners and t|1%rd-party providers. 

J. Malicious Code 
Supplier has used commercially reasonable efforts thrmagh quality assurance procedures to verify 
that there are no Campuier Viruses or undocumented features in any 0fthe Deliverabies, a3 
obligated and provided by Supplier under the order or 80W, at the time of delivery to the 
Authorized Userg Supplier has used the best available means t0 scan any media provided to the 
Authorized Userg Supplier warranis that the Deliverabies. as obligated and provided by Suppiier 
underthe order or 80W, do not contain an}; embedded device or code (elgg, time bomb) that is 
intended to obstruct or prevent any Authorized User‘s use of the Deiiverables, 

Notwithstanding any rights; granted undar this Contract or at law, Supplier waives. under any and 
all circumstances, any right it has o: may have in the future 1:} exercise its license termination 
rights by electronic means. Suppiier agrees that an Authorized User may pursue all remedies 
provided under flaw in the event ofa breach or threatened breach fifthis section, including 
injunctive 0r other equitable relief. 
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Supplier Viability 
Supplier has the financial capacity to perform and continue to per‘fflrm its obligations under this 
Contract. Supplier has no constructive car actual knawéedge of a potential legal proceeding being 
broughi agains: Supplier that could materiaily adversely affect performance of this Contract. 
Further, Supplier is not prohibited by afiy contract, or order by any court 0f comgetent jurisdiction 
from entering into {his Contract. 

Supplier’s Past Experience 
Supplier has met similar contractual obiigations and fulfilled the Requirements as set forth in 
Exhibit A and in this Contract, in simiiar or greater compiexity, to oiher customers without 
significant problems due to Supplier’s performance and without causing a contractuai’ breach or 
defaufit ciaim by any customer. 

7. RIGHTS T0 WORK PRODUCT 
Any iicense t0 pre-existing work will be held, and all rights in, title t0, and ownership of Work Product 
wifi vest, pursuant 10 the terms 0f the “Licensing Within the Commonwealth” section 0f this Contract 
below. 

A. Work Product 
VITA and Supplier mutually acknowledge that performance of this Contract may result in Work 
Product. The Partées shail document all Work Product specifications and these specifications will 
be set forth in Exhibii A and incorporated into this Contract. Supplier shall promptly and fully 
disciose to the Commonwealth 0r Ehe Authorized User any and all Work Product generated, 
conceived, reduced to practice, 0r learned by Supplier or any Supplier Personnel, either soiely or 
jointly with others, during the term 0r perfiormance ofmis Centred, which in any way relates to the 
business 0f the Commonwealth, VITA, 0r any Autharized User. Supplier and Suppiier Personnel 
shall not make use 0f, or disciose to others, any proprietary information relating to the Wcrk 
Product, other than as Es required in the perfnrmance of this Caniract. All Services perfsrmed 
pursuant 10 this Contract wiil inciude delivery of all source and object code and ail executables 
and dacumentatian for all Work Preduct. At n0 time may Supplier deny VITA or an Authorized 
User accass to the Work Product, regardlesa 0f form. 

Ownership 
All Work Product discovered, created. 0r deveioped under this Contract, or in the course 0f 
executing an order or 80W issued pursuant to this Contract, is and wiil remain the sole pmperty 
of the Authorized User, regardiess 0f whether the Deliverable or Services are considered “works 

made for hire" 0r “hired to invent". Supplier agrees that the Authorized User will have ali rights 
with respect 10 any Work Product discovered, created 0r developed under this Contract, or any 
order or 80W issued hereunder, without regard to the origin 0f the Work Product. 
Supplier irrevocably transfers. grants! conveys! asaigns and relinquishes exclusively to the 
Autherized User any and all right! title and interest it now has or may hereafter acquire in and to 
the Work Product under patent. copyright, trade secret and trademark law in perpetuity. 0r for the 
longest period otherwise permitted h}! law. If any moral rights are created, Suppiier expressiy 
waives all moral rights created in the Work Product Supplier shail assist the Autharized User in 
every reasonable way to obtain and, from time t0 time, enforce patents, capyrights, trade secrets 
and other rights and protection relating t0 the Work Procfuct. Upon the reasonable request by 
Authorized User with respect to the Work Product, Supplier and any required Supplier Personnei 
shail execute all documents necessary for use in applying fer and obtaining patents, copyréghis, 
and other rights and protection, and in protecting trade secrets wiih respect to the Work Product. 

Supplier agrees that the provisions 0f this sectéon will survive any termination of this Contract by 
VITA, or the {ermination 0f any order Ur 80W issued hereunder by an Authorized U361: Supplier 
also agrees that in the event of a breach of this‘ Contracfi by VITA or any Authorized User, 
Supplier's remedy wiil not inciude any right to rescind. revoke, or otherwise invalidate the 
provisions of this sectian, 

Supplier acknowledges that in the case of an Authorized User which is a public body of the 
Commonwealth. al! rights and remedies afforded iha: Amharized User under this section shail 
also be held and exercisable by the Commanwealth. 
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C. Pre-existing Work 
If. and to {ha extent that, any pre-exisiing rights; are embodied or reflected in the Work Product, 
Supplier grants i0 the Commonwealth 0r the Authorized User the irrevocable, perpetual. non- 
exclusive. wnrldwide, royalty-xfree right and license i0 {i} use, execute, reproduce, display, 
pefiorm, distribute copies 0f, and prepare derivative warks based upon such preexisting rights 
and any derivative works thereof; and {ii} authorize others t0 dc; any or all of the foregoing. 
Supplier will retain all ownership rights in any pre—existéng works. 

D. Return of Materials 
Upon termination 0f this Comma: or in the event Authorized User terminates any order or 80W 
issued pursuant to this Contract, Suppéier shall immediately return to VITA or the apprepriaie 
Authorized User all copies, in whatever form, of any and all Confidential Information, Work 
Product and other properties provided by VITA or the Authorized User that are in Supplier's 
possession, custody, or control. 

8. PRODUCT SCOPE OF USE 
Any Authorized User may use the Product, and any Software licensed in cannection with the Precinct, 
on a worldwide basis for the benefit of itself and its agenta. Supplier further authorizes use of the 
Product by third parties who are under contract with an fluthorized User to provide outsourcing 
services. Ifihe (Demmonwealth 0r an Auihorized User takes title under the terms 0f this Contract to 
any Praducts with System Software that is integrai to the Products, there will be n0 restrictions on 
subsequent resahe or distribution of the Products and System Software by ihe Commonwealth 0r the 
Authorized User, 

9. SMARTLING SOFTWARE LICENSE 
As part of its offerings pursuant to this Contract. Suppiier‘s $333 solution contains products that were 
developed by and licensed from Smartling, a third-pariy software pubiisher, The use 0f Smartling‘s 
products is govefr'ied b3; an End-User License Agreement (“EULA”) provided by Smartling, the form 
of which is attached hereio as Exhibit F-2 for reference purposes, As the EULA may ccmtain terms 
and conditions that Authorized Users, as governmental entities, cannot accept, and far the 
convenience of using Smartling’s Mandard EULA Ianguage, the EULA will be subject t0 the License 
Agreement Addendum CLAN}, the farm of which is attaahed hereto as Exhibit F-1 fer reference 
purposes. The EULA, along with ihe LAA executed by VITA and Smartiing and acknowledged by the 
Supptier, will be added ‘10 the order 0r 80W for that purchase and govern the use 0f any and all 
Smartiing producis 0r snfiware iicensed under the Contract, but will not bemme a part 0f this 
Contract, whether or not specificaily referenced in the order document. 

10. SERVICES 

A. Nature of Services and Engagement 
This Contract is optional use and non—exciusive,all Authorized Users may, at their sole discretion, 
receive benefits from third party suppliers 0f Services similar t0, or in compefition with. Services 
provided by Supplier, 

VITA, in its sole discretion, may cancei any order 0r 80W resulting in a commitment of any 
individuai Suppiier Personnei for more than 1,000 hmlrs 0f work during any six {5) month period 
or 0f any such individuai Supplier Personnel for more than eight (8} months in any tweive (1 2} 
month period. Any order or 80W canceiled by VITA will no longer be binding on either Party, and 
all obiigatians with respect 10 the canaelled order or 80W shalt expire. 

11. DELIVERY AND INSTALLATION 

A. Scheduling of Solution Delivery 
Supplier shail deliver the Soiution, inciuding any Component parts, and complete performance 0f 
Services according to the deiivery dates set forth on the appropriate order or 80‘. . 

Supplier shall make avaélabie all appropriate andfor related Documeniatian at the time of delivery 
of the reievant Component of the Solution Any Solution Cemponent delivered without the 
appropriate and required Documentation will be considered "shipped short" until the aaplicable 
documentation has been received 
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B. Deployment of Solution 
1. Supplier Deployment of Snlution 

The Sofution fee listed in Exhibit B inciudes initial depfoyment of the complete Solution Supplier 

shali deploy the Solution in accordance with {he deployment schedule set forth 0n the applicable 
order or 80W. Deployment will inciude the installation 0f any Software Component and, if 

agreed. any Praduct or hardware Component, 0f the Solution. Supplier shali conduct its standard 
appropriate diagnostic evaluation ai. the Authorized User’s user siie to determine that the Solution 
i5 properly deplcyed and fuily ready for productive use, and will provide ihe Autharized User with 
a copy of the results of the diagnostic evaiuaiion promptly after completion 0f depioyment. 

Supplier agrees that faiiure t0 deploy the Soiution in accordance with the delivery schedule in the 
appiicabie order or 80W consiitutes a material breach of this Contract resulting in damages 10 
the Authmézed User! As an estimaie ofihe damages the affected Authorized User will suffer, 
Supplier agrees to credit such Authorized User an amount equai to three percent {3%} of the iotal 
Solution fee, for each day after the scheduled depioyment date that the Solution has not been 
degfloyed for a period of 30 calendar days following the agreed upon delivery data If the deiay 

lasts longer than 30 calendar days, the affected Authorized User may immediateiy cancel the 
order or 80W and collect damages for each day 0f that period 0f late delivery. The affected 
Authorized User may aiso pursue any and all other remedies availabie at law 0r in equity for 
delays lasting lenger than 3U calendar days or for non~deployment 

2. Authorized User Installatéon 0f Software 

For a Solution that includes Software that Autherézed User elects to install itseEf, the Software will 
be deemed t0 be installed when all Acceptance criteria as specified in the Authorized User's 
order or 80W have been met. Upon csmpletion of installafiion and successful Acceptance testing, 
Authorized User shall provide 10 Supplier wriiten notice of Accepiance. Supplier shall proceed 
with full deployment 0f {he Solution concurrentEy with or after Authorized User’s installation 0f the 
Software, as agreed between the Authorized User and Supplier in the order 0.! SO" . 

C. Documentation of Software Configuration 
If the Solution includes configuration 0f Software by Suppiier. Suppiier shail provide 

Documentation sontaining a description of the configuration t0 the appropriate Authorized User. 
The Documentation must be 0f sufficient. detail so that any appropriately trained empfioyee 0r 
Agent of any Authorized Use! may reconstruct ihae configuration of 1he Software. 

D. Product Delivery Procedure 
Supplier shall deliver all Products ROB! destination, with the destination being the "ship to” 
address specified in the applicable order 0r 80W. If the order or 80W stipulates that ihe 
Supplier will provide installaiion of the Product, Suppiier will bear all risk 0f loss of or damage to 
the Product until Receip'tr’Acceptance by the Authorized User. If the order or 80W stipulates that 
the Supplier will not provide instalkation of the Product, Supplier will bear all risk 0f loss 0r 
damage to the Product untii Receipt. In all cases, Supplier shall arrange and pay for 3!! 
transsportation and insurance sufficient to fully protect the Product while in transit. Each shipment 
must include a packing siip indicating this Contract number, the Authorizer} User’s arder number. 
the 30W number, if appiicable, the part number, a description of ihe Product shipped and the 
quanfity shipped. Each package in any shipment must (i) be numbered; {ii} have a description 
Stenciled on me ouiséde indicating the quantfiy of Product contained by part number and 
description: and {iii} must conspicuousiy dispiay the number of the package in that shipment 
which contains the packing skip. if required by Ehe Authorized User, Supplier shall bar code all 
packages shipped. If any loss 10, or damage 0f, the Produci occurs; prior to Acceptance by the 
Authorized User, Supplier shall immediateiy provide a replacement item. Title to Product, 
excluding System Software, wiil pass upon Acceptance. 

Supplier wiil make available ali appropriate and required Documentatican at the time of delivery of 
the first unii of teach different Product type. Product delivered without the appropriate and 
required Donumentation will be considered "shipped short" until the applicable documentation has 
been received. 

E. Late Delivery of Product 
Supplier acknowmdges and agrees that failure to deliver the Product ordered in strict accordance 
with the agreed upon delivery schedule as set forth in this Section will constituie a materiai 
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breach t hhis Contract resulting in damages to the ordering Authorized User, the total sum of 
which would be impracticable 0r impassibie to ascertain as of the Effective Dates 0f this Contract. 
As an estimate of the minimum amount of damages such Authorized User will suffer, Supplier 
agfees to credit the Authorized User an amount equai to ten percent (10%} of the total purchase 
price for each day that the Product i3 undelivered or nanaperational for a periw 0f fifteen (1 5} 
calendar days foiiowing the agreed upcn deiivery date, 0r if none specified, following the date 
order or 80W was received by Supplier. If the delay lasts longer than fifieer‘i {1 5} calendar days, 
the Authorized User may immediately cancel the order or 80W and collect as Fate delivery 
damages ten percent (10%] of the total purchase price. Any credit due the Authorized User wEII 
be applied 10 the next periedic invoica 

In addition, in the event the Supplier fails for any reason ‘10 deiiver the Product within thirty (30) 
calendar days of the agreed upon delivery date set forth in the orderfschedule, 0r if no daze was 
specified, foiiowing the date the order or SOW was received by Supplier, then the ardering 
authorized User, at its awn discretéon, may give Supplier orai or written notice of breach 
regarding the subject order or SOW. Once notice by the Authorized User i3 sent or given, the 
Autherized User may immediately preocure the undelivered items, or substantially similar items, 
frem anather source. Once the Auihorized User has effected a purchase from an alternate 
source, the Authorized User may chargenback Suppfier. Suppfier agrees 1'0 reimburse {he 
Authorized User for any difference in cost between the original contract price and the Authorized 
User's cost to cover from the aiternate source, In no event will any Authorized User be heid to 
pay Suppiier any costs incurred by Suppiier. including but not limited to ordering, marketing, 
manufacturing, 0r delivering éhe item(s}, which are subject 0f such Authorized User's notice 01" 

breach. Further, the Authorized User reserves any and ail other remedies available at law or in 
equity. 

Product Installation 
Unless atherwise agreed, Supplier shai] provide the initial installatian cf all F’mduct at no 
additional charge. Installation will include: unpackmg, removal 0f ail shippings‘packing materials. 
positioning, cannecténg to internal utility services, testing, and reiated necessary services to allow 
for Acceptance by the Authorized User. 

All Product installations shail comply with buiiding and faciiities standards established by the 
ordering Authorized User. if Authorized User installs the Product Supplier shall provide all 
reasanabiy necessary telephene assistance at n0 charge 

12. ACCEPTANCE AND CURE PERIOD 

A. Deliverable Acceptance Criteria 
Deiiverables are deemed accepted when the Authorized User determines thai the Deliverabies 
successfuily operate in accordance with the Requirements and applicabie order 0! 30W, 
Acceptance 0f the Deiiaxerables, and for the Soiution as a whole. requires deiivery t0 the 
Authorized User 0f all 0f functionality iisted in the Requirements as set forth in Exhibit A and 
required by the Authorized User En {he applicable order 0r 80W. Supplier shall be responsible for 
ensuring that all Deliverables function properiy within the Sclutien. Acceptance 0f any one 
Deliverable will n01 imply Authorized User‘s cancurrence that the Deliverable will function properiy 
with or wiihin the Solution. In the event that a previousiy Accepted Deiiverable requires fufiher 
modification in order to wark properly with 0r within the Solution, Supplier shall provide the 
modification and cover all associated costs. 

Authorized User shall commence Acceptance testing within five {5) business days, or within the 
agreed to period set forth in the applicable order or 30W, after (i) receipt ofthe Deliverabie or (ii) 
being granted access t0 the Soiution, The Acceptance testing period for the first instance of each 
Product type set forth in Exhibit B will last no longer than fifteen (15} business days unless a 

langer period is agreed i0 in writing between Authorized User and $upplier. Throughout the 
Acceptance testing period. Suppiier shall provide to the Authorized User any assistance and 
advice as the Authorized User may reasonably require. Supplier shail provide this assistance and 
advice at n0 additionai cost, other than pre—approved travel expenses incurred which are 
reimbursabie by the Authorized User pursuant to the terms and conditions 0f the “Reimbursement 
of Expenses" section of this Contract beiow. Authorized User shail provide tn Suppiier written 
notice 0f Acceptance upon completion 0f sucsessful Acceptance testing In ihe event that 
Authorized User faiis to provide Supplier writien notice of successfui or unsuccessful Acceptance 
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testing within ten {10] business days following the end of the Acceptance testing period, the 
Supplier shall provide Authorized User with written natice that Supplier has not received a notice 
cf successfui or unsuccessful Acceptance testing from the Authcrézed User. If the Authorized 

User fails to previde Supplier with written natica of successful 0r unsuccessful Acceptance testing 
within five [5) business days after receiving such notice from Supplier, the Software or 
Deliverable will be deemed Accepted. 

B. Solution Acceptance Criteria 
The Solution will be deemed accepted when the Authorized User determines that the Solution 
successfuliy operates in accordance with the Requirements and, if applicable, successful 

completion of Acceptance testing. Authorized User shall commence Acceptance testing wi'ihin 
five {5} business days after deployment of the Solution. The Acceptance testing period wiil be 
compieted within fifteen (1 5) business days after depioyment 0f the Solution, or such ionger 
period as may be agreed to in writing between Authorized User and Suppiier. Suppiier shall 
provide Authorized User with any assistance and advice the Autharized User may reasanahiy 
require during the Acceptance testing. Throughout the Acceptance testing period. Supplier shall 
provide to the Authorized User any assistance and advice a3 the authorized User may 
reasonably require. Supaiier shail provide this assistance and advice at r10 additional cost. other 
than pre-approved travel expenses incurred which are reimbursabie by the Authorized User 
pursuant 19 the terms and cunditions 0f the "Reimbursement of Expenses“ section ofihis Contract 
beiow, Authorized User shall provide to Supplier wrfiten notice of Acceptance upon compieiion of 
successful Acceptance testing. in the event that Authorized User faiis to provide Suppiier written 
notice of successful 02‘ unsuccessful Acceptance testing within ten (10} business days following 
the end of the Acceptance aesting period, the Suppiier shall provide Authorized User with written 
notice that Supplier has not received a notice of successful 0r unsuccessfui Acceptance testing 
from the Authorized User. If the Authorized Userfaiés to grovide Supplier with written notice of 

successful or unsuccessfui Acceptance testing within five (5) business days after receiving such 
notice from Supplier, the Solution will be deemed Accepted. 

C. Deliverable Cure Period 
Supplier shall correct any non-conformities identified during Acceptance testing and remsubmit the 
correcied Deliverable for re~testing wiihin seven (2} caiendar days of receipt of the appropriaie 
Authorized User's written notice of nonwconformance, or as otherwise agreed between {he 
Authorized U3er and Suppiier in {he applicabae order 0r 80W. in the event Supplies“ fails E0 cure 

the non-conformity or deliver Deliverable that meets the Requirementa the Authorized User may, 
by taking one 0f the following actions within thirty (30} calendar days 0f receipt of the re-submitted 
solution. in its sole discretion: (i) reject the Deiiverable in its entirety and recover amounts 
previozjsly paid to Supplier; (ii) issue a “partial Acceptance” 0f the Deiiverabie with an equitabie 
adjustment in the price to account for any deficiency; 0r (iii) conditionally accept the applicable 
Deliverabie whiie reservéng its right t0 revoke Acceptance if timely correction is not forthcoming. 
Faiiure 0f the Deiiverable t0 meet, in all material respects. the Requirements after the second set 
0f Acceptance fiesta will constitute a breach by Supplier, and the Authorized User may, a1 its sole 
discretion, teminate its order or 80W, in whoie or in part, for the Solution to be provided by 
Supplier. 

D, Solution Cure Period 
Supplier shall correct any non—conformities identified during Acceptance testing and re~submit the 
corrected Sofiution 01' Component products or Services for re~testing within ’15 business days of 
receigat of written notice of non-conformance t0 Supplier. or as otherwise agreed between the 
Authorized User and Supplier! Era the event that Supplier faiis to deliver a Solution which meets 
the Requirements, the Authorized User may, by taking one ofthe following actions within thirty 
{38) calendar days 0f receipt 0f the resubmitted solution, in its sole discretion: {i} reject the 
Solution in its entirety and recover amounts previousiy paid to the Supplier; (ii) issue a "partiai 
Aaceptance" 0f the Solution with an equitable adjustment in the price to account for such 
deficiency; 0r (iii} conditionaily accept the applicable Solution while reserving its right t0 revoke 

Acceptance if timeiy correction is not farthcoming. Failure 0f the Soiut‘ton to meet, in ail material 
respects. the specifications and performance standards afiey the second set of accepiance tests 
will constitute a breach by Supplier, and me Authorized User may, at its sole discretion, terminate 
its order or 80W, in whole or in part, ?or {he Solution t0 be provided by SuppEier. 
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E. Licensed Services Commencement Date 
The Suppiier shall begin delivery of Licensad Services on the date requested by the Authorized 
User and agreed to by the Supplier in an order or 80W. An Authorized Usar may delay the 
Licensed Services commencement date by notifying the Supplier at least ten (10) days before the 
scheduied Licensed Services commencement daEe. 

F. Licensed Services Acceptance Criteria 
Authorized User shall commence Acceptance testing within five {'5} business days after refieiving 
written notice from Supplier of the ability of such Authorized User and its Application Users to 
access the Application, or wiihin such other period as set forth in the applicable order or 80W. 
Throughmt the Acceptance testing period, Supplier shali provide to such Authorized User any 
assistance and advice as such Auihorized User may reasonabiy require. Supplier shali provide 
{hi5 assistance at no additionai cost, other than pra-approved travei expenses incurred which wiii 
be reimbursabie by such Authorized User pursuant to the terms and conditions of the 
“Reimbursement of Expenses“ section of this Contract beiew. Autharized User shali provide to 
Supplier written notice 0f Acceptance upon compietion of successfui Acceptance testing. In the 
event that an Authorized User fails to provide Supplier with written notice of successfui or 
unsuccessfui Acceptance testing within ten {10) business days following the end ofthe 
Acceptance testing period, then Suppiier shall provide the Authorized User with written notice that 
Supplier has not recei‘w'ed notice or successfui or unsuccessful Acaeptance testing from the 
Authorized User. If such Authorized User faiis t0 provide Supplier with written notice of successful 
or unsuccessfui Acceptance testing within S (five) business days after receiving such notice from 
Supplier‘ the Service WEI} be deemed Accepted. 

G. Licensed Services Cure Period 
If during the Acceptance test period, Authorized User is unable to access the licensed 
functionalities 0f the Application, Supplier shail provide Authorized User with such access, and 
such Authorized User‘s Application Users with their required access, within seven (Y) days of 
written netice of inability to access, or as athemr'ise agreed between the Authorized User and 
Supplier in the applicable order or SOW. Should Supplier fail to provide access to the licensed 
functionaiities of the Appiication, such Authorized User may, in its soie discretion: (i) reject the 

Applicatésn in its entirety and recaver amounts previously paid hereunder; (ii) issue a “partiai 

Acceptance” 0f the Applicaéion access with an equitable adjustment in the price to account for 
such deficiency: or (iii) conditionally accept the applicable Applicatien access whiie reserving its 
right to revoke Acceptance if timely correction Es not forthcoming. 

If the Authorized User and its Application Users are unable; to access the licensed functionaiiiies 
0f the Application after a second set 0f acceptance tests, Supplier shaii be deemed in default of 
the order or 80W. In the event of such default, the Authorized User may, at its sole discretion, 
tarminate its order 0r 80W, in whole or in part, for the Licensed Services to b3 provided 
thereunder by Suppiier‘ 

H. Services Acceptance Criteria 
Sewiceisfi will be deemed accepted when the Authorized User determines that the Service(s) 
meet(s) the Requirements set farth in the applicable arder or 80W. Supplier shail ensure any 
inéividuai Deliverable funniicns properly with any other Delivembies provided pursuant to the 
order or 80W. in the event that a previously Accepted Deliverable requires further modification in 
order to mrk properly with any other Deliverabie, Suppiier shall be responsible for all 005515 
associated with the modification. 

Authorized User shall commence Acceptance testing within five {5) calendar days after Receipt 0f 
me Sewice, orwithfn such other period as set forth in the appiicable order 0r 80W Acceptance 
iesting will iast no longer than fifteen (1 5) calendar days, unless otherwise agreed t0 in wri‘ting 
between Authorized User and Supplier, for each Deliverable, or for the first instance of each 
Service type set forth in Exhibit B. Suppiier shall provide the Authorized User any assistance and 
advice a3 the Authorized User may reasonably require, at no arjéitienal costs during Acceptance 
testing. Authorized User shall provide Supplier written notice 0f Acceptance upon completion of 
installation and successful Acceptance testing. In the event that the Authorized User fails t0 
provide Supplier written notice of successful or unsuccessful Acceptance testing within five (5} 
business days foilowing the Acceptance testing period, the Service will be deemed Accepted. 
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|. Services Cure Period 
Supplier shall correct any non-mnfmmities identified during Acceptance testing and re-submit the 
nonuconforming Service for re—testing within seven (?} calendar days 0f Supplier’s receipt of 
written netice of nonuconformance, unless otherwise agreed to between the Authorized User and 
Supplier in the applicable order or 80W. Should Supplier fail to cure the nmanconformity or 
deliver a Service which meets the Requirements, the Authorized User may, by taking one of the 
follawing actiona within thirty {30) calendar days of receipi ofthe re-submitted solutionin its sole 
discretion: 

i. reject 1he Service in its entirety, and any other Service(s) rendered unusable due to the non- 
conforming Service, and recover amounts previously paid to Supplier far ail such Services; 

ii. issue a "partial Acceptance" 0f the Service with an equitable adjustment in the price to account 
for such deficiency; or 

iii. conditionally accept the applicable Sawice while reserving i‘ls right to remke Acceptance if 
Supplier faiis to make a timely aorrection. 

Failure 0f a Service t0 meet. in ail material respects, the Requirements after the second set 0f 
acceptance teats may canstitute a breach by Suppfier. In the event of such breach, the 
Autherized User may, at iis sole discretian, terminate its order 0r 80W, En whole 0r in pan, far the 
Services to be provided by Supplier. 

J. Product Acceptance Criteria 
Product will be deemed accepted when the ordering authorized User determines that the Product 
successfully operates in accordance with the Requirements. The Authorized User shall 
commence Acceptance testing within five (5} calendar days. or within the period set forth m the 
applicable order or 30W, after Receiptfiinstallation of the Product Acceptance testing will be n0 
longer than fifteen (15) calendar days, or any longer period ass may be agreed in writing between 
Authorized User and 8upplierl Auihorized User shail provide to Suppiier written notice of 
Accepiance upon succesfiul Acceptance testing, Should Authorized Userfail to provide Supplier 
written notice of successful 0r unsuccessfui Acceptance testing within five (5) calendar days 
fallowing {he Acizeptance testing period, the Product(s) will be deemed Accepted 

Throughout the Acceptance testing periad, Supplier shall prfivéde to the Authorized User any 
assistance and advice as the Authorized User may reasonably require. Supplier shall provide this 
aasistance and advice at no additional cost, ether than pre~approved travei expenses incurred 
which are reimbursabte by the Authorized Use? pursuant t0 the terms and conditions 0f the 
“Reimbursement 0f Expenses" section 0f this Contract below. 

K. Product Cure Period 
Supplier shall correct any non-cenformities idenfified during Acceptance testing and re-submit the 
corrected Product for re—Eesting within seven (?j calendar days; of Suppiier’s receipt of a written 
nntice 0f non-conformance, 0r as otherwise agreed between the Authorized User and Supplier in 
the applicable order or 80W. If Supplier fails m cure the non-conformity {3r deiiver Product that 
meets the Requirements, the Authorized User mat“, in iis sole discretican: (i) reject the Product in 

its entirety and recover amaunts previously paid 10 Supplier; (ii) issue a “partial Acceptance" of 
the Product with an equitable adjustment in the price t6 account for such deficiency; or (iii) 
conditionaily accept the appiicabie Produci while reserving its right to revoke Acceptance if timely 
correciion is not forthcoming, Failure 0f a Product t0 meet, in all material respects, the 

Requirements after the second set 0f acceptance tests may constitute a breach by Suppiier, in 
the event of such breach, the Authorized User may, at its sole discretion, terminate its order 0r 
80W. in whole 0r in part. for the Product and any Services to be provided by Supplier‘ 

13. SOLUTION WARRANTY AND MAINTENANCE SERVICES 
At any time during the Warranty Period or MOP. as applicable, Supplier shall provide the following 
warranty 0r maintenafice services (inciuding unlimited ieiephonic suppm and ail necessary travel and 
labor) to maintain the Solution in accordance with the Requirements. During the Warranty Period. 
Supplier shall perform these services without additionai charge to any Authorized User. During the 
Maintenance Coverage Period, charges will be in accordance with the terms of this section and 
Exhibit B. 
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A. Known Defects 
Supplier shall promptly notify all Authorized Users in writing 0f any defects or malfunctinns in the 
Salution 0r Documentaticzn 0f which it learna from any snurce. Within five {f5} calendar days of 
Supplier’s knewiedge of any defects or maifunctions, Supplier shall correct the defects 0r 
maifuncfions, or provide a work around until corrected, and provide ail Authorized Users with 
corrected copies 0f same. 

B. New Releases 
No later than the first dag; of general reiease, Supplier shall provide to ali Authorized Users copies 
of the Software and Documentation revised t0 reflect any enhancements, inciuding ali new 
reieases, upgrades, and access modes, to the Software made by Supplier, including, without 
iimitation, modificatmns t0 the Software which can increase the speed, efficiency or base of 
operation of the Software or add additional capabiiiiies t0 or otherwise improve the functionaiity of 
the 80ftware. 

C. Coverage 
Supplier shall provide all reasonably necessary ielephone or written consultation requested by 
any Authorized Users in connection with use, problems, and operation of the Solution Supplier is 
obligated t0 provide coverage under this pmvision Monday through Friday, 10:00 am to 6:00 pm 
U.S‘ Eastern Time, exciuding US. Federai holidays. For critical issues, suppart is available 24 
hours per day, seven days per week. 

For issues requiring immediate attention. Suppiier provides the following essalation process; 

a Critical (Priority 1): Response time within 15 minutes. with a resotuticn target of six (ES) hours. 
Customers may call the designated support number directly [Insert contact number here]! 

a High (Priority 2): Response time within 2 business hours, with a resolution iarget of twenty—four 
{24) hours. Issues should be reported via email to the Customer Success Manager (CSM), 

- Medium (Priority 3): Response time within 8 business hours, with a resolution target 0fthree (3} 
calendar days. Issues can be reparted via email to the (38M and Support at 
support@smarilinglcom. 

s Low (Priority 4): Response time within 16 business hours. General piatferm questiuns or issues 
can be addressed by opening a ticket with support@smartling.com. 

Additionally, Supplier providers Eive systam health updates and service availability performance 
at httosrllstatussmarflinu.COmz'. 

D. Service Levels 
Supplier shail respond to problems with the Solution identified by an Authorized User in no more 
than one {1} hour after notification. Supplier shail resolve all probiems according to the following 
schedule: 

i. Priority ‘1 {system down} within six (6) hours; 

ii. Priority 2 (certain processing interrupied 0r maifunctioning but system able to process? within 
twenty four (24} hours; 

iii, Préarity 3 {miner intermittent malfunctioning, system able to process data) within three (3) 
calendar days. 

The level of severity will be defined by the Auihorized User. 

E. Software Evoiution 
In the event that Suppiier' or Software Pubiisher merge or spiénter the Software previously 
provided to any Authorized User, Supplier shat! not charge any Authorized User additional 
suppcrt fees in order to receive enhancements, releases, upgrades, or support for the Software. 

If Suppiier or Software Publisher reduces or replaces functionaiity contained in a licensed 
Software product and provides the same or substantially similar functionality as or within a 

separate or ?enamed Software praduci. then the Commonweaith or the Authorized User will be 
entitled 10 Eicense such Sofiware product at no additional iicense or maintenance fee, and subject 
to the ierms and conditions in {his Contract. 
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If Suppiier 0r Software Publisher releases an option, future Software product, or other release 
thai has substantially the same functiflnality as the Software producis provided under this 
Contract, and the Software Publisher, or Supplier, or boih, ceases to provide Maintenance 
Services for the oider Software product, then Supplier shall affer the Commonwealth er the 
Autherized User the option t0 exchange licenses; for such replacement Software prflduct or 
function at no additinnal chargev 

Escalation Procedures 
Supplier shall make commercially reasonable efforts to correct any error reported by an 
Authorized User in accordance with the severity leveis and response targets referenced in 
Seciions C and D. If issues are n01 resolved within the specified timeframes, they will be 
escaiated following the escalation prflcess defined in Section C. 

Solution Remedies 
If the Soiuiion or any Componefit fails to conform in all material respects t0 its order 0r 30W. 
Authorized User shall provide written notification of the failure t0 Supplier. If Supplier is unable t0 

make the Soiution 0r any Component conform within 30 calendar days of receiving Authorized 
User’s notice Suppiier shall, at such Authorézed User’s request, accept return of the tangible 
Solution Components at the Authorized User’s request. If the failure 0f the Sciution 0r any 
Components occurs during the Warranty Period, Suppiier shall return all manies paid by an 
affented Authorized User for the returned Solution Components and Documentatian‘ if {he faElure 

of the Solution or any Components occurs during any subsequent MOP, Suppiier shall return all 
unused prepaid monies paid by an affected Authorized User for the zetumed Soiutéon 
Component; and Documentaiicn. Authorized User shail discontinue use of any Solutien 
Componeni Software or product. 

Solution Support Services and Renewal Options 
Sixty (6(3) caEendar days prior to the expiration of the Warranty Period, Supplier shall notify the 
Authorized User in writing of such expiration. Authorized User may, at its soie discretion, order 
fram Suppiier Soiution Maintenance Services including new Software releages, updates and 
upgrades. The MOP will be fer a period 0f one (1} year and at an annuai fee 0f ten percent [‘1 0%) 
0f the Software license fee paid by any Authorized User for its then current instalied base 
Supplier shail notify the Authorized User :30 days prior t0 the expiration of the MOP. and ihe 
Authorized User may, at iis sole discretion, renew Maintenance Services for an additional one [1:3 
year period. Any increase in the annual fee for renewed Maintenance Services may not exceed 
ihe lesser of (i) three percent {3%}, 0r (ii) as defined in {he “Fees, Qrdering and Payment 
Procedure” section of this Contract below, in effect a1 the time of renewai. Supplier warrants that 

it shail make Support Services atmflable for all the Soiutimn cemponents iisted in Exhibit B for a 
period 0f at least five {5) years from the expiration 0f the initiai Warranty Period 0f any Solution 
provided tn an Authmized User pursuant to this Contract. Canceliation of Maintenance Servines 

by an Authorized User shali not affect this Contract or the grant of any license by Supplier. 

14. APPLICATION AND LICENSED SERVICES SUPPORT 
At any time during the term of any order or 80W issued pursuant t0 this Contract, Supplier shall 
provide the foilowing Application Services (including unlimiied teiephonic support and all necessary 
travel arid labor) without additionai charge to any authorized User in order to ensure such Authorized 
User and its Application Users are able to access and use the Application in accordance with the 
Requirements. 

A. Coverage 
Supplier shall provide 10 any Authorized User a“ reasonabiy necessary teiephone 0r written 
consultation requested by such Authorized User in cannectéon with use, problems and operation 
0f the Applicatian in accordance with Section 13 C of this Contract. 

Service Levels 
Within one (1) hour of a request from an Authorized User or VITA, in its governance rale, Suppiier 
shall respcand to such request for support of Licensed Services regarding the Application and 
Licefised Semices, including Application, Suppiier Product, and Documentation in accordance 
with the schedule defined in Section 13 D 0f this Contract and the pracedures identified in Exhibit 
| 0f the Contract, “Table {3f Service Leveaa, Response and Resolution Times and Escalation 
Procedures for Licensed Services". Authorized User may describe the probiem by teiephone, 
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electronic mail, or via a web site provided by Suppiier. Suppiier shall use its best efforts to meet 
Response Time and Resoiution Time and other obligations under this Contract. 

The level of severity {e.gl. 1, 2, 3}, will be defined in accordance with Section ‘13 C 0fthis 
Contract. unless otherwise enhanced by an 80W as agreed by the applicable Authorized User 
and Suppiier. 

Application Evolution 
Should Supplier merge or spliniar the Appiicaiion previously provided to any Authorized User, 
such action on the part of Supplier shall not in any way result in any Authorized User being 
charged additianal license 0r support fees in order 10 access the Application, to enable its 
Appiication Users to access the Application, or t0 receive enhancements, releases, upgrades 0r 
support for the Appéication. 

15. SERVICE LEVELS AND REMEDIES FOR CLOUD SERVICES 

A. Availability 

The failure by Supplier t0 make the Licensed Serviaes Avaiiable to Authorized User and its 
Applicatisn Users at ieast 99% of the time in any given month -— excluding scheduled 
maintenance or excusable downtime — during the term 0f such Autharized User‘s order 0r 30W, 
will be deemed a service level default (“Service Levei Defauh"). In the event 6f a Service Level 
Default, the Authorfized User may abtain the non-exciusive remedies set farth in Exhibit | ofthis 

Contract, “TabIe of Service Levels and Remedies for Licensed Services". For purposes oi'this 
Contract. “Available" meana that Authorized User and its Application Users are able t0 access all 
features and functions of the Application and Licensed Services required by Authufized User, 
including but not limited to the Application and Supplier Product, 

Supplier shall issue a credit to an Authorized User for any downiime 0r period where the Licensed 
Services are not Avaiiabie (“Service Level Credit") during any given month 0f the term OfEhe 
applicable order or SOW. Service Level Credits will be applied against the next invoice t0 the 
Authorized User. In the event Authorized User is eligibée for a 100% Service Level Credit under 
this Section during any given month of the term of the appiicable oa‘der or 30W, Authsrized User 
may terminate the order or 80W without penaity upon written notice ta Supplier and, in additian 
to the remedies available under thia Section, receive any additional remedies set forth in the 
Contract. 

In the event a Service Level Default occurs after VITA or an Authorized User has given notice 0f 
{ermination pursuant to 1he Term and Termination section o? this Contract or due to non- 
appropriation of funds, or Alnhorized User has made final paymem to Supplier for the Application 
and Licensed Services and n0 further invoices will issue as a msult, Supplier shali refund t0 
Authorized User the amount of the appropriate Service Level Credit due for the period 0f default. 

Provisioning 
For provisioning outside the scope of seif—provisioning capabilities. incremental adds. access 
authorizations. maves 0r reciuciions, including disabied access updates, in the scope of the 
Licensed Service (e.g., USERiDs). shall be completed within one (1) business day 0f a written 
request (inciuding e~mail 0r submission to Supplier’s provisianing website) from an Authorized 
User’s designated Administratar. In the event that provisioning i3 not made available within one 
{1} business day ofthe request, a credit for the incrementa! amount 0f the: revision shall be 
applied against the next invoice for 1f301h of the corresponding pro-rated amount Authorized 
User aha” also have the capacity to seIf-provision, add, administer, and manage access 
authorizations directly wiihin the Licensed Service. 

Cloud Reporting Requirements 
1° Monthly Reports: 

By the 5th of each caiendar munih during the Contract Term, Supplier shall provide Authorized 
User with the foliewing written mommy reports: 

{a} Service Level Performance Report - a report that contains information with reaped to the 
gserformance 0f $he Application and Licensed Services Such report, unless otherwise agreed 
upon by the parties, shall be in conformity with the reporting Supplier provides to its other 
customers utilizing an application and licensed sewices identica? :32“ similar to the Appiicatian and 
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Licensed Services provided t0 Authorized User. The parties agree that the performance repon 
generated from Supplier‘s existing systems is acceptable and satisfies this requirement. 

(b) Systems‘Appiication Patching Compliance Report — a report that illustrates that the supplier 
has installed security relevant software and firmware updates within 30 days of the reiease of the 
updates. Supplier‘s internal patching compliance reports meet the requirements set forth in this 
section. 

{c} Scanning Reports (OS, Middleware, Appiications and Interfaces} Report — a report that 
illustrates vuinerabiiity scanning 0f Cloud Service Providers Operating Systemsfinfrastructure, 
databases and web appiicationsa The parties acknowledge that the Supplier's scanning repor‘gs, 
33 generated from its existing security protocois, are acceptable for fulfilling this requirement. 

(d) Geographic Locations of Data Being Hosted Report — a report that iiluatrates the lacation of 
Commonwealth data. Suppiier‘s data locaticn reporting, as generated by its systems, has been 
deemed acceptable by Authorized User t0 meet théa requirement 

2. Quarterly Remus: 

By the 5th day of the first month 0f a salendar quarter, during the Contract Term, Supplier shall 
provide Authorized User with the failowing written quarterly report 

(a) Summary Report of Intrusion Detection Scans and Intrusion Prevention Scans — a report that 
demonstrates that supplier protects commonwealth data with intrusicn monimring tuols from 
unauthorized access, modification and deletion. Supplier and Authorized User agree that the 
intrusion detection and prevention reparts generated by Supplier‘s existing systems meet this 
requirement. 

Supplier shall submit a copy 0f each report to VITA at: enterpriseservices®vita.virginiagov. 

Representatives of Suppiier and Authorized User, and VITA at its option, shall meet as ofien as 
may be reasonably requested by either party, but no less often than once each calendar quarter 
during the Contract Term, t0 review Supplier’s performance of Licensed Services and ihe 
performance of ihe Application and 10 discuss technical plans, financial matters, system 
performance, service levels and any oiher matters related to the above required reports and t0 
this Contract in general that may be reasonably requested by eéfiher Suppiier 0r Authorized User 
0r VITA. Supplier shall natify VETA of such meetings by emaii to: 
enterprisesewicascgvitaxirginiagov. Authorized User or ViTA may independently audit the report 
at its expense no more than two {2) times annually. 

Failure by Supplier to submit the required reports listed above will constitute a breach of 
Contract. In the event of such a breach, VITA, in its governance role, may elect to 
immediately terminate the Contract, which will also result in the Supplier and Application 
being removed from the Approved Application List. 

D, Failure to Meet Service Level Commitments 
In the event that such Application fails to meet the Service Levels specified herein, Supplier will: 
{i} promptiy repiace the Application with an Applicatien that ccanforms to this Contract and such 
specifications; (ii) repair the Application, at Supplier’s expense, so that it conforms t0 this Contract 
and such specificaticns; 0r (iii) refund to Authorized User al‘l fees unused prepaid paid for the 
Applicatien and the Licensed Services after the failure ofthe Application t0 meet the Service 
Leveis. In the event Suppiier fails to comply with these remedies. Authorized User may exercise 
al‘l available rights and remedies under law and equity. 

E. Escalation Procedures 
Supplier shat} make commercially reasonabie efforts to correct any error reported by an 
Authorized User Er: accordance with the severity levels and response targets referenced in 
Sections 13 C and D. If issues are not resolved within the specified timeframes, they will be 
escalated following the escalation process defined in Section 13 C. 

15. CLOUD EXIT ASSISTANCE 
Upon execution of an order 0r SOW pursuant t0 this Contract, Supplier and Authorized User wili 
develop an exéi plan (”Exit Plan") detailing each Party’s respective tasks for the orderly transition and 
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17. 

18. 

19. 

migration of all Content stored by Supplier pursuant to such order or 80W to Authorized User‘s 
archive artdi'or t0 a system m appiication maintained by Authorized User. 
At a minimum. the Exit Plan must provide that within 30 days 0fthe expiration or terminafion QfIhis 
Contract for any reason, Supplier shall return to the Authorized User ali Content in itg possession 3nd 
stored by the Application 0n behalf of the Authorized User. Supplier shah return all such Content in a 
format accessible without the use 0f Suppfier’s Appiication. Supplier’s failure to do SO will constitute a 
material breach of this Contract and the Authorized User may exercise ail available rights and 
remedies under law and equity, in addition to any remedies set ferth in this Contract. 

In addition. a! Authorized User's option, Supplier shall continue to provide Licensed Services for up to 
six {8} months after the date 0f expiration or termination 0f an applicable order or 80W in order t0 
facilitate Authorized User’s transition to anether service model or provider upan terms mutuaily 
agreed to by the Authorized User and the Suppiier. Supplier shall aEso provide such reasonabie 
assistance as may be requested by the Authorized User and agrees such assistance will not be 
unreasonably withheld, Supplier will perform such assistance at the hourly rate orfor the fee agreed 
upon by Supplier and Authorized User. 

RECORDS AND AUDIT 
In order to support charges invoiced to an Authorized User, Supplier shall maintain accurate records 
and other evidence pertaining to ihe costs and expenses for ail Licensed Services performed 0r 
delivered under any arder or SOW issued pursuant to this Contract. The records will be to ihe extent 
and in sufficient detail to pruperiy reflect ail direct and indirect costs associated with the applicable 
order or 80W. In addition, Suppiier shall maintain accurate records ofthe Licensed Services; 
including, but not limited to, the “Uptime” and “Downtime” as; set forth in the Suppiier Responsibilities 
Section 0f this Contract fin Authorizad User will have the right, at any reasonable time during regular 
business hours after giving reasonable advance notice, t0 inspect and audit the records applicable to 
its order(s} or SOWis). Supplier shall preserve such recerds for three {3) years after termination or 
completion of the Licensed Services agreed to under this Contract. or any order or 80W issued 
hereunder. 

DESCRIPTION 0F LICENSED SERVICES 
During the term 0F any order or 30W issued pursuant to this Contract. Supplier hereby agrees to host 
the Application(s) listed and described in Exhibit A and specified in such order or 80W by the 
ordering Authorized User 0n servers owned, operated, housed, and maintained by Suppiier and shall 
make such Applicationg’s} avaiiabie t0 Authorized User’s designated Application Users through the 
Internet. Supplier has acquired any and all license rights in the Applicaticni‘s) necessary and 
appmpriate for Supplier to provide the Licensed Services as listed and described in Exhibit A for all 
Authorized Users. 

Suppiier hereby grants each ordering Authorized User and its Application Users a nan—exclusive, 
transferable, worldwide license to access and use by any method the Application during the term 0f 
the applicabie order 0r 80W issued pursuant to this Contract. The license fee for the rights shall be 
as set forth in Exhibit B, and shall apply regardless of access mode. Any such |icense(s) granted will 
be held pursuant to the provisions of the “Licensing Within the Commonwealth" section ofthis 
Contract beiow. 

Notwithstanding any other provisicn 0r other unilaieral license termfi which may be issued by Suppiier 
after ihe Effective Date 0f this Contract, and irrespective ofwhether any such provisions have been 
proposed prior to or after the issuance 0f an order or SOW for Licensed Services, including access to 
the Application{s}, 0r the fad that such other agreement may be presented 10 an Authorized User 0r 
its Appflcation Users at the iime of accessing the ApplicatioMS) {"click wrap”), the terms and 
conditéons set forth herein in this Ccntraci and any amendments 0r modifications thereto shall 
supersede and gavem licensing and use 0f all products and services hereunder. 

SUPPLIER RESPONSIBILITIES 

A. Standard Application Responsibilities 
Unless otherwise indicated in Exhibit A, Supplier shall acquire and maintain, at n0 charge to 
Authorized User, the hardware and software required to host {he Appiication(s). Tine hardware 
and software on which the Application(s) Es hosted will be maintaéned in good opemting condition, 
cansisient with or exceeding generaliy accepted industry practices and procedures. Additionaiiy: 
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i. Supplier shall maintain sufficient hardware capacity t0 satisfy the technical requirements arid 
the bandwidth and required storage capacity indicated in Exhibit A 
ii‘ Supplier shall be responsibie for all telecommunication connections from the server hosting the 
Appiication to the Internet. 

iii. Supplier may collect user—specific data {)me as necessary to pravide the Licensed Services 
ordered by an Authorized User. No infarma‘tim regarding any Authorized User 0r any Application 
User shail be disclosed, provided, rented or sold to any third party for any reason unless required 
by law or regulation or b3: an orde: of a court of competent jurisdiction This obligation will extend 
beyond the Contract Term. 

iv. The Application will be made avaéiable t0 Authorized User andfor designated Application 
Users, as specified in the applicabie order or SOW, twenty-four (24) hours a day, seven ("i3 days 
a week (“Uptime”) less Excusable Downtime. For the purposes ofthis Contract, "Excusable 
Downtime" i5 defined as that period oftime when the Licensed Services are n01 available t0 
Authorized User or its Application Users due t0 scheduled network, hardware or service 
maintenance andfor upgrades Except in cases of emergency, Authorized User shalt be provided 
a two (2] business day advance notificaticn 9f such maintenance andfor upgrade. In cases of 
emergency, Supplier wili use its best efforts ta notify Authorized User ofa planned Bowntime as 
soon as practicabie. Maintenance 0r upgrades are not to exceed ihirty-six ['38) hflurs in duration 
in a Single month and cannot occur Monday through Friday, between the hours of 6:00 am. and 
8:30 pm, Eastern Time. 

V. Excusabie Downtime shall not include (a) an electronic hardware failure; (b) a failure in the 
Supplier's Application; (c) an electric utiliiy failure a1 Supplier‘s faciiity where the Application is 
hosted; or (d) a netwerk faiiure up to, but not including, the interconnection peim of Supptier‘s 
network t0 the public switched telephona network. 

vi, Supplier guarantees the Application will be avaifable for use at least ninety-nina percent (99%) 
of the total time during each month. excluding Excusable Downtime. 

vii‘ If non-Excusabie Downtime exceeds the parameters listed above, Suppiier will credit to 
Authorized User the tatal recurring fees that would otherwise be owed by Authorized User under 
this Contract during the month of such failure. Such credit will be isaued En the month immediately 
fellowing {he failure. 

viii. Supplier shall be required to natify VITA in writing at least sixty (6G) days prior to of any 
planned Change(s) 0r Update(s} to the Application; its functionality; Content storage! 
backupfdisaster recovery, including physical mcation; security architecture, features or settings; 

terminations andfor replacement of any Supplier subcontxactor that maierlally adversely affeci the 
secure and efficient use 0f 1he Application, as understood and agraed to between Supplier and 
VITA at Contiact award. The purpose of this notice is to allow sufficient iime for Supplier and 
VITA to discuss any technicalffunctional considerations andfor changes that wouid require action 
by the Commonwealth. 

ix. Supplier is responsibie for documenting and maintaining any customizations made for 
oper‘atianal use of the Application andfor for interoperability use with other systems 0r 
applications used by an Authorized User and paid for $0!er by Authorized User. The associated 
technical data? code, documentation and other necessary information about such customizaticns 
shall be provided by Supplier to Authorized User within ten {10) business daya of the 
customizations’ operational use. Sampler shall be required t0 routinely transfer knowledge 
regardéng the Appiicaiion and Licensed Services, inciuding Updates and all material changes, t9 
Authorized Users in a reasonahia manner to ensure proper and efficient use of Applicaiion and 
Licensed Services without degrading pen‘ormance thereof 

x. Supplier agrees t0 work with the Authorized User to ensure compliance with any approved 
security exceptions or oiher identified gaps or requirements provided 10 Authorized User in wriiing 
by ViTA, 

xi. Supplier agrees t0 comply with the failowing contractual requirements: 

- Application to be configured 10 meet SEC 53C! AC-Z; integration with SSO Solution prior 
to preject onset 

‘-,I'A~241 OBO-TCTL Page 24 0f 45



o Supplier agrees t0 meet SEC 530 IR-S requirements for 24 hour security incident 
notification 

o Supplier agrees that Authorized User Agency is responsibie f0! opting for the US based 
personnel model only. 

In addition, and at n0 additionai cost t0 Authorized Users, Supplier shall provide access to 
additional Updatesv features, and functionahties ofthe Appfication a5 are provided by Suppiier to 
other customera 0f Suppiier who require functionality simiiar to that 9f the Application provided to 
Authorized Users. Ail such additionai features and functiana'iity, where reasonably necessary. 
shal? be accompanied by updated Documentation, whether in hard copy format or distributed 
electronically via email 0r the Supplier website. Natwithstanding the provisions 0f this Sectien and 
except as agreed to in writing b3; VITA and Supplier. nothing in the Contract shat! oblige Suppiier 
10 undertake any modifications to the Application, and ali such modifications are at Suppiier’s sole 
discretion whether suggested by an Authorized User 03‘ another party. 

B. Ancillary Responsibilities 

Throughout the Contract Term, Supplier shall make available such resources, including Supplier 
Personnel, as are reasoz‘sabiy required to: {i} train designated Authorized User perssnnel in the 
use of the Application; (ii) deveiop modifications to the Appiication as agreed by VITA and 
Supplier in any exhibit hereto or as agreed to by Supplier and Authorized User En any order or 
80W issued hereunder; and {iii} otherwise support the Application as provided under this 
Contract and any exhibits hereto m" as agreed in any order or 80W éssued pursuant t0 this 
Contract. 

C. Subcontractors for Cloud Services 
It is undersiood that Supplier may utilize Subconiractors t0 provide integral components 0f the 
Licensed Services and Appiication; however, except for those so named at time 0f Contraci 
award, Supplier shall not use new or replacement Subcontractors 10 perferm or provide integrai 
compcnents 0f the Licensed Services or Application during perfermance ofthis Contract wiihout 
advance written notification t0 and approval by VITA. 

Suppiier i3 responsible for the performance 0f its Subcontractors used in providing any portion of 
the Licensed Services a: Applicatim, Additionally, Suppiier is responsible for its Subcontractors’ 

compliance with the terms and conditions of this Contract. 

20. AUTHORIZED USER RESPONSIBILITIES 
Unless otherwise agreed and as applicable. an Authorized User, or an Application User, will be 
responsihie for input of Content imo Supplier’s Application and such Amhorized User will be 
responsible for keeping said Conieni current and accurate. Supplier will have no responsibility for 
assisiing an fi‘uthorized User in creaiing, modifying or inputting the Caniené, unless specified in 
Exhibit A. 

If Supplier issues unique USERIDS and passwords t0 an Appiication User: 

a. Authorized Users are respansible for protecting said passwords and for any authorized and 
unauthorized use made 0f the passwords. Authorized Users wiil fully cooperate with law enforcement 
authorities in the detection and prosecution {3f illegal activity :elaied to unauthorized use of the 
Licensed Services. 

b. Each Authorized Userwill have the right to add. activate, change access for, or disable USERIDs 
at its sole discreiion. Authorized Users shall designate Administrators who will be authorized to add, 
activates change access for er disable USERIDS. 

c. Upon Ratification by an Authorized User ofan Application User‘s disabled access, Supplier shall 
remove access authorization by said Appiication User from its server within one {1} hour of receipt of 
such notification, enauring that historical access audit details of such Application User will not be 
deleted 0r Eost. If Supplier fails to make such a removal of accesg, Authorized User will not be held 
liabie far any charges or damages incurred due t0 use of the unauthorized USERID. 

d. Authmized Users 0f this Contract agree to notify Supplier of any degradation, potential breach, or 
breach of the Content and Application privacy 0r security as soon as passibie after discovery. 
Authorized Users further agree to provide Supplier the opportunity t0 participate in the investigation of 
the reporied situation. 
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21. 

e. Each Authorized User agrees to submit any {equired Security exceptions via Archer t0 
commonwealthsecuritv©vita.virqinia.qov prior to the award of an order or 80W. 

f‘ Each Authorized User agrees t0 comply with the foiiowing contractuai requirements: 

o Authorized User Agency i5 {espansible for opting for the US based personnei model only. 

o Authorized User will assure Agency awareness of seif—sewice process; far exporting of 
Translation Mammy. 

o Authorized User will define and implement periodic cadence for exporting of Translation 
Memory. 

g. Each Authorized User agrees to submit a service request for ECOS Oversight via the VITA Service 
Poriai immediately after award af its order or SOW. 

CONTENT PRIVACY AND SECURITY 
Supplier shaii provide a secure environment for Cement and any hardware and software, including 
servers. network and daéa components provided by Supplier as part of its performance under this 
Contract. Supplier shaii provide a secure erwirenment for Content and any hardware and software in 
accordance with WTA‘S Security Standards located at: https:waw.vita.viroinéa.qov!it- 
Governancehtrm-Dolicies-standards! in order t0 prevent unauthorized access to and use 0r 
modification of. and to protect. the Application and Content Supplier agrees that all Content of 
Authorized Users is intended soleiy for the business 0f the Auihorized Users and is considered 
private data! Therefore, Supplier shall, at a minimum, implement the following procedures designed 10 
protect the privacy and security 0f Content: 

i. User identification and access commie designed to Iimét access 10 Content i0 Application Users in 
accordance with the principles of least privilege. 

ii‘ Suppiier shaEI ensure that all personnel with physical or logical access t0 Content will receive 
industry standard annual security awareness training and all other training a3 required by Content 
owner, Commonwealth securiiy standards, regulation, 0r law. 

iii. Supplier shall ensure that {he Application ands‘or Licensed Services are capabk—z 0f auditing the 
following events. Successful and unsuccessful account logon events‘ account management events, 
object access. policy change. privilege functions, process tracking, and system events. 

iv. Supplier shall ensure that the Appiication andg‘or Licensad Services are capabie of auditing the 
following events, for Web applicaiions. Ali administrator activity, authentication checks, authorization 
checks, data deletions, data access, data changes: and permission changes. 

v. $upplier shail ensure that the Applicatien andfor Licensed Services employs automated 
mechanisms t0 centrally review, analyze and correlate audit and I09 records from mufiipie 
components of the Application andfcr Licensed Services to support organizational processes fm 
investigation, aierting and response ‘10 suspicious activities. 

vi. Supplier shall ei'lsure that the Application andfor Licensed Services support expor‘ting of log flies to 

the Commonweaith for review and anatysis. 

vii. Supplier shall ensure that the Application andfor Licensed Services are capable of maintaihing all 
audii records En accordance with Commonwealth record reiention policies found a1 the following URL 
http:#www.Iva.virqinia.aovfaqenciesirecordsl 

viii. Piovide evidence of a comprehensirve continuous monitoring program encompassing ail systems 
with access 10 Content, 

ix. Provide evidence that the Application andfor L&censed Services adhere to a security baseline, 
which is based 0n ieast functianaiity. 

x. Suppiier shail ensure {hat all changes to proposed Application ands‘or Licensed Services are 
authorized according to change management policies. 

xi. Suppiier agrees $0 maintain all metadata associated with any original Content submitted into the 
Applicaiion andfor Licensed Services by the Authorized User for easy retrievai and access. using 
secure industry standard protocols, within a predefined period as specified in the Authorized User‘s 

Statement 0f Work! 
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xii. Suppiier agrees to provide a secure method of exporting Content when requested. 

xiii. Supplier shafi ensure that the Content exported from the supplier’s Application or infrastructure is 
in an industry standard format that provides for interoperabiiity and portability, 

xév. Suppiier sfiall ensure that the Appiication andfor Licensed Services prevides and maintain a 

backup of Canient that can be recovered in an Grderly and timely manner wiihin a predefined 
frequency consistent with recovery time and recwery point objectives, as specified in the Authorized 
User’s Statement 0f Work. 

xv. Supplier shall ensure that the Applicatien andfor Licensed Services can store a backup 0f 
Content, at ieast daily, in an ofi—site “hardened" faciiity, located within the continentai United States, 
maintaining the security 0f the Content. 

xvi. Implement a contingency plan designed to maintain the access to the Application andz‘or Licensed 
Services and to prevent the unintended destruction 0r loss of Content. This plan should provide a 

predefined frequency, consisient with :ecovery time and recovery point objectives. as specified in the 
Authorized User‘s Statement of Work, for disaster recovery and archive! purposes of Content at a 

secure facility located within the continental United States, 

xvii. Suppiier shail partitian, in aggregate for this contract, ail Cement submitted into the Applicatian 
andfor Licensed Services by the Authorized User in such a manner that it will not be impacted or 
forfeiéed due to Endiscovery, search and Seizure or other actions b}; third parties obtaining or 
attempting t0 obtain records. information or Content for reasons 0r activitiea that are not directly 
related to the business of the Autharized User. 

xviii. Service must support mufii-faciar authentication for access t0 any administraiive parka! andfor 
any remote administrative inierface. 

xix. Suppiier shall fully cooperate with Commonweafih incident response resources and all required 
law enforcement persamnei for assistance in the handling and reporting 0f security incidents. 

xx. Supplier shall maintain an incident response program that implements incident handling for 
security incidents that inciudes preparation, detectien and analysis, cantainment, eradécaiion, and 
recovery precesses. 

xxi‘ Incident reaponse must have the capability to supgort automated mechanisms for supporting 
incident handling processes. 

xxii. Suppiier ensures that all Content is removed or desiroyed in accordance with andi‘or exceeding 
the requirements ofthe Commonwealth Data Removal standard locaied at the following URL. 
https:ffwww.vita.virqinia.aovfit-qovernancefitrm-Doficies-standardsf 

xxiii. Supplier shall suppon physical security measures, including securing ail Cement or: a secure 
server, in locked data cabinets within a secure facility located within the continental United States. 

xxiv. Supplier shall ensure that access to facilities housing Content 0r supporting appiications are 
restricted to only allow access to Supplier’s personnel and agents who have a need to know in 
connection with operation and support of the Application ands‘or Licensed Services, 

XXV. Supplier shall ensure that notification is sent t0 Authorized Users in writing 30 days prior t0 its 
intention ti} replace 0r add any third-xparty that will be provided access to Contei'at whether that access 
is previded by Supplier 0r Suppiier's subcontractczrs. The Authorized Users may reject any additional 
0r new fhird parties who may be provided access 10 Content. 

xxvi. Supplier shail ensure that the Application andfor Licensed Services operating systems, 
middleware, applications, and inierfaces will be scanned far vuinerabilities every 30 days and 
scanning reports be provided 10 authorized Users as required by Commonweaith security standards. 

xxviil Supplier shall cooperate with the Commenweaith ‘10 allow monthly vulnerability scans against all 
publicwfacing interfaces with access t0 Commonwealth data, 

xxviiiy Application andfor Licensed Services must have the capability 10 sei affinity on tiered systems. 
Supplier ensures that no one hypewisor can host the application and Eha data storage. 

xxix. Supplier shall ensure that all Content is stored, processed and maintained within the continental 
United States a1 all times. 
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xxx. Suppiier shail report the geographic location of all Cmmmonwealth data at all times if that Content 
is not stored in a Commenweaith facility. Supplier shall provide a repart to confirm {he designated 
ragion used by the hosting party of any Content mt stored in a Commonwealth facility every 30 days. 

xxxi. Supplier shall, at all times, remain compliant with the privacy and security requirements 
mandated by federai, state and local laws and reguiations. 

xxxii. Suppiier shall ensure performance of an NCPA 800—2 (Type 2) audit at Eeast Gnce annuaiiy 0f 
the Application‘s environment. Upon request from the Authorized Users, Supplier Shall provide a non- 
redacted copy of curfent AICPA 800-2 (Type 2} audit! Supplier shall assist the Authorized Users En 
obtaining the current AICPA SOC-Z {Type 2) audit report from any third~party previding services to 
Supplier; if said third—party services involve the processing or storage 0f any Content The Trust 
Service Principles that should be covered in the SOC -2 Type 2 are; Security, Availability. Processing 
Integrity, Privacy and Confidentiaiity. 

xxxiii. Supplier understands that VITA 0r a third-pany audit nrganization is responsible for performing 
a security audit within 90 days after cantract award t9 determine control gaps between the supplied 
audit and the Hosted Environment Informatien Security Standard (SECS30). If no audit E5 supplied, a 

complete security commit»; audit utiiizing SECSSO must be performed. Faiiure to do so may resuft in 
remedies being levied as provided in the terms and cnnditéans of the Contract. 

xxxiv. Supplier shall ensure that external connections incerporaied into the Application andfor 
Licensed Services have appropriate security controls including industry standard intrusion detection 
and countermeasures thafi will detect and terminate any unauthorized activity prior to entering the 
firewall maintained by Supplier. 

xxxv. Supplier shall ensure that the Application andr’or Licensed Services wili utilize industry standard 
firewalls regLfiating ail data entering the internal dais network from any external source which will 
enforce secure connections between internai and external systems and wili permit only authorized 
data i0 pass through 

xxxvi. Supplier shall ensure that the Appiicatian andi'or Licensed Services will use industry standard 
encryption techniques t0 prs‘tect Cantent that is transmitted or stoned on behaif of the 
Commonweaith. Supplier shall ensure that the Application will provide f0! the Commonwealth to 
maintain exclusive centre! 0f all encryptien keying material. 

xxxvii. Supplier shall ensure that they will apply ail security updates to their systems as required by 
Commonweaééh security standards. For third-party hosied systems, updates should be instalied in 
compliance with SEC 525, “Hosted Environment Information Security Standard". This information £5 
located under “Infoimation Security Standards" at: httos:lfwww.vita..virginia.govfit-govemancelitrm- 
golicies-standardsi 

xxxviii. Suppiier shail ensure that they will utilize industry standard malware protection, incorporating 
both signature and non~signature-based deiection mechanisms, 0n all systems with access to 
Content 

xxxix‘ Supplier shall ensure that maiware protection will be centrally managed and receive reguEar 
automatic updates to malicious code protection mechanisms and data files from the software vendor. 

xi. Within 15 business days after the expiration or terminatien of this Contract, Supplier shall confirm 
in writing to Authorized Users and ViTA that all Cement has been removed fram all systems where 
the Content resided during perfermance of this Contract in a manner that complies with andfor 
exceeds SECSM, "Removal of Commonweaith Data from Electronic Media Standard”. This standard 
is located ai the fo!_!owing URL: httn's:HWww.vita.virginia.uoviit-governanceiitrm-nolicies-gtandardsi. 
The written confirmation shat! include {a} sufficient detail deficribing the processes and pfocedures 
used in removing {he Content, (in) information about the locations of where it was rammed from within 
the Application and smrage and other locations, and {c} the daie the removals were performed. AI! 
metadata, in its angina! form, shall be retumed to the respective Authorized User(s]. 

xlil Regular training for Supplier Personnel regarding the security and data recovery programs 
referenced in 1his Section. 

xlii. Reguiar testing of the systems and pracedures outlined in this “Content Privacy and Security“ 
section. 

xliii— Audit conirols that record and moniter Application and Licensed Services activity continuously. 
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xliv. Supplier agrees to pmvide Mitten notice within 24 hours to VITA of all incidents that threaten or 
could patentiaily threaten the security of the Commonwealth's Cement ands‘or an Authorized User's 
use of the Licensed Services. This notice is required 10 allow the Commonwealth to commence any 
necessary internal acticms to remediate such incident, which may include a temporary suspension of 
use 0f the Licensed Semice by Authorized Users, as directed by ?he CiO. Ifa suspension of use 
becomes necessary, the Supgiier further agrees: not t0 impose any penalty on VITA, the Authorized 
Users, or the Commcnwealih. 

Shoutd Supplier fail to perform in compliance with any provision of this Section, VITA may provide 
Supplier with a written natice to cure. Suppliei' shali have 15 days t0 cure it$ noncompliance, or with 
agreement from VITA may request a reasonable extension for time to cure by providing a written plan 
of action t0 cure t0 VITA at: enterpriseservices®vita.Virginiagov. If Suppler fails 10 cure, VITA may 
deem Supplier in breach andfer default 0f the Contract and may immediately terminate the Contract, 
in whole or in part. Upon such termination, neither the Cnmmonwealth nor VITA shall have any future 
iéahilifiy except Authorized User wiil be responsible for deliverables accepted by Authorized User and 
Licensed Services rendered to Authmrézed User(s} by Supplier. In the event of such termination, 
Supplier shali accept return 3f any Deliverabie that was not accepted by an Authorized User, and 
Suppiier shaii refund any monies paid by such Authorized User for such Deliverabie and for any 
unused, remaining term paid for in advance by Authorized User f0? the Licensed Services up to the 
date 0f such termination. Supplier agrees that VETA may pursue all remedies provided under ¥aw in 
the event 0f a breach or threaiened breach of this Section, including reprocurement 0r transition costs 
0r injunctive or other equitable relief. 

22. PROPRIETARY RIGHTS 

A. Suppiier’s Proprietary Rights 
Except as oiherwise stated herein, the Licensed Services {including without limitation, the 
Applicatien and Updates, and Supplier Praduct, except to {ha extent that Supplier Product 
contains Content} and Documentation are the snie and exclusive property of Supplier and its 
Iicensors. All modifications, enhancements, Updates, and translatians of the Licensed Services 
shall be deemed a part thereof. 

B. Authorized User Requirements and License Restrictions 
Except as otherwise provided in this Contract or as provided by Iaw: 

i, An Authorized Users will use commercially reasonabie efforts 10 ensure that their Application 
Users compéy with all ofthe terms and conditions hereof; 

ii. Authorized Users shall not reverse engineer, decompile, disassembie, or otherwise attempt to 
derive source code or ether tirade secrets from any of the scflware comprising or in any way 
making up a part of the Appiicatiofi; 

iii. Authorfized Usera shall no‘x directly or indirectly copy or repruduce ail 0r any part of the 
Application, whether electronically. mechanically 0r otherwise, in. any form including. but not 
limited to, the copying 0f presentatian, style or Grganization, withoui prior written permission from 

Supplier; provided, however! an Authofized User may reproduce and distribute any Application 
output generated from the relevant Authorized User Content, and an Application User may 
reproduce 3nd distribute any Application output generated pursuant to the permissions set forth in 
the applicable Auihorized User’s order or 80W; 

iv. Authurized Users shall not rent, lease. sublicense, resell for profit, loan. distribute, network 0r 
modify the Applicatien 0r Supplier Product 0r any component thereof, provided as part 0f the 
Licensed Services, except as otherwise authorized by Supplier, However, an Ruthorized USer 
may reproduce and distribute any Appiication output (e.g‘, reports) generated by Authorized User 
using the Application, and an Application User may reproduce and distribute any reports or ouiput 
generaied by the Application User using the Appiication and pursuant t0 the permissions in ihe 
applicable Authorized User's order 0r 80W; 

v. Authorized Users shall only use the Applicatimn and Supplier Praduct in the normal course of 
business, in cannection with. and as part of: the Licensed Services; 

vi. Authorized Users shall not atlempt t0 gain unauthorized access to the Appiicatian m“ Licensed 
Services, other user accounts, computer systems 0r networks connected t0 the Licensed 
Services; 
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vii‘ Authorized Users shall not remove, obscure or aiter Supplier‘s pmprieiary notices, 
disclaimers, trademarks, Gr other proprietary rights notlcas of any kind affixed or contained in the 
Application or Licensed Services or any written Gr electronic report, output or resuit generated in 
connection with the Licensed Services; 

viii. Authorized Users shall take reasonable care not t0, and shail not intentionally or knowingly, 
use the Appfication t0 post, transmit, distribute, store or destroy any information: {a} in viofation 0f 

any appficabie law, statute, ordinance or reguéation; (b) in a manner that shall infringe the 
intellectual property rights 0f others; (c) that is defamatory or trade iibeious, or (d) that contains 

any Computer Viruses; 

ix. Authorized Users shail not use the Application or Licemsed Services for ariy illegal. obscene, 
offensive 0r immoral purpose. 

Authorized User Proprietary Rights 
Except as otherwise stated herein and with the exception of any appiicable third-party righ‘ls, 
Content and any customizations made for Authorized User’s operation 0f the Appiication or for 
interoperability with other Authorized User’s systems 0r applications paid for by the Authorized 
User, are and shalt remain the soie and exclusive property 0f Authorized User, including ail 
applicable rights t0 patents, copyrights‘ trademarks, trade Secrets; 0r other proprietary property 
rights thereto. Addiiionally, ail right, title and intereat in and t0 any Content {Jr customizations 
relating to Authorized User’s business shall remain the property 0f Authorized User, whether or 
not suppiied t0 Supplier or upioaded into the Application! Nothing in this Contract shall be 
construed as conveying any rights 0r interest in Content 0r customizations t0 Supplier! Upon 
termination 0f an order or 30W issued hereunder, Suppiier agrees t0 either provide the Content 
and customizations to the appiicable Authorized User, or, at such Authorized User‘s request 
ceriify in writing that said Content and customizations in ail formats. have been destroyed, 

23. CLOUD SERVICES ESCROW AGREEMENT 
A. Application Escrow Agreement 

“Supplier i5 providing a General Use or COTS Appiication and no customnbuilt source code is 
authorized under this Contract or any arder or 30W issued thereunder. Therefore. Application 
Escrow Es not required. 

Content Escrow 
Authorized User cement, including but not limited t0 Translation Memory and Style Guides, is 
always available for download. Algihorized User retains rights t0 access and retrieve this content 
at any time, and it may be exported in TMX file format. This ensures continuous access to 
Authorized User content wiihout the need for a formal escrow arrangement. 

i, Supplier certifies that the solution provides and maintains a Translation Memory that can be 
downloaded by The Authorized User in an orderly and timely manner within a predefined 
frequency consistent with recovery time and recovery prsint objectives, as required by the 
Authorized User. 

ii. Supplier shall provide a documented process describing selfnservice downlcad of Translation 
Memory to Authcrized User. 

iii. Suppiier shaii ensure that the data exported from the solution E3 in an industry standard format 
that provides for interoperabiiity and portabiiiiy. 

iv. Suppiier shall provide a secure method of exporting Translation Memory when requested by 
Authorized User. 

24. FEES, ORDERING, AND PAYMENT PROCEDURE 

A. Fees and Charges 
In csnsfideration for the Supplier‘s performance obligations under this Contract, an Authorized 
User shall pay Supplier ‘lhe fea-(s) awed pursuant to the saheduie of fees and charges as set forth 
on Exhibit B attached to this Contract. Supplier will only be entitled t0 muse fees owed far 
Supplier’s performance obligaticns and any additionai Products arid Sewicm provided to an 
Authorized User 'm accordance with the scope of this Contract and the Requirements, as 
authorized by Exhibit A, and per the Authnrized User‘s order or BOW. The fees, and any 
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associated disceunts, will be applicabie throughoul the Contract Term unless modified pursuant 
m the terms and conditions beiow. 
In the event the fees or discounts apply for an}: period less than the entire Term. Supplier agrees 
that it will not requesi an increase in the fees during the first twelve (1 2) month period following 
the Efferstive Date and wiii not request an increase: in the fees more than once in any subsequent 
twelve (123 month period thereafter. Beginning 12 months after the Effective Date, Supplier may 
request in writing an adjusiment 10 the prices set forth in Exhibit B t0 this Contract. N0 increase in 
fee amounts will exceed the lesser of three percent ( 3:6) or the annual increase in the Consumer 
Price Index for All Urban Consumers {CPI-U}, US. City Average, Ail Items, Not Seasonally 
Adjusted, as pubiished by the Bureau of Labor Statistics 0f the Department 0f Labor 
(http:#www.blagovlcoifhomehtm) for the period ending 60 to 90 days prior t0 the effective date 0f 
the increase campared with the same index one {1) year prior. Supplier and VITA wili work in 
good faith to agree on an appropriate change in pricing. Supplier must submit any change in price 
in writing 10 an Authorized User if the change impacts any order or 80W and in accordance with 
the above and wili net become effective for 60 calendar days thereafter. Supplier agrees to offer 
price reductions i0 ensure compliance with the "Competitive Pricing" sec‘iion 0f this Cantract 
beiow. 

B. RESERVED 

C. Demonstration andlor Evaluation 
If the Suppiier’s contractual obligations iriciude the provision 01‘ a Soiution, an Application and 
Licensed Services, Gr SofMare~as-a—Service, at the request 0f any Authorized User. then 
Supplier shall perform any reasonable demonstration of its Solution, Appiication and Licensed 
Services, or Softxnsare-as-a Service at the Authorized User’s location and at no chargeo 

If the Suppiier‘s caniractual obligations include the provision of Software, then the Supplier shall 

provide the Software 10 any Authorized User for evaluation purposes at n0 charge‘ The 
evaluation period will be determined by {ha complexity of testing but will be a period not less than 
30 calendar days. Each new project is antitied to an evaluation copy regardless of whether an 
Authcrized User has previfluaiy purchased the Software. 

D. Supplier Quote and Request for Quote 
An Authorized User may. a1. its safe discretion, issue a Request for Quote (“RFQ”) for any 
combination of the Solution, Product, 0r Services provided under this Contract. Suppfiier shali 
respond to the RFQ by proariding a written quote. Supplier’s quote must include (a) a detailed 
description of each product or service proposed, including any applicable components, at the 
Exhibit B line i‘iem fee Eevek (b) the quaniity 0f each line item; (c) the total contraci price; (d) any 
additional percentage disceunt offered; {e} an amended prica; (f) any optional or alternate pricing; 
and (g) any pricing assumptions. If requested by the Authorized User, Supplier’s quanta must aiso 
include a detailed description ofthe approach Supplier plans t5 take 'In developing, impiemflnting, 
and maintaining its offering pursuant to Eha RFQ fer the Authorized User. If Supplier is unabie to 

meet the requirements 0f the RFQ, Supplier shall notify the Authorized User in writing of its 
inability to perform the work requeated by the Authorized User, and provide the reasons for its 
inability to perform, prior to the due date fer the submission of quotes in response 30 the RFQ. 
Supplier's faiiure to respond to an RFC) may be deemed a breach ofthis Contract. 

E. Competitive Request for Quotes 
If an Auiherized User determines that a competitive process is required to ensure it receives the 

best vaEue for any combinatien of its needed Soiution, Product, or Services under this Contract, 
then the Authorized User may, at its sole discretien, use a Competitive Request for Quote 
{“CRFQ”) process to obtain identical 0r similar Solutions, F’mducts, or Services to those provided 

by Supplier pursuant 10 this Contract. The CRFQ will ciearly outline the project timing and 
requirements. Ifthe Authorized User is not abte to identify the exac‘l specifications required, then 
the CRFQ respandents will be given the Opportuniiy 10 identify and pmpose their recommended 
specifications. 

F. Ordering 
Supplier shall not accept any order or SOW from an Authorized User if the order or 80W és t0 be 
funded, in whole or in part b3: federai funds and if, at the time the Order or 80W is placed, 
Supplier is not eligible to be the recipient of federal funds as may be noted on any 0f the Lists of 
Parties Excluded from Federai Procurement and Nonprocuremeni Programs. 
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All Authmized Users have the fight t0 license or purchase Suppiier’s products 0r services under 
this Contract, hut have no obligation to purchase or Eicense from Suppiier any of Supplier‘s 
products or services. [[Modify the following sentence {Jnly if ihis Contract is mandatory use for any 
Authorized Used] Thés Contract i5 optional use and non-exciusive, and ail Autherized Users may, 
at theér sole discretion, purchase, lécense 0r otherwise receive benefits from third party suppiiers 
0f prsducis and services similar t0, 0r in competition wiih, the products and services providad by 
Supplier. 

Supplier shail accept any order or 80W piaced by an Authorized User through the 
Commonwealth’s electronic procurement website portaf, eVA (humllwww.eva.virginia.qow‘). 
Agencies, as defined by Code § 22-2606, and legislative, judiciai, and independent agencies of 
ihe Commonwealth, must order through eVA. All other Authorized Users are encouraged to order 
through EVA, but may order through the foliowing means: 

ls; 

E. Purchase Order {“P J; An officiai PO form issued by an Authorized User! 

ii. Any ather orden'payrnent charge or credit card process, such as AMEX, MASTERCARD, or 
VISA under contact for use by an Authorized User This ordering autharity is limited to issuing 
orders or SOWS for the contractuai offerings and Requirements available Lander the scape of this 
Contract. No Authcrized User wilf have the authority to modify this Contract uncier any 
circumstances. An order 0r 80W may contain additional terms and conditions. In the event that 
the terms and conditions 0f an order 0r 80W are incensistent with the terms and conditions of 
this Contract, the terms and conditions of this Contract will supersede. 

ALL CONTRACTUAL OBLIGATIONS UNDER THES CONTRACT IN CONNECTION WITH AN 
ORDER 0R 80W PLACED BY ANY AUTHORIZED USER ARE THE SOLE OBLIGATION 0F 
SUCH AUTHORIZED USER AND NOT THE RESPONSIBILITY OF VITA UNLESS THE 
AUTHORIZED USER 58 VITA. 

G. Statement of Work 
A 80W, in the format provided for in Exhibit C attached to this Contract, i3 required for any ordea’s 
placed by an Authorized User pursuant 10 this Contract. Supplier shall perform any and all 
contractual obiigations at the times and locatians set forth in the applicable 80W ant} at the rates 
set forth in Exhibit B to this Contract. All SOWs will be 0f a fixed price type Lmiess ViTA issues a 

written authmézation for a time and materiais type 30W. The fixed price SOWS may, with the 
written approval of VITA, contain a cost-reimbursable line item(s} for pre-approved travel 

expenses pursuant $0 ‘lhe provisions of the “Reimbursement of Expenses" subsection beiow. If a 

firms: and materials type 80W Es authorized, Suppiier Personnel shail maintain daily time records 
of hours and tasks performed that must be submitted or made: available: for inspecfiion by ihe 
Authorized User upon 48 hours advance written notice. 

Any change to an 80W must be described in a written change requesi, in the format provided in 
Exhibit D‘ Either Party to an 80W may issue a change request that wiil be subject t0 written 
approval 0f the other Party before it becomes part of this Contract In n0 event will any 80W or 
any modification require the Supplier 10 provide any Products or Services that are beyond the 
scope of this Con‘lract as auch scope is defined in Exhibit :3, which i3 attached to this Contract 
and incorporated by reference. 

H. Invoice Procedures 
Supplier shall remit each invoice to the “billnEOE‘ address provided with the,- order promptly after all 
Supplier's performance obligations have been accepted and in accordance with the milestone 
payment schedule, if any, in the applicable order 0r 80W, Payment for any support services, as 
authorized in the Contract and the Authorized User‘s appiicable order or 30W, wiil be annuatiy in 
arrears unless otherwise stated in this Contract, 0r in any arder or 30W referencing this Contract. 
No invoice may inalude any costs otherthan those identified in the signed order 0r 80W. and 
those costs must be in accordance with the scheduie 0f fees listed 0n Exhibit B. Without iimiting 
the foregoing, ail $hipping costs are the Supplier’s responsibility except t0 the extent shipping 

charges are identified in Exhibit B and noted in any signed order 0r 80W referencing this 
Contract. Suppiier shail issue invoices that identify, at. a minimum: 

i. Datesfperiods that invoice covers, including any service or subscription periuds, as appiicable. 

ii. Line item description ofthe Deiiverable(s) applicable to this Contract, including any 
components 0r service type‘ and, if applicable, the project milestone. 
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iii. Quantity, charge and extended pricing for each tine item 

iv, Applicable date of the order or 80W 0r both 
v. This Contraefl number and the applicable order number {3r 30W number or both 
vi‘ Supplier’s Federal Empioyer Identification Number (“‘FEIN") 

Any terms incéuded on Suppiier’s invoice will have no force or effect and will in no way“ bind the 
Authorized User. 

l. Purchase Payment Terms 
Supplier is responsible for the accuracy 0f its billing infermation. Supplier may n01 issue invoices 
pursuant 10 this Contract umil ali of Supplier's performance obligations have been accepted and 
are in accordance with the milestone payment schedule in the applicable order or 80W, or until 
after services have been rendered. Charges for Deliverabies, Components 0r Services accepted 
more than 90 calendar days prior to receipt of a valid invoice may not be paid. in Eha event 
Supplier repeatedly over-bills an Auiharized User, the Authorized User may assess a one percent 
{'1 $3) charge for the amount over-biiled for each manth that such over-billing continues. 

J. Reimbursement of Expenses 
An Authorized User will oniy be liable t0 pay for Supplier’s travel-related expenses, incfudéng 
transportation, meals, lodging and incidental expenses, that have been authorized by the 
Authorized User in advance in the order or 80W. The travel-relaied expenses will he 
reimbursable at the then-current per diem amounts and other travel regulations as published by 
the Virginia Department of Accounts {him:r’fwww.doa.virginia.aovf) 

Authurized Users who are not public bodies may have their own per diem amounts or other 
‘lravel regulations applicable t0 Supplier‘s pre-approved travel expenses. 

AI! reimbursed expenses wilt he bilied its the Authorized User on a passwthmugh basis wifhout any 
markup by Supplier. At Authorized User‘s request, Suppléer shall provide copies of receipts for all 
travel expenses over US$3QBO. 

K. Disputed Charges 
If, before payment of an invoice. an Authorized Uaer notifies the Supplier En writing 0f a disputed 
charge, Authorized User will have the right t0 withhold payment 0f the disputed amount until the 
dispute i3 settled or finally resolved. Suppiéer shall respond in writing to Authorized User’s 

notification of a disputed charge acknowiedging Supplier’s receipt 0f the dispute within five (5) 
business days. Any charges disputed by Authorized User will be resolved (whether by credit or 
explanaflon 0f the charge to the Authorized User’s satisfaction) in the Authorized User’s required 
format within two {2) biliing cycles (6O caiendar days} following Authorized User‘s wrifien 
notification. In the absence 0fthe Suppiier’s written evidence identifying the merit ofthe disputed 
amounts, fixuthorized User will not be ohiégated to pay me disputed ameunts and may consider 
the matter concerning the specific identified amounts ciosed. Authorized User wiil not pay any 
disputed ammmts that remain unresolved after 120 calendar days. lfa disputed charge is 
reversed, Suppiier shall reverse all associated surcharges, reguiatery charges and taxes. 

L. Timely Payment 
Pursuant to the Virginia Prompt Payment Act {Code §§ 22-4347 er seq}, all Commonweafth 
Authorized Users are obligated to make timer payments to Supplier. Authorized Users snail 
make fuil payment to the Suppiier within 30 days 0f receipt 0f a proper invoice from Supplier. If 

any invoiceé amount remains unpaid and undisputed 60 days fmm the date of the invoices 
Supplier may charge {hat Authorized User interest at the rate of one percent (1 %} per month on 
any such unpaid amount. 

25. SUPPLIER SPONSORED PROMOTIONS 
The Supplier, at iis discretion, may Spenser Product arid Service promotions during the Term or any 
extensions. in the event that Supplier chooses; to sponsor suah a promotion, Supplier shall provida in 
writing t0 VITA, at least five (5} days prior to the: promstiim, the follawing information: (i) the dates of 

the promation or the duration of the promotion t0 include the commencement date and the ending 
date; (ii) the exact Preducts car Services covered in the promotion; and [iii] the pricing 0r percentage 
discount offered during the premotior‘i. VITA will communicate to Supplier in writing its agreement to 
the promotion. 
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26. 

27. 

Supplier shall make all sponsored Product or Service promotions avaiia‘aie to all Authorized Users. 
Should the Suppiier request a promction that would be limiting, either thmugh product configuration 
or quantities 0f Products and Services, VITA, at its sole discretion, may not provide a written 
agreament. VITA and Supplier agree that promotions wiil not target any one Authorized User, 0r a 

few Authorized Users. 

VITA and Authorized Users may, at their discretion! assist in advertising the promotien. This 
assistance may consist 0f advertising space on Authorized User web sétes, 0r other assistance at an 
Authorized User’s discretion. 

If Suppfier fails to obtain the prior written agreement of VITA for the prometion, proposes prices 
different from those in the Contract without VITA‘S consent, 0r otherwise does not adhere t0 the 
provisions of this sectiorn Supplier will be deemed to be En breach 0fthis Contract. VITA will have all 
remediea forthis breach available under the Cmtract as well as in law and En equity. 

REPORTING 
Supplier shall submit t0 VITA monthiy reports containing data 0n: 

i. Amaunt of Total Saies; and 

ii. Smazl Business Procurement and Subcontracting Spend 

These reports must be submitted in accordance with the instructions and further detailed 
requirements, and on the templates set forth on the "Supplier & Vendor Reparting Requirements“ 
webpage Iocated at the following URL: h-ttDs:waw.vita.virainia.qovforocurementfsupolier— 
reportiansuDDIier—-vendor-reDortinq-r-euuirementsf. 0r any successor URL(3}‘ Supplier i3 encouraged 
to review the site periodically for updates 0:2 SuppIier reporting requirements and methods. Supplier's 
failure t0 cemply with all reporting. payment, and other requirements in this section may be deemed 
by VITA. in its soie discretion, to be a breach of the Contract. 

A. Amount of Total Sales 
Supplier shall submit 10 VITA a mcnthly report of Tatal Sales under this Contract. 

In coanectéon t0 the monthly report of Total Sales, Supplier shall pay to VITA the foilewing 
monthly fees. in accordance with instructions described on the “Supplier 8; Vendor Reporting 
Requirements" webpage located at: h : www.vi .vir ini . v r r m n ‘ 

- 

’ 

Ii r--v n r-r in -r ir _m n 1. The mummy report of Total Sales must 
include these fees and percentages: 

- EFA: 2% of monthly sales 

B. Small Business Procurement and Subcontracting Spend 
Supplier shail provide m VITA a report 0f montth subcontracting spend data. This data must 
include Supplier‘s total spend to all Subcontractors who provide direct performance for obligations 
under this Contract. Suppiier‘s monthly subcontracting spend data must be submitted véa the SR8 
webpage located at: httDs:;’-{www.vita.virain.ia.qow’orocurementlsuDDIier—reoodinoisunolier- 

reponing-system-accessl. 

In addition, every six (8} months foiiawing the Effective Date, Suppiier shall submit 10 VITfin a 
“SWaM Subcontracting Certification of Compliance" (“$500") certifying that Supplier has fuily 
complied wiih the Contract's Supplier Procurement and Subcontracting Plan ("Plan"). A copy 0f 
Supplier's Plan is attached t0 this Contract as Exhibit H, and is incorporated by reference. The 
SSCC must inmude a written explanation 0f any variances of greater than 20% between the Plan 
and the actual subceniractor spend by Supplier. Supplier's SSCC will be maintained by VITA in 
the Supplier’s; procurement file. Supplier must submit the SSCC to ihe following address: 
SGMInfo@vita.virginia.gov in the event thai Supplier fails to comply with its contractuaily 
obiigated Plan spend or fails to report its contractually obligated Plan spend, VITA may, at its sole 
discretion, prohibit or delay any renewals 0r extensions of the Contract, withheld any final 
payments due, or both. Supplier‘s failure to comply will be considered in the prospective award 0f 
any future contracts with Suppiier. 

SUPPLIER PERFORMANCE MEASURES 
VITA has developed a set of performance measures reiating tc: Suppiier's performance under this 
Contract and which are attached harem and incorporated by reference as Exhibit I. Suppiier agrees to 
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28. 

29. 

30. 

31. 

be bound by and perform its sbligations under this Contract pursuant to these performance 
measures. The remedies for Suppiier‘s failure to meet the performance measures are set forth in 
Exhibit |. 

Suppiier and VITA agree t0 meet within 30 calendar days of the Effective Date of this Cmntrac‘t t0 set 
forth {he methodology and designated personnei 0f each Party 10 provide, collect, manitor, and report 
the performance measures data and mutually agreed-te incentives and remedies. Supplier agrees t0 
provide to VITA a report 0f its performance against the performance measures no less than once 
every six (ES) months ihroughout the Contract Term. Supplier’s report must inciude a comparison of its 
performance measures; against the agreed-io targets and, in the event of any shortfall by Supplier, 
proposed remediation measures. Supplier will report its performance for the Contract in aggregate 
and for each order or SOW over $1 ,000,Q00 for applicable Authorized Users. Any instances 0f 
Suppiier non-compliance wiil be recorded in Suppiier’s Contract file and shared with Contract 
stakeholders. Supplier further agrees that any degradatinn or failure 0f Supplier‘s performance 
obligations may result in faiiure t0 renew the Coniract, termination for convenience of the Coniract 0r 
termination for breach of the Contract. VITA will have ali rights and remedies available at law. 

STATUS MEETINGS 
Suppiier will be prepared t0 conduct monthly stewardship meetings with VITA to provide a broad 
review of ail services. projec‘is and ongoing operations. Supplier should also be prepared to conduci 
semi-annuai meetingsfpresemations 1:; discuss new products and aewices and their potentiai benefit 
to VITA. 

STEERING COMMITTEE 
In order t0 facilitate rnutualiy beneficiai contractual reiationships with suppliers, VITA has procedures 
for establishing a steering committee ("Steering Committee"), consisting of senior management 
personnel, incfiuding personnel invoived in the contractual relationship, from VITA and Supplier! 

Rifles t hhe Steering Committee include but are not he limited to (a) identifying potential issues which 
may arise during the performance of a contract; {b} discussing and assigning roles and 
responsibilitias; (c) establishing methods for quickiy resolving potential disputes; (d) setting rules for 
ccmmunication and decision making; (e) monitoring and measuréng the business relatienship 
between the parties; and if) acting as a final decisian board for escalated problems. 

A meeting 0f the Sieering Committee i3 intended t0 be a forum for brainstorming and sharing ideas, 
emphasizing respect, cooperatinn, and access, with the end goal of developing reiationships t0 avoid 
conflict. A faciiitator may, bui is not required to, conduct a meeting 0f the Steering Committee, 

A Steering Committee for this Contract will be formed at VITA’S option! Meetings may be held at any 
time during the Contract Term, should VITA, at itS sole discretion. determine that a meetingqs) wouéd 
be beneficiai t0 the contractual relationship, and Supplier agrees t0 participate in any scheduled 
meetingis). In addition. SuppEier may at any time submit a written request to VITA for a meeting of the 
Steering Committee, which VITA will not unreasonably deny, 

Suppiier will ensure the avaiiability of the appmpriate personnel to meet with the VITA contract 
management team. Additional Steering Committee meetings involving representatives from VITA, the 
Suppiier, and any Authorized Users may be required prior to or during performance {3m any specific 
80W issued pursuant to this Contract. 

POLICIES AND PROCEDURES GUIDE 
Within 30 caiendar days ofihe Effective Daie of the Contract, Suppiier wiil priwide VITA wiil a policy 
and procedures guide that describes how the Supplier and VITA will werk together and haw 
performance, including Deliverables and Services, is t0 be measured, The guide wEII provide process 
diagram details. working activities. and interface points with VITA and Supplier deliverables, Updated 
versions of the guide wiil be provided by Supplier to VITA and ail Auihorized Users wen; six (6} 
months. or as otherwise mutually-agreed. during the Contract Term. 

TRAINING AND DOCUMENTATION 

A. Training 
In addition to any online iuteria! training Suppiier may make available. Suppiier’s fee, uniass 
expressiy exciuded, includes ail costs for any and ail training as agreed upan for the training of at 
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32. 

33. 

34. 

ieast [[insert appropriate number 9f personnel that meet agency business needfl Authorized User 
trainers per order 0r SOW. In order t0 allow Authorized User the full benefit of the applicable 
Deliverable, the training wiil cover the use and aperation of the Deliverabie provided to Authorized 
User including instruction in any necessary conversion, manipulation, or movement of such 
Autherized User's data. Sugaplier shall provide personnel sufficiently experienced and qualified to 
conduct such training at a time and location mutually agreeable to Supplier and Authorized User. 
Available addétional and optional training, and appiicable pricing and discounts, are described in 
Exhibét B. 

B. Documentation 
Supplier shall deliver to Authorized User compiete copies 0f any Documentation applicable t0 the 
Deliverabiefls) provided '10 Authorized User, in a quantity and media format as agreed upon by the 
Parties under an arder 0r 80W. Should Supplier revise or replace the Dccumentation, or shauid 
Documentation be modified to reflect Updates, Supplier shall deiiver to the Authorized User 
copias of the updated car repiacement Documentation, in the same quantity and media format as 
originally requested by the Authorized User, or as agreed upon between the Parties‘ Any 
Authorized User will have the right, as part of any license grant, to make as many additional 
copies of the Documentation, in whole or in part, for its own use as required. This Documentation 
must include, but is not iimited to, evewiew descriptions of all major functions, detailed staphy— 
step instaiiation and Operating procedures for each screen and activity, and technicai reference 
manuals. Such Documentation must be revised t0 reflect any modifications. fixes or updates 
made by Supplier! Any Authorized User, at its own discretion, wili have the right, as part ofme 
Eicense granted by Supplier, 10 modify or compietely custemize all 0r part of the Dacumentation in 
support of the authorized use 0f the licensed Application or Software, The Authorized User may 
also dupiicate such Documentation and include ii in such Auti‘uorized User‘s document or 
platform All Authorized Users shali continue t0 include Suppiier’s copyright notice, 

AUTHORIZED USER SELF-SUFFICIENCY 
At Authorized User‘s request, and pursuant t0 an order or 80W for Suppiier's Services issued under 
this Contract, Supplier shall provide all assistance reasonably required by Authorized User to develop 
Authorized User's seIf—suf‘ficiency in operating and managing any combination of the Soluiion, 
Software, Products, or Services that Supplier provided to Authorized User under the applicahfe order 
or 80W. During 0r after the Transition Period, Authorized User may! at "rts sate discretion, elect to 
order or continue Maintenance Services from Supplier, if authorized under the scope of the Contract, 
for any of the Software or hardware Product, Components, or Solution Components delivered to 
Authorized User by Suppiier‘ 

COMPETITIVE PRICING 
Supplier warrants that each of the prices, charges, economic or product terms, or warranties granted 
under this Cnntract are fair, reasonable, and commensurate with the price, charge, economic or 
product term 0r warranty being offered by Supplier to other gm’ernment customers that purchase 
substantially similar services or preducts, at similar volumes, and under substantially simiiar terms 
and cunditions. Supplier shaTi notify VITA of any new serviceés 0r products that become generaily 
available to ail government customers during the Contract Term. New products and services are 
subject t0 the commercial terms associated with those products and services and must be formaliy 
added to this Contract before they can be purchased, Supplier shall aiso offer VITA commercialiy 
available national government products and services promotions and rates avaiiable at the time 0f 
purchase under the terms 0f those promotions, 

CONFIDENTIALITY 

A. Treatment and Protection 
Each Party shall: 

i. hold in strict confidence all Confidential Information 0f any other Party; 

ii. use the Confidential Information 50!er to perfm'm or to exercise its rights under this Contract: 
and 

iii. not transfer, display. canvey 0r otherwise disclose or make availabie all 0r any part of the 
other Party’s Confidential Information t0 any third—party. 
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An Authorized User may, hawever, disclose the Confidential Infnrmation as delivered b3! Supplier 
m subcontractors, cnntractars, 0r agents of iha Authorized User that are bound by nondisclosure 
agmements with the Authorized User. Each Party shall take the same measures to protect 
against the disclosure or misuse of the Confidential Information as it takes to praise: its own 
proprietary or confidential information, but in no event will such measures be less than 
reasonabie care. 

B. Return or Destruction 
Upan the termination or expiration ofthés Contrast, 0r upon the earlier written request ofthe 
disciosing fixuthorized User, Supplier shall, at its own expense, and at the election of the 
Authorized User, either: 

E. promptly return ail tangible Confidential Information {and all copies thereof except ihe record 

required by law} to the disclcsing Authorized User; or 

ii. destroy any Confidential Information in Supplier‘s possession 0r control, and provide the 
disclosing Authorized User with written certification of the destruction. 

Additionally, Supplier shall cease all further use of the Authorized User’s Confideraiial Information, 
whether in tangible 0r intangible form. 

The Authorized User shali retain and dispose 0f Supplier‘s Confidentéal Information in accordance 
with the Csmmmwweaith's records retention policies or, ifAuthGrized User is not subject to the 
Commonwealth’s policies, in accordance with the Authorized User's own records retention 
policies, 

C. Confidentiality Statement 
Supplier shall ensure that All Supplier Personnel performing Services pursuant t0 this Contract 
have signed a ccnfidentiaflty statement 0r non-disciosure agreement obligating such Suppiier 
Personnel to mainiain the confidentiality 0f all Commonwealth Confidential Information. Any 
violation 0f the staiemem or agreement will be deemed a breach of this Contract and may result 
in termination of the Contract 3r any order or 80W issued hereunder. 

D. Health Insurance Portability and Accountability Act 
Supplier shall comply with all provisions 0f the Health Insurance Portability and Accountability Act 
0f 1998 ("HIPAA”) that are applicable to ihe performance of this Contract or to any order or 80W 
issued pursuant to this Contract. Supplier shall: 

i. not use 0r further disclose Proiected Health information ("PHI") other than as permitted 0: 
required by the terms of this Contract 0r any order 0r 50W issued hereunder or as required by 
law; 

ii. use appropriate safeguards to prevem use 0r disciosure 0f PHI other than as permitted by this 
Contract or any order or 80W issued hereunder; 
iii, repori to VETA orAuthorized User, as applicable, any use or disclosure of PHI not provided for 
by this Contract or the applicabte order 0r 80W; 

iv. mitigate any harmful effect that E5 known i0 the Suppiier of a use 0r disclosure; of PHI by the 
Supplier or Supplier Personnel in violation of the requirements of this Contract 0r the applicable 

order 0r 80W: 

v. impose the same requirements and restrictions contained in this provision on Supplier 
Personnef performing on this Contract or any order or 80W issued hereunder; 
vi. provide access to PHI contained En its records t0 VITA 0r the requesting Authorized User, in 
the time and manner designated by VITA or the requesting Authorized User; or at the request 0f 
VITA or an Authorized User. to an individual in order to meet HIPAA access; and 

vii. make avaiiabie PHI in its records t0 VITA or an Authorized User for amendment and 
incnrporaie any amendments to PHI in iis records at VITAE; 0r an Authorized User‘s request. 

E. Freedom of Information Act Acknowledgement 
Al! Supplier documems now or Eater comprising the Contract may be reieased in their entirety 
under the Virginia Freedom of Information Act, and Supplier agrees that any confidentiality or 
similar stamps 0r legends ihai are afiached to any future documents or information may be 
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ignored t0 the extent they claim canfideniiality beyond that permitted by the Virginia Freedom of 
Information Act. 

In the case 0f Supplier proprietary or trade secret information, Supplier must have followed the 
procedures required by Code § 2.2-4342{F) in order for the information to be protected from 
disclosure under the Virginia Freedom 0f Information Act. 

35. INDEMNIFICATION 

A. Indemnification Generally 
Supplier shail defend, mdemniiy, and hold harmless all Commonweaith indemnified Parties from 
and against any third—party Claims 1.0 the extent the Ciaims in any way relate to, arise out of. or 
result from: 

i. any negligent act, negiigent omission, 0r intenfional or willful conduct 0f Supplier o: any Supplier 
Personnei; 

ii. a breach 0f any representaiion, warranty, covenant, 0r obligation 0f Supplier corstained in this 
Contract; 

iii. any defect in the Supplier—provided products car services: 

iv‘ any actuai or alieged infriwgement 0r misappropriation of any third party's intellectual property 
rights by any of the Supplier—provided products or services; or 

V. any Claims by any Subcontractor resulting frflm Supplier‘s failure to pay such Subcontractor. 

Defense Claims 
Supplier will be solely responsible for all costs and expenses associated with the defense of all 
ihird-party Claims against Commonwealth Indemnified Patties. Selection and approval of 
counsel, and apprevai of zany sefilement, shall be accomplished in accordance with ali applicable 
Iaws‘ rules, and regulations. For state agencies, the appiicable laws include §§ 22-5917, 22-510, 
and 22-514 0f the Coda 

Duty to Replace or Reimburse 
In the event 0f a Ciaim pursuant 1'0 any actual 0r alleged infringement or misappropriation 0r any 
third party’s intellectual preperty rights by any of the Supplier-provided products or services, or 
Supplier's performance, Supplier shall, at its expense and option, either (a) procure the right to 
continue use of such infringing prsducts 0r services. or any companents thereof; 0r {b} replace or 
modify the infringing products or services, 0r any components thereof, with non-infringing 
products or services satisfacmry to VITA. 

In the event that an Authorized User cannot use the affected Deliverable, Product, Licensed 
Services, or Services. including any Components. then Supplier shall reimburse such Authorized 
User for the reasonable costs incurred by such Authorized User in obtaining an alternative 
product or service. 

Suppiier Dispute of Obligation to lndemnify 
If a Claim is commenced against any Commonwealth Indemnified Parties by a third party aileging 
an infringement 0f the third party’s intellectual property rights and Supptier i3 ofthe epinion mat 
the allegatéwns in the third-party Claim‘ in whole or in part are mt covered by the indemnification 
pmvisian in this Contract, then Supplier shall immediately noiify VITA and the affected Authorized 
User(s) En writing of its opinion that ii is mt obiigated to indemnify VITA {3r the affecied Authorized 
User. Suppiier shall. nonetheless, take all reasonable steps to protect the rights, remedies, and 
interests ofthe Commonweaith indemnified Panies in the defense afthe Claim, including to 
secure a continuance 30 permit VITA and the affected Autherized User(s) to appear and defend 
their interests in coeperatiun with Supplier as is appropriate, inciuding any jurisdictiena! defenses 
VITA or the affected Authorized User(s} may have, 

36. LIABILITY 

A. Supplier Liability 
Supplier agrees that i‘l is fully responsible for ail acts and omissions 0f Suppiier Personnel, 
including their negligence, gross negligence, or willful misconduct, under this Contract. 
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37. 

38. 

39. 

T0 the exieni permitted by law, Suppiier‘s indemnification flhiigations and liability will not exceed, 
in aggregate, twice the value of the Contract Fer purposes of this Contract, “value 0f the 
Contract” means the cumulative ohiigations under this Contract, including any orders, SOWS, or 
Change Orders thereto. 

The limitations 0n liability set forth in thig section will nat apply t0 any liability arising from any 
combination 0f the foiiowing: 

i. any intentional or wiliful misconduci, fraud. or reckiessness of Supplier or any Supplier 
Personnel; or 

ii. claims for bodily injury, including death, and damage t0 real property 0r tangible property 
resulting from the negligence of a Supplier or any Supplier Personnel. 

INSURANCE 
In acidiiion t0 the insurance ceverage required by law as referenced in the “Incorporated Contractual 
Provisions" secfiion 0f this Cmtract beiow, Supplier shail carry: 

Errors and omissions insurance coverage in the amount 0f $5,000,000 per occurrence; and 

Cyber Security Liability insurance coverage in the amount of $5,000,000 per occurrence 

Throughout the Contract Term. Suppiier shail provide evédence of insurance and access i0 a copy of 
Supptier’s policy documents upon request by VITA. 

SECURITY COMPLIANCE 
Suppiier shall comply with alt provisions of the then—current Commonweaith security policies. 
standards, and guidelines published by ViTA and which may be found at: 
hfiosn’r’www.vita.vircinia.00vaolicy--governancefnolicies-standardsuauidelinesf. 0r any successor 
URL{5), as are pertinent to Supplier's operation. Further, Suppiier shall compiy with ali applicable 
provisions 0f the relevant Authorized User's then-current security procedures a5 are pertinent to 
Suppkier's operation and that have been provided t0 Supplier by the Auihorized User‘ Suppfier shaii 
also comply with all applicable federai, state, and iocai laws and reguiations, including those 
pertaining to information security and privacy 

Any unauthorized release 0f any Confidential Information, or Commonwealth proprietary or persoraal 
informaiion, by 1he Supplier 0r Supplier Personnel canstitutes a breach of Supplier’s obligations under 
the Contrant. Supplier shall notify VITA and any affected Authorized User within 24 hours 0f discovery 
0f, or when Supplier should have discovered, any breach of "unencrypted" and “unredacted” personal 
information, as those terms are defined in Code § 182-1866. and other confidential or personal 
identifying information provided to the Suppiier by VITA 0f an Authorized User. To ihe extent 
permitted by law, Supplier shall pmvide VITA and any affected Authorized User the opportunity t0 
participate in the investigation of the breach and to exercise control over reporting {he unauihorized 
disclosure. 

Suppiier shall ensure performance of an audit of Supplier’s environment at least annually 10 provide 
assurance of "Controls Relevant to Security, Availability, Processing Integrity. Confidentiality or 
Privacy" in acccrdance with {he then-current standards set forth by ihe American institute 0f CPAa 

Supplier shall indemnify, defend, and hold the Commonwealth, VITA, their officers, directors, 
employees anti agents harmless from and against any and all Claims, inciuding reasonable expenses 
suffered by, accrued against, 0r charged to or recoverable from the Commwnweaiih, WTA, their 
officers, directors, agents or employees, on account of the faiiure cf Suppiier to perform its obligatimns 
pursuant this section. 

VITA reserves the right t0 review Supplier's information security program prior to the commencement 
of Licensed Services and at least ance annually during the Term of this Contract. During the 

performance 0f the Licensed Services, and 0n an annual basis, ViTA will be entitled, a1 its own 
expanse, in perform, or to have performed, an on-site audit 0f Supplier's information security 
program. In lieu 0f an on-site audit, upon requesi: by VITA, Supplier shail implement any reasonabiy 
raquired safeguards a5 identified by any pregram audit. 

IMPORTIEXPORT 
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40. 

41. 

42. 

43. 

Supplier shall camply with all data expori laws and regulations. In addition, VITA palicy requires that 
arty data deemed "restristed” or “sensitive" by either federal or state authorities, may uni}! be 
colEected, developad, anaiy‘zed, or otherwise used 0r obtained by persons or entéties working within 
the continental United States. 

ACCEPTABLE USE POLICY 
VITA and Authorized Uaer agree to abide by Supplier’s Acceptable Use Polécy ("AUP"), as amended 
by the parties hereby and incorporated as Exhibit J. Because certain standard Clauses that may 
appear in“ 0r be incorporated by reference into, Suppiier‘s standard AUP cannot be accepted by 
VITA. and in consideratiofi ofthe convenience of using that form, and this form, without the necessity 
of specifically negotiating a separate contract document, the parties hereto specifically agree that: 

i. In ihe event 0f a conflict between this Contract and the fiUP, the Contract shali control; 

ii. In the event of a material, unilateral revision to the AUP by Supplier that substantialiy impairs the 
ability 0f VITA or any other public body from its lawful use of the Service, VITA shall have the option 
to (a) request that the revision be rescinded; 0r (b) request that the revision be waived as to VITA or 
other public bodies receiving Services under this Agreement; 

If Supplier fails to a grant a request by VETA per (a) 0r (b) above within 30 days of receiving the 
request, then VITA may‘ at its aption, terminate this Contrac‘é. in whole 0r in paré. 0r any order or 
SOW, in whole or in part. without termination IiabilEty; and 

THIRD PARTY TERMS AND CONDITIONS 
In the event that Supplier‘s prevision of the Licensed Services 0r any performance obligations under 
the Contiact, 0r any order 0r 30W issued under the Contract, include third—party terms and 
conditions, the Cwnmonwealth security poiicies standards and guidelines referenced En this Contraci 
above — i.e., SECE30 - will take precedence over any third party terms and conditions, For the 
purposes of statutory law as referenced and incorporated in this Contract, if there is any conflict with 

any third party terms, such statutory law will govern. 

BANKRUPTCY 
If Supplier becomes insolvent, takes any step leading to its cessatian as a going concern, fails t0 pay 
its debts as they become due, or ceases business operations <3ontifiuously far Icmger than 15 
buséness days, then VITA may immediateiy terminate this Contract, and an Authorized User may 
terminate an order 0r 80W, 0n notice t0 Supplier unless Supplier immediafieiy gives VITA or such 
Authorized User adequate assurance 0f the future performance 0f this Contract or the applicable 
order or 80W. Ff this Contraci has not been otherwise terminaied and bankruptcy proceedings are 
commenced with respect to Supplier, ihen ViTA may suspend all furiher performance 0f this Coniract 
until Suppiier assumes ihis Cantract and provides adequate assurance of its performance of 
Suppiier‘s contractual obligations or rejects this Contract pursuant 10 Section 365 of the Bankruptcy 
Code 0r any similar or succassor provision, it being agreed by VITA and Supplier that this is an 
executcry contract. Any suspensicn of further performance by VITA or Authorized User pending 
Suppiier‘s assumption 0r rejection will not be a breach 0f this Centract, and will not affect the rights of 
VITA or any Authorized User to pursue or enforce any af its rightg under this Cantract or otherwise. 

GENERAL PROVISIONS 

A. Relationship Between VITA and Authorized User and Supplier 
Supplier has no authority to contract for, bind 0r commit t0 any agreement 0f any kind, or t0 
assume any liabilities 0f any nature in ihe name of or 0n behalf of VITA or any Authorized User. 
Under n0 circumstances wiil Supplier, or any Supplier Personnel, held itself out as or be 
considered an agent or an employee 0f VITA or any Authorized User, and neither VITA nor any 
Authorized User will have any duty to provide or maintain any insurance or oiher employee 
benefits 0n behalf 0f Suppiéer or any Suppiier Personnel. Supplier represents and warrants that it 
is an independent cantractor for purposes of federal, state, and iocai empmyment taxes, and 
agrees that neither VITA nor any Authflrized User Es responsibte to coliect or withhold for Supplier 
any federal, state, or local empioyment taxes, including, but not iimited t0, income tax withhoid'ir‘ig 
and saciai security contributkms. Suppiier shall pay or withhoid any and ail taxes, interest or 
penalties (including, but net limited to, any federaiv state: {:ér Iccai withholding or empicsyment 

taxes, and any penalties reiated to health care or employee benefits Paws) that are imposed, 
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assessed, 0! levied as a result 0f this Cnntract or Services performed pursuant to this Contract. 
Supplier shall reimburse VITA or any Autharized User in the event that any taxes, interest or 
penalties are assessed against and paid by VITA or any Authorized User as a result of this; 
Contract. 

B. Licensing Within the Commonwealth 
Any and all licenses granted or provided pursuant t0 this Cantract whether to Work Product, 
System Software COTS Software or any other Software wili be held by 

i, the Gammonwealth, if the Authorized User Is an agency as defined by Code § 22-2006 or a 

legislative, judicial and independent agency ofthe Commenwealth, board, commission, 0r other 
quasi—political entity UfIhe Commonweaiih of Virginia or other body referenced in Title 2.2 of the 
Code; 

ii. the applicable public body, if the Authorized User is a locality, municipality, school, school 

system, mnege university, local board local commission or Iocai quasi-pofiitical entity; car 

iii the applicable private institution of higher education if the Authorized User' Is a private 
institution of higher education listed at: WWW 

C. Incorporated Contractual Provisions 
In addition 10 the terms, ccnditions, and obligations 9f this Contract, Suppiier agrees to the VITA 
“Mandatory Contract Terms" which consist of the VITA: 

» “Core Contractual Terms"; 

- “Required e‘v’A Tefms and Conditions"; and 

- ”Mandatoly lniema! Revenue Service (IRS) Publication 1676 (required for FTE data only)" 

Each of these Mandatory Contract Terms are set forth at ihe foilowing URL and incorporated into 
this Contract by reference: httpszflwww.vita.viruinia.qowfprocurementfcontractsfmandatorv- 
contract-termsf. 

Supplier agrees that ncn-compliance with the above-referenced Mandatory Contract Terms and 
IRS Publication 10?5—inciuding Exhibit 7. “Safeguarding Centract Language" of iRS Pubiication 
1075 which is attached t0 this Centres! as Exhibit K and i3 incorporated by reference—may be 
deemed, solely by VITA, a5 a materiai breach of the applicable Order er 80W or of the Contract. 
Supplier i3 respenaibie for verifying the correct and current versien of this IRS puhiication and 
reiated safeguarding terms language and acknflwledges that any Authorized User issuing the 
Order 0r 30W wil? be held harmless}. 
The terms and conditiens set faith in documents posied at the URL above, and any successor 
URLis), are subject to change pursuant t0 action by the legislature 0f the Commonwealth, change 
in \flTA policy, adoptisn of revised eVA business requirements, 0r change to IRS Pubiication 
1075. If a change is made t0 aray' of the Mandatory Contract Terms documents, a new effective 
date will be rmted in the appiicabie document title. Supplier is advised to check the URLs, or their 
successors, periodically. 

D. Compiiance with the Federal Lobbying Act 
Supplier's signed certification of compliance with 3’1 U.S.C.§ ”i352 {enfitied "Limitafion on use 0f 
appmpriated funds t0 influence certain Federal Contracting and financiai transactions") or by the 
regulations issued from time t0 time thereunder Es incorporated as Exhibit (3 to this Contract. 

E. Ethics in Public Contracting 

By signing this Contract, Supplier warrants that its assent t0 this Contract is made without 
collusion or fraud. and that Supplier has not offered or received any kickbacks 0r inducements 
from arty other bidder, suppiier, manufacturer 0r subcontractor in comedian with their proposal 
or the terms of this Contract. Further, Suppiier warrants that it has not conferred any payment, 
loan, subscription, advance‘ deposit of money. services. or anything of more than nominal value, 
present or promised, on any public empioyee having official responsibility for this procurement 
transactfian, unless censideration of substantiaily equai or greater value was exchanged. In 
addition, Suppiier warrants that it will notify VITA if it becomes aware of a potential conflict 0f 
interest in the future. 
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F" Governing Law 
This Contract is; governed by and wiil be construed in accordance with the iaws of the 
Commonwealth of Virginia without regard t0 ma; body of law controlting chaise of law. Any and all 
litigation relating to this Contract must be brcughi in the circuit calms of the Commonwaalth of 
Virginia. The English language version 0f this Contract prevails when interpreting this Contract. 
The United Nations Conveniion on Contracts for the Internaiional Sale of Goods and all other 
laws and international treaties or conventiona relating t0 the sale 0f goods are expressly 
disclaimed. The Uniform Computer lnformatéon Transactions Act applies E0 this Contract only t0 
the exterlt required by Code § 531—50115! 

G. Dispute Resoiution 
In accordance with Code § 2.241363, contractual claims, whether for money or other relief, must 
be submitted in writing to the public body from whom the refief is sought no later than 60 calendar 
days afterfinal payment; howewr, written notice ofthe Supplier's intention to file such claim must 
be given tr.) such public body at the time of the accurrence or beginning 0f the work upan which 
the ciaim is based. Pendency of ciaims wifi not delay payment 0f amounts agreed due in the final 
payment. The reievant public body shall render a final decision in writing within 30 caiendar days 
after its receipt of the Supplier's written claim. 

The Supplier may mt invoke any availabie administrative procedure under the Cede nor institute 
legal action prior to receipt 0f the decision of the reievant public body 0n the claim, unless that 
public body faiis 10 render its decision within 3f] caiendar day's The decision of the relevant 
public body will be final and conclusive unless the Supplier, wiihin six (6) months 0f the date 0f 
ihe final decigion on the claim, invokes appropriate action under Code § 22-4364 0r Ehe 
administrative procedure auihorized by Code § 22-4365. 

In the event of any breach by a Commonwealth agency, Suppiier's remedies will be limited to 
ciaims for damages and interest allowable under the Code and. if available and warranied. 
equitable relief. Ali such ciaims tc: be processed pursuant to this Section‘ In n0 event wili 
Supplier's remedies include the right t0 terminate any iiczense or suppart services hereunder. 

H, Assignment 
This Contract is binding upon and will inure 10 the benefit of the permitted successors and 
assigns of VITA and Supplier. Supplier may not assign, subcontract delegate 0r otherwise 
convey this Contraai 0r any of its rights and obiigations under this Contract. t0 any entity without 
the prior written consent of VITA. and any attempéed assignment or subcontracting without 
consent will be void. VITA may assign this Contract ‘10 any entity, so long as the assignee agrees 
in writing to be bGund by the all the terms and conditions 0f this Contract. 

If any law iimiis the right of VITA or Supplier m prohibit assignment or nonconsensual 
assignments, the effective date of the assignment will be 30 caiendar days after the SuppTier 
gives VITA prompt written notice 0f the assignment, signed by authorized representatives of both 
thee Supplier and the assignee. Any payments made prior to receipt 0f such notification will not be 
cevered by this assignment. 

Severability 

Invalidiéy of any term of this Contract, in whole 0r in part, will mt affect the validity 0f any other 
ierm. VITA and Supplier further agree that in the event such provision E3 an essential pari of this 
Contract they shall immediately begin negotiations for a suitable replacement provision. 

J. Survival 

Any provisions of this Contract regarding Software License. Rights T0 Work Product, Warranty, 
Escraw, Confidentiality. Content Privacy anrj‘ Security, Liability, Indemnification. Transition of 
Services. the right to purchase Maintenance Services, and the General Provisions wili survive the 
expiration or terminaiion of this Contract 

K. Force Majeure 
No Party will be respensible for the delay or faiiure to meet its obligations under this Contract if 
the delay or failure arises from causes beyond {he reasonable contrel and without the fauit or 
negligence 0f the obligated Party. 1f any performance date under this Contract is postponed or 
extended pursuafit t0 this Section fur longer than 30 calendar days, VETA, by written name given 
durfing the postponen'ient 0r extension. may terminate Suppiier’s right t0 render further 
performance after the effective date 0f ierminatéon without liability for that termination. and in 
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addition an Authorized User may terminate any order 0r 80W affected by such postpanement {3r 
delay. 

L. No Waiver 
Any failure to enforce any terms 0f this Contract will not constitute a waiver. 

M. Remedies 
The remedies set forth in this Cmntract are intended to be cumulative. In addition to any Specific 
remedy, VITA and all Authorized Uaers reserve any and ail Gthe; remedies that may be available 
at a n or in equity, 

N. Right to Audit 
VITA reserves the right i0 audit those Supplier records that relate t0 the Contract or any SOWS m 
orders issued ihere under. VITA'S right to audit is limited as follows: 

E. three (3) years from end date of the Contract; 

ii. atViTA’s expense; 

iii, no more than once every tweive (12) months; 

iv. performed at Supplier's premises, during normal business hams at mutually agreed upon 
times; and 

v. access to Supplier cost informatien is exciuded‘ 

In no event will Suppiier have the right i0 audit, 0r require to have audited, Vim car any 
Authorized User. 

0. Taxes 
The Commonwealth i5 exempt from Federal excise and ail State and LocaE taxes and any such 
taxes may n01 be inciuded in Contract prices‘ Tax certificates of exemption, Form ST-12 can be 
obtained from Authorized Users upon request. Deliveries against this Contract shall be free of 
Federal excise and transportation mxes. The Commonwealth’s excise tax exemption registration 
number is 54-73-00?6K. 

P. Currency 
All prices, costs. or fees in this Contract and all exhibits, schedules. orders», 0r SOWS will be in 
United States dollars. 

Q. Non-Disparagement 
Each Party agrees that it shall net engage in any conduct 0r pattern of conduct that involves the 
making or publishing of written or oral statements 0r remarks {including without limitatéuns. the 
repetition or distribution of derogatory rumors. allegazions. negative reports or comments) which 
are disparaging, deleterious or damaging to the integrity, reputation or good name 0f any other 
Party 0r the Party‘s affiliates, employees. agents. contractors‘ or subcontractors, This section wili 
net be construed to prevent a Part}! from responding pubiicly t0 incorrect public statements or 
from making truthful statements when required by subpoena. caur’é order, 0r otherwise required 
by law, 

R. Advertising and Use of Proprietary Marks 
No Party may use the name of the cather Party or refer to the ether Party, directEy or indirectly, in 
any press release or fermal advertisement without receéving prior wriaten cansent of the other 
Party. In no event may any Party use a proprietary mark of the other Party withou‘. receiving the 
pricr wriflen consent 0f the other Party. 

S. Notices 

Any notice required 0r permitted t0 be given under this Contract must be in writing and wiil be 
deemed to have been sufficiently given if deliverfid in person, or if deposited in the US. mails, 
postage prepaid, for mailing by registered, certified mail, or overnight courier service addressed: 

E. T0 VITA and t0 Supplier, if Supplier is incorporated orformed pursuant to the laws ofthe 
Commonwealth. to the addresses shown on the signature page. 

ii. To Supplier, if Supplier i5 incorporated or farmed outside the: Commonwealth, to {ha address 
shown 0n the signature page and to the Registered Agent registered with the Virginia State 
Carporation Cammissicn. 
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Pursuant t0 TitIeE3.1 0f the Ccda, VITA or Supplier may change its address for notice purposes 
by giving the other Party notice of such change in accordance with this Sectit’m. 

Administrative contract renewals. modifications or non-daim related notices are excluded from 
the above requirement. Such written, 0r signed, or both, contract administration actions may he 
processed by the assigned VITA and Supplier points of contact for this Contract and may be 
given in person, via US. mail, courier service 0r eiectronicaliy. 

T. Offers of Employment 
During the first twelve {12} months of the Contract. should Suppiier hire: an empleyee of any 
Authorized User who has substantially worked on any project covered by this Contract without 
prior writien consefit, the Supplier will be biiled for 50% 0f the empmyee‘s annual saiary in effect 
at the time 0f termination 

U. ContractAdministration 
Supplier agrees that at all times during the Contract Term an account executive, at Supplier‘s 
senier management Ievef, will be assignad and available t0 VITA. Suppiier reserves the right to 

change such account executiwe upon reasonable advance written natice to VITA 

V. Captions 
The captions of sectians and subsections of this Contract are for convenience and in no way 
define. limit, or enlarge the scope 0f this Contract or any of its sections. 

W. Entire Contract 
The following exhibits, including ali subparts thereof, are attached t0 this Contract and are made 
a part 0f this Contract for all purposes: 

Exhibit A - Requirements 

Exhibit B ~— Pricing 

Exhibit C — Stazement 0f Work (SOW‘; Template 

Exhibit D — Change Order Template 

Exhibit E -— RESERVED 

Exhibit F — License Agreement Addendum, End User Licensing Agreement 

Exhibit F-‘I — License Agreement Addendum (LAA) 

Exhibit F-2 — End User License Agreement 0r Service Agreement (EULNSA) 

Exhibit G —-- Certification Regarding Lobbying 

Exhibit H — Suppiier Procurement and Subcnntracting Plan 

Exhibit I 

~— Sewice Level Agreement 

Exhibit J — RESERVED 

Exhibit K m Internal! Revenue Service Pubiicatéon 1075 - Exhibit F” Safeguarding Contract 
Language 

This; Contract, its exhibits, and any prior nondisclosure agreement constitute the entire 
agreement between VITA and Suppfier and supersede any and all previous representations, 
understandings, discussions or agreements between VITA and Supplier a5 to the subject matter 
0f this Contract. Any and aii terms and conditions cantair‘ied in, incorperated into, or referenced 
by the Suppiier‘s proposal are deemed invalid. The provisions of the Virginia Department of 
General Services, Division of Purchases and Suppiy Vender‘s Manuai wili not apgiy t0 this 
Contract or any order issued pursuant t0 the Contract. This Contract may only be amended by an 
instrument in writing signed by VITA and Supplier. 

An Authorized User and Supplier may enter into an ordering agreement pursuant to this Cnntract. 
To the exient that an ordering agreement, or any order or SOW issued pursuant to this Contract, 
includes any terms and conditions inconsistent with the ierms and conditions of this Contract, the 
terms and conditions 0f the order or 80W will be of no force and effect. 
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Order of Precedence 
In the event of a canflict, the following order of precedence shail appiy: this Coniract document, 
Exhibit A, any indissidual SOW. Exhibit B, ihen any project apecific ordar. in the event of a conflict 

or inconsistency between the negotiated terms ofthis Contract and any provision incorporated by 
reference into the Contract (6.9., a section of a License agreement), the negotiated terms; o? this 
Contract will take precedence. For purposes of this section, a “conflict" exists with respect to a 

subject Ehat has been comprehensively addressed in the Contract when suppiementary terms 
contairwd m a provision incorporated by reference would alter the rights and obligations 0f the 
Parties set forth in the Comract. 

Y. Counterparts and Electronic Signatures 
This Contract may be executed in multiple counterparts, each ofwhich, when assembled to 
include an originai signature for each 0f Supplier and VITA, will constitute a compiete and fuliy 
executed original. Ail fully executed original counterparts will collectively constitute a single 
agreement. Signatures transmitted by fax or eiectronic mail (in portable data farmat {“PDF“)) are 
alse permitted a5 binding signatures to this Caniract. 

Z. Opportunity to Review 
VITA and Supplier each acknowledge that it has had the apportunity t0 review this Contract and 
to obtain appropriate Iegai review if it $0 chose. 

[3;GNATURE PAGEgS) To FOLLOW] 
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Signed by the undersigned authorized representatives of VITA and Supplier and effective as 0f the 
Effective Date set fnrth in the preambie cf this Contract abeve. 

Suppiier: 

ThunderCat Technology LLC 

a 

JW Km» 
By I 

(Signature) 

Name: Jean Kim 
(Print) 

TitEe: Contracts Manaqer 

Address for Notice: 

11193 Sunrise Valiev Drive Suite 200 

Reston. W3. 201 91 

Attention: Supplier Contact 

Acknowledged by Publisher; 
Smartling, Inc. 

By" 

‘i‘Signaturel 

Name: Tim Kirbv 
(Print) 

Date:N v m .r1 2 24 

VITA, on behalf of the 
COMMONWEALTH 0F VIRGINIA 

Erbari- £?ng 
By' 

(Signature) 

Name: Robert Osmnnd 
(Print) 

Title: Chief Informaiion Officer [C|O} 

Date: flgymfigu+2§2fi 

Address for Noiice: 

7325 Beaufmt Snrinus Drive 

Richmond. VA 23225 

Attention: ContractAdrninistrator 

‘éA-Zé‘l 030-TCTL.


